
US 20140245376A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2014/0245376 A1 

Hibbert et al. (43) Pub. Date: Aug. 28, 2014 

(54) SYSTEMS AND METHODS OF RISK BASED (52) U.S. Cl. 
RULES FORAPPLICATION CONTROL CPC ............ H04L 63/1433 (2013.01); H04L 63/20 

(2013.01) 
(71) Applicant: BeyondTrust Software, Inc., Phoenix, AZ (US) USPC .............................................................. 726/1 

(72) Inventors: Brad Hibbert, Carp (CA); Chris Silva, 
Laguna Beach, CA (US) (57) ABSTRACT 

(73) Assignee: BeyondTrust Software, Inc., Phoenix, 
AZ (US) In various embodiments, an agent on a digital device may 

comprise a monitor module, an application identification 
(21) Appl. No.: 14/182,651 module, a Vulnerability module, a rules database, and a rule 

module. The monitor module may be configured to monitor a 
(22) Filed: Feb. 18, 2014 device for an instruction to execute a legitimate application. 

O O The application identification module may be configured to 
Related U.S. Application Data identify one or more attributes of the legitimate application. 

(63) Continuation-in-part of application No. 14/156,375, The Vulnerability module may be configured to retrieve risk 
filed on Jan. 15, 2014. information based on the one or more attributes of the legiti 

(60) Provisional application No. 61/768,809, filed on Feb. mate application. The risk information may be determined 
25, 2013. sy- Y - s from known vulnerabilities of the legitimate application. The 

s rules database may be for storing a rule associated with the 
Publication Classification risk information. The rule module may be configured to 

retrieve the rule from the rule database based on the risk 
(51) Int. Cl. information and to control the legitimate application based on 

H04L 29/06 (2006.01) the rule. 

3-3 

Agent Collects : 
Appication Evert 

32 

Eye Sent ta. 

Centralized Server : 
304 

- Process . 
< immediately? : 

38 
insert int. Databas 

Yes s 

w - S. 

Compare to watch , 
Winerability - vulnerable Report Finding 
ax A. x-Y. 

Database : - Criteria? : Yes- 33.8 
33. 36 . 

  

  

  

    

WIZ, Inc. EXHIBIT - 1063
WIZ, Inc. v. Orca Security LTD.f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


10
0 we
 

Se
le
ct
 
S
c
a
n
 

Ta
rg

et
s 

10
2 

 
 

 
   

 
 
 
 

De
te
rm
in
e 

下 
No
 

1 

Av
ai
la
bl
e 

S
c
a
n
 

Pa
n 

Ta
rg
et
s 

ug
 
O
O
S
 

- 
10
4 

A
d
d
i
t
i
o
n
a
l
 
a
 

C
e
 
和
 

三
 
一
 
一
 

一 
. 

C
h
e
c
k
s
?
 

x 
| 

En
dS
ca
n 

| 
Ye
s 

so
 

C
N
 
N
O
 

、 
Av
ai
la
bl
e?
 

| 
| 

| 

  
  

 
 

  
 

 
 

  
  

 
 

 
 

  

Co
nn
ec

tt
o 

: 
“ 

~ 
in
te
rr
g 

SN
 

Ri 
a 

Aa
n 

g
a
t
e
 

: 
a 

、 
Sc
an
 

Ta
rg
et
 

， 
于
 

c
o
n
n
e
c
t
i
o
n
 
Y
e
s
»
 

Ta
rg
et
 

: 
M
a
t
c
h
 

Vu
ln

er
ab
le
. 

Y
e
s
»
 

vi
a 

Ne
tw
or
k 

 B
UC

CE
SS

RU
T 

Eo
! 

44
3 

1 
人 

St
at
e?
 

 
 

  

41
6 

  
 

  

  
  

  

  

Re
po
rt
 
Fi
nd
in
g 

| 

 
 

 
 

 
 

 
 

1
0
8
 

“
i
e
 

S4
44
 

  

Fi
t.
 

1 

Pr
io

r 
Ar
t 

Patent Application Publication Aug. 28, 2014 Sheet 1 of 16 US 2014/0245376 A1US 2014/0245376 A1 

s. 

caeuo () 

Aug. 28, 2014 Sheet 1 of 16 Patent Application Publication 

  

  

  

  

  

  

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Ta
bl

et
 

/ 
De
vi
ce
 

20
8 

 
 
 

  
  

20
0 

Sr
aa
rt
ph
on
e 

20
6 

 
 

Ne
tw
or
k 

/ 
De

vi
ce

 
/ 

21
2 

/ 

  

  

  
Se
cu
ri
ty
 

A
s
s
e
s
s
m
e
n
t
 

C
O
M
M
U
N
I
C
A
T
I
O
N
 

Sy
st
em
 

20
2 

N
E
T
W
O
R
K
 

20
4 

La
pt
op
 

21
0 

  

PC
 

Se
cu
ri
ty
 

Ad
mi
ni
st
ra
ti
on
 

Sy
st

em
 

22
60
 

  

  
    

Un
ix

 
Se

rv
er

 

21
6 

W
i
n
d
o
w
s
 

Se
rv

er
 
21

8 

  

FI
G 

Patent Application Publication Aug. 28, 2014 Sheet 2 of 16 US 2014/0245376 A1

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


30
0 

Ag
en

t 
Co

ll
ec

ts
 

Ap
pl

ic
at

io
n 

Ev
en

t 

30
2 

  

 
   
 
 

Ev
en

t 
Se

nt
 

to
 

Ce
nt
ra
li
ze
d 

Se
rv
er
 

30
4 

 
 

  
  

  
  

 
 

_-
” 

Pr
oc
es
s 

~ 
還 

  
 

 
 

C
o
m
p
a
r
e
 

to
 

 
 

< 
Im

me
di

at
el

y?
 

>-
-—

-N
o-

—-
e:

   in
se
rt
 

In
to
 
D
a
t
a
b
a
s
e
 

30
8 

  

  
3
1
0
  
 

“ 

An
al

yz
e?

 

  

V
e
s
 

 
 

 
 

Vu
ln
er
ab
il
it
y 

  
 
 

D
a
t
a
b
a
s
e
 

31
4 

  
  

 
 

FI
G.
 

3 

_"
 
Mu

ln
er

ab
le

 
> 

Cr
it

er
ia

? 

  

_ 
Ti
me
 

To
 

、 

、 

“
r
v
o
n
n
n
n
n
 

 @ 
Sw
oo
n 

  
   

 
 

     
 
 

    Re
po

rt
 

Fi
nd

in
g 

31
8 

    
 
 

Patent Application Publication Aug. 28, 2014 Sheet 3 of 16 US 2014/0245376 A1

«-sex 

US 2014/0245376 A1 Aug. 28, 2014 Sheet 3 of 16 

{}{} 

Patent Application Publication 

  

  

  

  

  

  

  

  

  

  

  

  

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


 
 

Ag
en
t 

40
0 

 
 

 
 

Ev
en

t 
De
te
ct
io
n 

M
o
d
u
l
e
 

40
2 

Ev
en

t 
R
e
c
o
r
d
a
t
i
o
n
 

M
o
d
u
l
e
 

40
4 
 
 

 
 

 
 

 
 

    C
o
m
m
u
n
i
c
a
t
i
o
n
 

M
o
d
u
l
e
 

41
0 

      
  

C
o
m
m
u
n
i
c
a
t
i
o
n
 

Au
th

en
ti

ca
ti

on
 

M
o
d
u
l
e
 

41
2 

    
 
 

 
 

  

 
 

 
 

Sc
an

 
M
o
d
u
l
e
 

40
6 

  R
e
c
o
r
d
 

Co
ll
ec
ti
on
 

M
o
d
u
l
e
 

40
8 

  
 
 

 
 

 
 

    Ap
pl
ic
at
io
n 

Da
ta
ba
se
 

4 
人 4

 
    

 
 

 
 

FI
G.
 

  

Patent Application Publication Aug. 28, 2014 Sheet 4 of 16 US 2014/0245376 A1US 2014/0245376 A1 Aug. 28, 2014 Sheet 4 of 16 Patent Application Publication 

  

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


