
I IIIII IIIIIIII III 11111 11111 JIII811,111)!IIII 11111 111111 1111111111 

(12) United States Patent 
Lambeth et al. 

(10) Patent No.: US 7,831,739 B2 
(45) Date of Patent: *Nov. 9, 2010 

PARTIAL COPYING OF DATA TO TRANSMIT 
BUFFER FOR VIRTUAL NETWORK DEVICE 

Inventors: Walter Andrew Lambeth, San Mateo, 
CA (US); Mallik Mahalingam, 
Cupertino, CA (US) 

Assignee: VMware, Inc., Palo Alto, CA (US) 

Notice: Subject to any disclaimer, the term of this 
patent is extended or adjusted under 35 
U.S.C. 154(b) by 0 days. 

This patent is subject to a terminal dis-
claimer. 

(21) Appl. No.: 12/639,590 

(22) Filed: Dec. 16, 2009 

(65) Prior Publication Data 

US 2010/0095045 Al Apr. 15, 2010 

Related U.S. Application Data 

(63) Continuation of application No. 11/565,029, filed on 
Nov. 30, 2006, now Pat. No. 7,657,659. 

(51) Int. Cl. 
GO6F 15/173 (2006.01) 

(52) U.S. Cl.   709/250; 711/6; 718/1; 
370/470; 370/471; 370/472; 370/473; 370/474 

(58) Field of Classification Search   709/250; 
711/6; 718/1; 370/470-474 

See application file for complete search history. 

(56) References Cited 

U.S. PATENT DOCUMENTS 

6,046,979 A * 4/2000 Bauman  370/229 
7,478,173 B1 * 1/2009 Delco  709/250 

2005/0114855 Al * 5/2005 Baumberger  718/1 
2007/0079307 Al * 4/2007 Dhawan et al  718/1 

* cited by examiner 

Primary Examiner Wing F Chan 
Assistant Examiner Hitesh Patel 
(74) Attorney, Agent, or Firm Terry McHugh 

(57) ABSTRACT 

In a virtualized computer system, a network frame is trans-
mitted from a virtual machine using a network interface 
device, possibly through a virtual switch, by copying only a 
part of the network frame to the transmit buffers that have 
pre-translated mappings from guest physical addresses to 
hypervisor virtual addresses and to machine addresses. The 
length of the part of the network frame that is copied to the 
transmit buffers may be variable. 

14 Claims, 7 Drawing Sheets 

VM 
200 

Guest OS 
220 

Device Driver 
272 

VMM 
300 

+Partial Copy of Frames 

Transmit Buffers 
402 

t ft++ 
* ♦I I I 

Partial Copy of Frames 

Virtual NIC 
332 

• 

Kernel 
600 

Virtual Switch 
602 

DMA 

System Hardware 
100 NIC 

172-2 

US007831739B2 

(12) United States Patent (10) Patent No.: US 7,831,739 B2 
Lambeth et al. (45) Date of Patent: *Nov. 9, 2010 

(54) PARTIAL COPYING OF DATA TO TRANSMIT (52) U.S. Cl. ............................... 709/250; 711/6: 718/1; 
BUFFER FOR VIRTUAL NETWORK DEVICE 370/470; 370/471; 370/472; 370/473; 370/474 

(58) Field of Classification Search ................. 709/250; 
(75) Inventors: Walter Andrew Lambeth, San Mateo, 

CA (US); Malik Mahalingam, 
Cupertino, CA (US) 

(73) Assignee: VMware, Inc., Palo Alto, CA (US) 

(*) Notice: Subject to any disclaimer, the term of this 
patent is extended or adjusted under 35 
U.S.C. 154(b) by 0 days. 

This patent is Subject to a terminal dis 
claimer. 

(21) Appl. No.: 12/639,590 

(22) Filed: Dec. 16, 2009 

(65) Prior Publication Data 

US 201O/OO95O45A1 Apr. 15, 2010 

Related U.S. Application Data 
(63) Continuation of application No. 11/565,029, filed on 

Nov.30, 2006, now Pat. No. 7,657,659. 

(51) Int. Cl. 
G06F 5/73 (2006.01) 

711/6: 718/1; 370/470 474 
See application file for complete search history. 

(56) References Cited 

U.S. PATENT DOCUMENTS 

6,046,979 A * 4/2000 Bauman ..................... 370,229 
7,478,173 B1* 1/2009 Delco ............ ... TO9,250 

2005/01 14855 A1* 5/2005 Baumberger ................... T18, 1 
2007/00793.07 A1* 4/2007 Dhawan et al. ................ T18, 1 

* cited by examiner 
Primary Examiner Wing F Chan 
Assistant Examiner Hitesh Patel 
(74) Attorney, Agent, or Firm Terry McHugh 

(57) ABSTRACT 

In a virtualized computer system, a network frame is trans 
mitted from a virtual machine using a network interface 
device, possibly through a virtual Switch, by copying only a 
part of the network frame to the transmit buffers that have 
pre-translated mappings from guest physical addresses to 
hypervisor virtual addresses and to machine addresses. The 
length of the part of the network frame that is copied to the 
transmit buffers may be variable. 

14 Claims, 7 Drawing Sheets 

Device Driver 

Partial Copy of Frames 

Wirtual NC 

Wirtual Switch 

System Hardware 
100 

  

  

WIZ, Inc. EXHIBIT - 1080
WIZ, Inc. v. Orca Security LTD.

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Nov. 9, 2010 Sheet 1 of 7 US 7,831,739 B2 

700- 4,

200 

VM 

202 

201 

260 
APPS 

t 
GUEST SYSTEM SOFTWARE 

220
-1 GUEST OS 

DRVS 
224 

VIRTUAL SYSTEM HARDWARE 

VCPUO 
210-0 

VCPU1 
210-1 

VDEVICE(S) 
270 

VMEM 
230 

VCPUm 
210-m 

VDISK 
240 

APPS 

430 

COS 
420 

VM M1 
300 DEVICE EMULATORS 

330 
. . 

VM 
200-n 

VMMn 
300-n 

t 
100 I 600 

c + SYSTEM HARDWARE 

KERNEL 

CPU(S) 
110 

MEM 
130 

[DISK 
140 

DEVICES 
170 

FIG. 1 
(PRIOR ART) 

U.S. Patent Nov. 9, 2010 Sheet 1 of 7 US 7,831,739 B2 

VMM1 
300 DEVICE EMULATORS VMMn 

330 300-n 

KERNEL 
100 600 

SYSTEM HARDWARE C C CPU(S) MEM Disk1 DEyCES 
110 130 140 170 

FIG. 1 
(PRIOR ART) 

  

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Nov. 9, 2010 Sheet 2 of 7 US 7,831,739 B2 

VM 

--- 220 

APPS 
260 

GUEST 
OS ‘ 292 

GUEST OS 
PAGE 

TABLE 

GVPN-► GPPN 

201 
A 

y 

VIRTUAL 
SYSTEM 
HW 

1_ 

200 

VMM 300 

ar-- 350 392 
C 

MEMORY SHADOW 
MANAGEMENT GPPN* PPN PAGE GVPN- o- PPN 

MODULE TABLE 

1 7 -100 

SYSTEM 
HARDWARE i

TLB 

194 

GVPN->PPN 

FIG. 2 
(PRIOR ART) 

U.S. Patent Nov. 9, 2010 Sheet 2 of 7 US 7,831,739 B2 

GUEST OS 
PAGE GVPND GPPN 
TABLE 

VIRTUAL 
SYSTEM 
HW 

MEMORY SHADOW 
MANAGEMENT GPPN D PPN PAGE GVPN-> PPN 

MODULE TABLE 

SYSTEM 194 
HARDWARE 

GVPN-DPPN 

FIG. 2 
(PRIOR ART) 

  

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Nov. 9, 2010 Sheet 3 of 7 US 7,831,739 B2 

VM 
200-1 

VMM 
300-1 

Kernel 
600 

VM 
200-2 

VMM 
300-2 

VM 
200-3 

VMM 
300-3 

/
Virtual Switch 

602 

System Hardware 
100 

NIC 
172-1 

NIC 
172-2 

NIC 
172-3 

FIG. 3 
(PRIOR ART) 

U.S. Patent Nov. 9, 2010 Sheet 3 of 7 US 7,831,739 B2 

VM VM VM 
200-1 200-2 200-3 

VMM VMM VMM 
300-1 300-2 300-3 

600 
Virtual SWitch 

System Hardware 
100 

FIG. 3 
(PRIOR ART) 

  

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Nov. 9, 2010 Sheet 4 of 7 US 7,831,739 B2 

VM 
200 

Guest OS 
220 

Device Driver 
272 

I 
Partial Copy of Frames 

Transmit Buffers 
402 

t ++++ 
7 f I 

Partial Copy of Frames 

VMM 
300 

Virtual NIC 
332 

+ 
Kernel 

600 
V 

Virtual Switch 
602 

DMA 

System Hardware 
100 NIC 

172-2 

FIG. 4 

U.S. Patent Nov. 9, 2010 Sheet 4 of 7 US 7,831,739 B2 

Partial Copy of Frames 

Transmit Buffers 
402 

Partial Copy of Frames 

Virtual NC 
332 

Virtual SWitch 
602 

DMA 

System Hardware 
100 

    

  

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


