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LISTING OF CHALLENGED CLAIMS 

1. A method for securing virtual cloud assets against cyber threats in a cloud 
computing environment, the method comprising: 

[1.1] receiving a request to scan a protected virtual cloud asset in the 
cloud computing environment; 

[1.2] locating, using an API or service provided by the cloud computing 
environment, a snapshot of at least one virtual disk of the protected 
virtual cloud asset; 

[1.3] accessing, using an API or service provided by the cloud 
computing environment, the snapshot of the at least one virtual disk; 

[1.4] analyzing the snapshot of the at least one virtual disk to determine 
the existence of a plurality of potential cyber threats, each cyber threat 
based on data stored on the virtual disk, wherein the data includes at 
least one of: unencrypted sensitive data, unencrypted system 
credentials, weak passwords, weak encryption schemes, disabled 
Address Space Layout Randomization, boot record manipulation, 
suspicious definitions, services to be run on startup, personally 
identifiable information, data in application logs indicating that the 
protected virtual cloud asset accessed personally identifiable 
information, data in application logs indicating that the protected virtual 
cloud asset accessed a computer containing personally identifiable 
information, or at least one change in at least one area of the virtual 
disk, as compared to an earlier point in time; 

[1.5] determining a risk associated with each of the determined plurality 
of potential cyber threats; 

[1.6] prioritizing the potential cyber threats associated with the 
protected virtual cloud asset based on the determined risk associated 
with each of the plurality of potential cyber threats; and 

[1.7] reporting at least some of the determined plurality of potential 
cyber threats as alerts prioritized according to their associated risks. 
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