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Price et al. 43) Pub. Date: Sep. 19, 2013
(54) SECURITY ASSESSMENT OF VIRTUAL (52) US.CL
MACHINE ENVIRONMENTS USPC oottt 726/1; 726/25
(75) Inventors: Michael Price, Las Condes (CL);
Anthony Bettini, San Francisco, CA 67 ABSTRACT
(US) Each virtual machine in a set of virtual machines managed by
; . the virtual machine manager is identified. For each virtual
73) A : McAfee, Inc.
(73)  Assignee catee, ne machine in the set, it is determined whether the respective
(21)  Appl. No.: 13/272,484 virtual machine is online. For at least the virtual machines
determined to be offline, a machine image is collected for
(22) Filed: Oct. 13, 2011 each offline virtual machine. Security of the offline virtual
machines is assessed from the collected images. For virtual
Publication Classification machines identified as online, an agent is loaded on each
online virtual machine in the set via the virtual machine
(51) Int.ClL manager. The loaded agents are used to assess security of the
GOG6F 21/00 (2006.01) online virtual machines in the set.
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