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(57) Abstract: Computer system protection to protect against harmful data from an external computer network (60) (e.g. the Inter-
net) involves supplying incoming data (62) to a software checker (64) as the data enters a computer system (not shown). The checker

~~ (64) routes any suspect data (66) to an encryptor (68) which encrypts it to render it unusable and harmless. Encrypted data passes

0 02/0

to a computer (72) in an internal network (74) and having a desktop quarantine area or sandbox (76) for suspect data. The computer
(72) runs main desktop applications (78) receiving encrypted data (70) for storage and transfer, but not for use in any meaningful way
because it is encrypted. Equally well applications (78) cannot be interfered with by encrypted data (70) because encryption makes

g this impossible. On entry into the sandbox (76), the encrypted data (70) is decrypted to usable form: it then becomes accessible by
software (204) suitable for use in the sandbox (76) subject to sandbox constraints.
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Computer System Protection

This invention relates to a method for computer system protection against unwanted external
interference such as for example by viruses, to a computer program for implementing such

protection and to a computer system protected thereby.

5 Computer software applications offer progressively more flexible features and become
better integrated as computer technology develops. Unfortunately this has the effect of
increasing the exposure of computer systems to attack: attacks by Trojan Horse software
exploit hidden features of applications software running on a victim’s computer, and
attacks by viruses result in software introduced by an attacker spreading from one computer

10  to another. Computer system protection therefore becomes progressively more difficult as
technology advances. Attacks on computer systems may damage information they hold,

leak that information or prevent legitimate computer system users carrying out their work.

Current industry best practice in computer system protection, as described in the text book
“Network Security” by Kaufman, Perlman and Speciner, is to apply a software checker to
15  data as it enters a computer system: the checker identifies a potential attack, allowing any
data that appears to be an attack to be rejected. Unfortunately, it is very difficult to identify
an attack accurately using software checkers and it is often necessary to err on the side of
caution. The result is that data that is harmless and perhaps valuable may not be allowed to

enter the system.

20 A computer system which rejects harmless and sometimes valuable data is not a reliable
business tool, so to reduce the loss of data it is known to place rejected data in what is
referred to as “quarantine”: quarantine is a region of computer storage not accessible by
normal users and their software applications such as word processors, but instead accessible
by computer experts who can inspect rejected data manually and decide whether or not it is

25  harmful. Expert manual inspection of data in quarantine can be much more accurate at
detecting an attack than a software checker. Thus a proportion of data that is rejected by an
automatic software checker may subsequently be identified as harmless and allowed to enter

the computer system.
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Manual inspection of quarantined data improves reliability of communication between a
computer system and the outside world, but it results in delay which can be significant and
it requires costly expert staff to implement it. Moreover, automatic checkers and manual
inspection are both prone to failure. In particular, both automatic and manual checks are
5 poor at detecting new and therefore unfanﬁliar forms of attack. Forms of attack are
associated with functionalities available in applications; new forms of attack therefore
appear as software applications are further developed. Hence current industry best practice

in computer system protection is costly and ineffective, and this situation will not improve.

Another prior art technique referred to as “sandboxing” is described in the text book
10 “JAVA Security” by Scott Oaks: it provides an alternative to the data rejection approach. In
this technique data is allowed to enter a computer system, but the system environment, i.e.
the way in which the data can be used, is constrained. Should data prove to constitute an
attack, the Trojan Horse or virus which it implements has access only to the constrained

environment and cannot corrupt software applications outside it, i.e. beyond the sandbox

15 boundary.

The most common form of sandbox is that provided for JAVA® applets, which are self
contained elements of software written in Sun Microsystems’ language JAVA that can be
executed on a wide variety of different types of computer. Unfortunately, the JAVA®
sandbox suffers from the drawback of only working for JAVA® applets and not for data in
20 any other form. For example, a Microsoft® Word document cannot be edited by the

Microsoft® Word application within a JAVA® sandbox.

More general-purpose sandboxes have been built or proposed, but are not in general use:
examples include research ‘software from University California Berkeley called Janus and
described in a paper entitled “Janus: An Approach for Confinement of Untrusted
25  Applications”, David A. Wagner, UC Berkeley Computer Science Division, report CSD- -
99-1056, August 1999. These utilise security features within an operating system to
separate software executing within the sandbox from other softwafe executing on a

computer system in the form of a main workstation desktop.
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The use of sandboxing does not, however, really solve the problem. This is because viruses
may still spread freely within the constrained environment provided by the sandbox and

users will inevitably need to move data across the sandbox boundary, to reflect business

needs to exchange data.
5 Ttis an object of the invention to provide an alternative form of computer system protection.

The present invention provides computer system protection including a sandbox application
for receiving potentially harmful data and defining a sandbox desktop, characterised in that
it also includes means for encrypting potentially harmful data to render it harmless and
means for decrypting encrypted data for processing by means of an application constrained

10 by the sandbox application.

The invention provides the advantage of enabling potentially harmful data to be examined
and executed while constrained by the sandbox application: this in turn allows a user to
decide the data’s importance while the data is quarantined by encryption. Unwanted
material can be discarded, avoiding the need for further inspection. Moreover, important
15  messages need not be delayed awaiting expert inspection, but instead made available to a

system user in a constrained quarantine environment provided by a sandbox desktop.

The sandbox application may be arranged to employ a desktop application which does not

communicate with applications associated with a main desktop of a computer system fo

which the protection is applied.

20  The computer system protection may includes means for enabling a user to retrieve data
from the sandbox application in encrypted form for relaying to expert inspection and means
for checking decrypted data released from the sandbox desktop for potentially harmful

content. Tt may be mounted upon a computer linked via a firewall to an external network.

In another aspect, the invention provides a protected computer system having a sandbox
25  application for receiving potentially harmful data and defining a sandbox desktop,

characterised in that it also includes a firewall protecting a checker from an external
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