
United States Patent
l)utcher et al.

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
US006044465A

[i i] Patent Number: 6&044&465

[45] l)ate of Patent: Mar. 28, 2000

[54] USER PROFILE STORAGE ON AND
RETRIL'VAL lrRORI A NON-NATIVE SERVER
DOMAIN FOR USE IN A CLILNT RUNNING
A NATIVF. OPFRATINC SYSTFM

«««5,3io 9,'1996 Thermer et al
«,O2«066 4 &ovi Pike et al
«,790,790 8,'1998 Smith et al.
«,812,843 9 1998 Yamaraki et al

OTHER PUBLICATIONS

. 395/20&&.09

39:5/hl6
. 395/20&&.36

39«/67&&

[75] Inventors: David Paul Dutcher, Scott Alan
Lenharth, both of Austin, James
Michael Rolette„,lr., Roun&i Rock;
Stanley Alan Smith; Courtncy Joseph
Spooncr, both of Austin, all of Tex.

[73] Assignee: Internatinnal Business Machines
Corporation, Annonk, N.Y

[56[ References Cited

U.S. PATENT DOCUMENTS

5.263,165 ll&1993 lani« .......................
«,329 619 7&1994 Page et al..............
5.369,778 ll&1994 Saa Soocie «& al.
5,475,819 12/&995 Molar et al..
5.«3«,375 7&19'&6 L'«hei e& al.............

711/163
3&&5,200 33

707/103
.. 3'&5&2&/()33

......... 395/500

[Zl] Appl. No: 08/888,735

[Z2] Filed: Jul. 7, 1997

[51 I Int. Cl.'............... G06F 13/00
[52] U.S. Cl.. 713/200; 713/2(l 1, 713/202
[58] Irield of Search ............................. 395,'186, 187.01,

395&188.01, 200.59, 200.57, 380 25, 707&10,
r). 713/200 201 202

[57] ABSTRACT

A user is authenticated at a client machine running a native
opcratin system. Authentication may bc cffcctcd from onc
or more non-native server domain« includin, without
1&milation, a Server Message Block (SMB) server domam, a
DCL''eil, or some other non/Windows Nl'erver rlomain
I'ollowing successful authentication, a user account is
rlynamically established or updated at thc client by retriev-
ing from the scrvcr user information and a sct of 'group"
pnvilcgcs associated v ith thc authcnticatcrl user. A "user
prr&lik" is re&neve&1 from the non-nauve server domam and
use&i to estabhsh at the client a user deal top and any
preferences associated with the user

20 Claims, 7 Drawing Sheets

.Jacobs and lbaner, "Remote User Profile Management
Arlministration in a Computer Network", IBM Database,
Dcc. 1993.
Tate, KA, "Aggregate User Prolile,'esearch Disclosure
No. 347, Mar. 1993.

Priman Exam/i&er~y V. Hua
Arrorne&l Agenr, or Erin&M)avid ll..tudson; .Jeffrey 8
I.aBaw

15'inLogon 124

120
122

Google Exhibit 1054 
Google v. VirtaMove

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Mar.28,2000 Sheet 1 of 7 6,044,465

CLIENTS SERVERS

120

14

16

120

17

14

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Mar.28,2000 Sheet 2 of 7

SERVER(S)

6,044,465

14

120

START

EXISTING USER ACCOUNTS

30 DISCOVERY OF SERVER

AUTHENTICATION LOCATIONS CREATE USER ACCOUNT

32 IMPLEMENT AUTHENTICATION

DISCOVERY POLICIES

RETRIEVE AND ESTABLISH 42
USER PROFILE

36

LOGON ATTEMPT

PRESENT USER WITH

AUTHENTICATION OPTIONS

AND/OR HAVE USER

INITIATE NEW DISCOVERY

44

WORK

DONE?

46 YES

38 AUTHENTICATE USER

AT SELECTED DOMAIN

MANAGE USER ACCOUNT

END

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Mar.28,2000 Sheet 3 of 7 6,044,465

41 ACCESS EXISTING

USER ACCOUNT

43
EXECUTE AUTHENTICATION

CALLS AGAINST THE

EXISTING USER ACCOUNT

45

EXECUTE REQUESTS TO

ACCESS "GROUP" INFORMATION

AND USER ACCOUNT

INFORMATION AGAINST THE

EXISTING USER ACCOUNT

47

EXECUTE USER PASSWORD

CHANGE AGAINST THE USER

ACCOUNT IF REQUESTED

END

FIG. 5

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Mar. 20, 2000 Sheet 4 of 7 6,044,465

PRESENT LIST(S) OF 74
SERVER DOMAINS

START

PROMPT ADMINISTRATOR

TO SELECT DOMAINS FOR

PRESENTATION TO USER

ADD NEW LOCATION(S) 78
(OPTIONAL)

84
HAS

CLIENT RECEIVED

NOTICE OF A SUCCESSFUL
AUTHENTICATION

INVOKE RESTRICTION

AGAINST USER ENTRY OF

AUTHENTICATION LOCATIONS
80

YES

CREATE/UPDATE USER ACCOUNT

INVOKE RESTRICTION

AGAINST USER INITIATION OF

NEW DISCOVERY REQUEST

86
ISSUE REQUEST TO SERVER TO

RElRIEVE USER INFORMATION

AND IDENTIFY EACH GROUP

10 WHICH USER BELONGS

END

88 RETRIEVE USER AND GROUP

INFORMATION FROM SERVER 91

90 CREATE MIRROR

GROUP REPRESENTATION 93

LINK USER ACCOUNT

92 TO LOCAL GROUP(S)
95

END

99

101

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


