
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
USU06985937BI

(i2) United States Patent
Keshav et ah

(10) Patent ]k[0.: US 6&985&937 B1
(4s) Date of Patent: Jan. 10,2006

(54) DYNAMICALLY MODIFYING THE
RESOURCES OF A VIRTUAL SERVER

(75) Inventors: Srinivasan Keshav, Mountain View,
CA (US), Rosen Sharnm, Mountmn
View, CA (US); Shaw Chnang,
Mountain View, ('.A (US)

5 636371 A
5.692,047 A
5,7&k&,t)9)7 A
5.706,453 A
5,7)hk774 A
5,719,854 A
5 727 2&)3 A
5,7-18,614 A

f&,'1')9?

11 199?
1,'1')98

1 1998
1,'1')98

2 1998
3,'1')98
5 1998

Yu ......... 39:i&5&)0

McManis ................... 3804
Schelling ct al ...... 358&296

Chang et al.
Hcden
Choudhury et al....... 370,&231

Hapnm et al
SVa lime re r

(73) Assignee. Ensim Corpnration, Sunnyvale, CA
(US)

(
&

) Notice. Sub)act to any disclaimer, the term of this
patent is ex&ended or adjusted under 3S
U S C IS4(b) by 0 clays

(21) Appl. No.. 09/569,371

(22) Filed: May 11, 2000

(Sl) Int. CI.
(106F 15/173 (200().01)

(52) U.S. CI................... 709/223, 709&?24; 709 226,
709/238; 370/231; 370&23S; 718/I OS; 714/3S

(58) lrield of Classificatinn Search ........ 709,223—226,
709&229, 238, 370?31, 232, 235—236; 379,'Ill,

714/3S; 718/I OS

See application file for complete search history

(Continued)

I'ORL'IUN VAFLNF DO('UML'NTS

.) V 64-002141 * 1/1989

(Continued)

OTHER PUBLICATIONS

Plummer, D C, An Eriierner Address Re&&&iunr»i

1'rr&r»c»/~ri~n»&o ernrig hieoi ork 1'rr&coco/ A dd ress e& ri&

48 bi r Erher»ca Address for Transmi ) si on on Erheruct Hard-
ware, Nov. 1982, [online], [rctricved on Jan. 17, 2000].
Retneved lrom the Interne«. URL msg ne)A&adow,'an-
swers/extras/rfcirfc826.txt&.

(Continued)

1'rimary Exammer Wensthi I.in
(74) An»met, Agenr, r&r iirni I enwick a West I.I.V

(56)

3,377,f&24 A
4,1?7,510 A
5,)89,667 A
5,212,7')3 A
5,226,16&) A
5,249,2')0 A
5,263,147 A
5325,530 A
5,437,&)32 A
5528,753 A
5,:172,68&) A
558-1,023 A
50&)3,&)2&) A
5 r&23,492 A

Nelson et al.

Appall et al................ 364/200
1'saki ct al.
Donica et al.
Waldron et al
Heir«i
I'rancisco ef af ... 3')5/425
Mchrmann
Wolf et al
Fortin
1kcda ct al.
Hsu
Hashimoto ct al.... 3')5/616
Teraslinna

4&1968
12&1979
2/1993
5&199)
7/1993
9»1993

H /1993
6&199)4

7/1995
&81996

H /1996
12&199f&

2/1997
4&199)7

References Cited

U.S. PATENT DOCUMENTS

(57) ABSTRACT

4 CLaim(, 7 Drawing Sheets

A system aml a method dynamically ad)usus the quality of
service guarantees for virtual servers based upon the
resource demands experienced by the virtual servers Virtual
server resource denials are monitored to determine if a
virtual scrvcr is ovcrloadcd based upon thc rcsourcc denials.
Virtual scrvcr rcsourccs arc modifie dynamically to
respond to thc changing rcsourcc rcquircmcnts of each
virtual server. Occamonally, 6 physical host housing a virtual
server mav not have ad&htional resources to anoca&e to a

virtual server requiring increased resources In this instance,
a virtual server busted by the overloaded physical host is
transfcrrcd to another physical host &vith sufficicnt rcsourccs.

Google Exhibit 1063 
Google v. VirtaMove

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US 6,985,937 Bl
Page 2

U S. VAI'L'N'I'O('.UML&N'I'S

5&1998

6&199S

7&199S

8/1998
9/1998

10,'1998
11)1998
11&199)8

11)1998
12&199)8

12,'19&&8

1&199)9

1&1999
»1999
3/1999
4&199&9

5/1999
6&19&)9

6/1999
&»'1999

6/1999
7&1999

8/1999
8&1999

9/1999
10&1999
11&199)9

11&1999
11&199)9

1&2000
1,'200&)

2/20i)0
4&2000
5/2000
5&2000
6/2000
6,'200&)

6/2000
f»'2000
7/20i)0
8&2000

8/2000
9&2000

12&2000
12&2000

A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A

5 752 003
5,761,477
5,781,550
5,799,173
5,809 «27
5,S28,893
5.S38,f&86
5,838,916
5.S42,002
5,84&,129
S,S50,399
5,860,004
5,S6-1,f&83

5,889,956
5,859,99f&
5,892,9C&8
5,905,730
5,913,024
5,915,()85
5 915,095
s 918 018
5.920,f&99

5,933,603
5 937,159
5,956.481
5 961,583
5,9?S,373
5,982,7-18
5,9&) 1,812
6,01f&,318
6,01S,S27
6,023.721
6,047,325
6,061 349
6,065,118
6,075,79 &

6,0?&,938
6,078,929
6,078,957
6,(hSC&,623

r&,iBL543
6,I(5,759
6,122,f&73
6,161,139
6,167,520
6,189,046
6,192,389
6,H)2,512
6,230,203
6,259,6')9
6,266,678
6,269,404
6,298,479
6,351,775
6B70 «83
6381.228
6BS9,448
63&)3.484
6,425)X)3
6,430,f&22
6,434,742
6,438,134
6,442,164
6,449,f&52
6,457,008
6 463,459
6,4?0,3')8
6,487,663
6;190,670
6,:129,985
6,&42,167

2&2001

Bl 2&2001

2&2001

Bl '&2001
7&2001
7/20iu
7&2001

Bl
Bl
Bt 10/2001
Bl ','2002
Bl
Bl
Bl
Bl
Bl
Bl
Bl

-I/2002
4&2002

5/2002
5&2002

7/2002
8&2002

8/2002
Bl 8&2002

8,'2002
Bl 9&2002

9&2002

Bl 10,'2002
Bl
Bl

10,'2002
11/2002

Bl 12,'2002
B 1

" 3/2003
B 1 4&2003

713/200

Hart
Wahbe e& al............ 395/406 A
Templin e& al.............. 370/401
()osslcr c& al ..... 703/2(
('oopcr ct al...... 7( i/133
Weid et al.................. 395'800
Ozkan
Domenikos «i al.... 395/200.49
Schnurer et al............. 3i)5 500
Wendo&l't al............. 39&/72C&

Germs&khi et al.
I'owlow et al.
Boebert et al.
Hauser «& al.
Adams
Iwasaki e& al.
Yang e& al
G&een et al................. 39&/18C&

Roved ......... 3')5/186
M&skow&ec ................. 709'223
()oodeium ct al.. 3')5,'200.55
Bare
Vahalia ct al ..... 709)/225
Mevers et al.......... 395'187.01
Welsh ct al...... 3')5/186
Stockton
Ho(I e& al.
Y&n et al.
Srinivasan
Tomoike
Yin et al.
('unnnings ...... 709)/201
.lain et al.
('oilc ct al
Bull et al.
('hiussi ct al

Bugnion et al........ 395/500.48
Ran
Adelman et al.
Brooms ct al.
Alden et al.
Orcutt ct al ..... 7(i/173
Basak et al.
Win e& al.
Touboul ..................... 713'200
Moo&e e& al.
Ault et al................... 709'101
Chess .......................... 717&5

Rope&da et al............. 709'229
Opalka et al.
Mcl)evitt ct al.
H ut et al.
('hcssin ct al

Yu ............................. 709/238
I'is hler et al
Pneto, Jr. et al.
Primak ct al
Massarani
Hcrzog ct al.
A&ken, J&. et al.
Rocpclc, .)i.
Chow et al.
WU

Blumenau et al.
Rhee e& al.
O&r et al.
Zargham e& al.
.)aisimha et al

Collins et al.
l)cianov ct al.... 710/260
0 ulet e& al.

f&,57S,B»3 BI
f&,580,72) Bi
G,6-17,422 B2
G,658,&71 Bl
6.691,312 Bl
6.725,45C& Bl
f&,7f&0,773 B I

6,820,1)7 Bi
2003/00G1338 Al

f&,'2003

f&,'2003

11 2003
12 2003

2 2004
F2004
7,'2004

1 I,'20()4

3 2003

Hutchison ct al

Beshai
Suesinger et al.
O'rien et al
Sen e& al.
Bruno e& al.
Ancrousis ct al.
.)ohnson
SteB&ga

FOREIGN PATENT DOCUMENTS

WO WO '&9 39261 8/1 999

OTHER PUBLICATIONS

Huang, X W. et al, ''I'he LN'I'RAVH) Protocol Develop-
ment Environment," Proceedings oflEEE lnfoconi '99, Mar.
1999, mne pages.
Du)iield, N.G., et al., "A Ficxibk Mode( for Rcsourcc
Management &n Virtual Pnvate Networks,'vmpnier Com-
mriniearivri Review Cvriference, Comparer Cvmmmiicanr&n,
ACM SIGCOMM '99 Conference, Cambndge, MA, Aug.
30 1999-Sep 3 199&). pp 95-10S.
Campbell, A. T, and Kcshav, S, "Quality of Scrvicc in
Distributed Systems,'* Comparer Cvnmiumcanans 21, 1998,

pp 291-293.
Bach, M. J., The Design vf )he Un)a& Opera/ing Sysiem,
Ncw Delhi, Prentice-Hail of India, 1989, ppv-x, 19-37.
McDougaii, R., et ai., Resvuce Managemen), Upper Saddle
lbver, NJ, Prentice HaH, 1999, pp iii-xix, 135-191.
R&)singhani, A., RFC 1624, May 1994, [online], [retrieved
I'eb 2, 2000]. retrieved from the internet &URI. faqs org/
rfcu,'rfc1624.htmf&.
Mallory, I'nd Kullberg, A., Rl ( 1141, .Ian. 1990 [online],
[rctncvcd Fcb. 2, 2000]. rctricvcd from thc intcmct: &URL:
faqs org/rfcs/rfc1141.html&.
Egcvang, K. and Francis P., RFC 1631, May 1994 [online],
[retneved Feb. 2, 2000]. retr&eved from the Internet. &URL.

faqs org rfcs&rfcf (&31.htmf&.

Keshav, S., An Lngi nearing Approach )v Cvmpuier
Nenvvrking 8'I'M Nenvvrks, the Internet. and )he ?e)ep/ivne
Nenvork, Reading, MA, Add&son-Wesley, 1997, pp vi&-x&,

SS-115 20&)-3SS 39&-444
Stcvcns, R. W., UNIX Neniork Programmirig io). I
Nenvvrking4 Pls" Siockers and X7'I, Upper Saddle River, N I,

Prcnticc Hall, 199S, pp v-xiv, 29-53, 85-110, 727-760.
Tanenbaum, A. S. and Woodhuii, A. S., Opera(ing Sys&ems.

Design and lmplemenrarion, Upper Saddk R&vcr, NJ,
Prenuce Hall, 1997, pp vu-xiv, 1-46, 401-454.
Rubim, A., l./NUX Device Driiers, Sebastopol, CA,
O'Reiliy 8& Amoc&ates, Inc., 1998, pp v-x, 13-40.
Goyal, V., et ai, "A Iiierarchical ('VU Scheduler for
Multimedia Opcratin Systems,"Pmceedings of rhe Second
hiivnpvsinm vn ()peratmg 5/ysre&ns Demgn and lniplei ienra-
rion* ]OSDI'96'), Scattk, WA, Oct. 1996, 13 pages.
Laune, B. and Laurie, P., Apache The Defmi/iae Un/de,
Sebastopol, CA, O'Reilly g& Associates, Inc, I'eh 1999, pp
v-viii, 43-74.
Aho,A. V, and Uiiman J. D.,Prmciples of Comp(ier Desigri,
Reading, MA, 1977, pp vii-x, 359-362, 519-522.
Jonsoon, J., "Expionn ~ ihe Importance of Preprocessing
Operations in Real-T&me Mull&processor ScheduhngT Pro«
v/ (lu IEL'E Rea/-Time Jys/em* Sympv&inm—Wvrki&i-
/'rogi&ss .session, San I'rave(6&m, CA, Dec. 4, 1997, pp
31-34.

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US 6,9]]5,937 Bl
Page 3

Rusling, D. A, Processes, [online], [retrieved on Dec 7,
1999]. Rctricvcd from thc Internet: &URL: ccbaf.gov/-saw/
linuxitlk-html nodc44 html&.
Rusling, D A., Linux Processes, [onhne], [retrieved on Dec.
7, 1999]. Retneved from the Internet: &URL.cebaf.
gov —saw,'linuxitlk-htmL'node4S.html&.
Rusling, D. A, Identifiers, [online], [retrieved on Dec 7,
1999]. Retrieved from the Internet &URI. cebaf.gov&-saw/
linuxitlk-html nodc46 html&.
Rusling, D. A., Scheduling, [online], [rctricvcd on Dcc. 7,
1999]. Retneved from the Internet. &URL. cebaf.gov —saw&

linux/tlk-html,'node47 html&.
Rusling, D. A., Scheduhng in Multiprocessor Systems,
[online], [retrieved on Dec 7, 19&fi)]. Retrieved from the
Internet &URI. cebaf gnv/-saw linux/tlk-html/node48
html&.
Rusling, D. A., Files, [online], [rctricvcd on Dcc. 7, 1999].
Retrieved from the Internet: &URL: cebaf gov,' saw,'linuxi
tlk-htmL'node49.html&.
Goyal, P. et al., "Start-time Fair Queuing: A Scheduhn ~

Algorithm for Integrated Services Packet Sivitching
Networks,'* Proceedings nf ACM SI(ICOMM *96, San
Francisco, ('.A, Aug. 1996, 14 pages.
Janosi, T., "Notes on 'A Hierarchical CPU Schedular for
Mulnme&ha Operaung Syinems'y Pawan Goyal, Xin an ~

Guo and Harnck Vin," [onhne], [re&waved on May 8, 2000].
Retrieved from the Internet &URL. httpuhcs.cornell edu,i
Info,'Courses/Spring-97/('S614/goy html&.
Goyal, V, "Packet Scheduling, Algorithms for Integrated
Scrviccs Networks," PhD Dissertation, University of Texas,
Austin, TX, Aug. 1997.
Pending United States patent application cntitlcd "Providin
Quahty of Service Guarantees to Virtual Hosts," U.S. Appl.
No. 09!452,286, iiling date Nov. 30, 1999.
Vending United States patent application entitled "Selective
Interception of System Calls,*' S Appl No. 09&499,098,
filing date Fcb. 4, 2000.
Pending United States patent application cntitlcd "Dynamic
Scheduling of Task Streams in a Multiple-Rcsourcc System
to Ensure Task Stream Quahiy of Service," U.S. Appl No.
09 498,450, lihng date Feb. 4, 2000.
Vending Umted States patent application entitled
"Disambiguating I'ile Descriptors,*'.S. Appl No 09/5(t(L
212, filing date Fcb. 8, 2000.
Pending United States patent application cntitlcd "Rcstrict-
in Communication Bctwccn Network Dcviccs on a (lom-
mon Network,'* U.S. Appl No. 09,'502,155, lilin ~ date Feb.
11, 2000.
Vending United States patent applicatinn entitled "Restrict-
ing Communication of Selected Processes to a Set of
Specific Network Addrcsscs,'* U.S. Appl. No. 09/503,975,
filing date Fcb. 14, 2000
Pending United States patent application cntitlcd "Enabhn
a Service Provider to Provide Intrans& Services,'.S. Appl.
No. 09!526,980, iiling date Mar. IS, 2000.

Boehm, B, "Managing Software Productivity and Reuse,'*

IEEE Computer, voL 32, No. 9, Sep. 1999, 3 pages.
Corbato, I'I et al. "An Lixperimental I'imesharing System,'*
Procccdings of the American Fcdcration Of Information
Processing Societies Spring Joint ('omputer ('onference,
San Francisco, CA, May 1-3, 1962, pp 333-344.
Deutsch, P. and Grant, C.A., "A Flexible Measurement Tool
for Software Systems," Information Processing 71 (Proc. of
the IFIP Congress), 1971, pp. 320-326.
Edtlah, G., et al., "History-based Access Control for Mobile
Code,*'ifth A('M ('onference on ('omputer and Com-
munication Security, Nov S-S, 1998, (9 pages
Erin saon, U. and Schncidcr, F. B., "SASI Enforccmcnt of
Sccunty Policies; A Rctrospcctivc," Proc. Ncw Security
Para&hgms Worl shop, Apr. 2, 1999, pp 1-17.
Erhngsson, U. and Schnieder, F. B., IRM Enforcement of
Java Stacl Inspection, [online], Feb. 19, 2000 [retrieved on
Apr 2, 2002] Retrieved from the Internet: &URI. http pc&-

tres.cornell.edu Dienst U12.0/Show Page/ncstrl cornell/
TR2000-1786&.
Evans, D. and Twyman, A., "Flexible Policy-Dircctcd Code
Safety,'roc. of. 1999 IEEE Symposium on Security and
Pnvacy, Oakland, ('A, May 9-12, 1999, pp. 1-14.
Fraser, T. et al., "Hardening CUTS Software with Generic
Software Wrappers,*'roc of 199') ILL'L'ymposium on
Secunty and Privacy, f 999, I S pages.
Goldberg, I. et al., "A Sccurc Environment For Untrustcd
Hclpcr Applications (Confining the Wily Hacker)," Proc. of
the Sixth USENIX UNIX Security Symposium, San Jose,
Ca, Jul 1996, 14 pages.
Goklberg, R. P., "Survey of Virtual Machine Research,"
IL'L'L'omputer,.lun f974, pp 34-4S
Vandey, R. and llashii, 0, "Providing I me-Gramed Access
Control For Mobile Programs Through Binary Editing,'cchnical

Rcport TR98 (6, University of California, Davis,
CA, 1998, pp 1-22.
Ritchie, D. M., "The Evolunon of the Unix Time-Sharing
System," ATh'&T Bell Laboratories Technical Journal 63, No.
(i, Vert 2, Oct I')84, (originally presented I')79), 11 pages
Saltzer, J., H and Schroeder, M D, The Protection of
Information in Computer Systems, [online], 1973, [rctricvcd
on Apr. 2, 2002]. Retricvcd from thc Intcmct: &URL:
cs.virginia.edu —evans!c&551/sa(tzer,'&.
Wahbe, R., et ai, "Elbe&en& Software-Based Fault Isoalnon,'*
Proc. of the Sympomum on Operating System Principles,
1993, 14 pages.
Goy al, Vawan et al, (ienera/ized (iaaranreed Ra!e 6/chedai-
/ng A!got/rhmiz 4 Framework, IEEE&ACM Transactions,
vol. 5, Issue: 4, Aug. 1997; pp. S61-571.
Mitra, Debasis et aL, "Hierarchical Virtual Paruuonm
Algorithms lor Virtual Private Networking,'ell Labs
Technical Journal, Spnng, 1997, http:,'/cm.bell-labs.corn&
cm/ms who/mitra,'papers,'globe.ps.

" cited bv examiner

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Jan. 10,2006 Sheet 1 of 7 US 6,985,937 B1US 6,985,937 B1Sheet 1 of 7Jan. 10, 2006U.S. Patent

9291JBAIOSJENAUONBIO}/]EBiNOSadYOE4279,0JOAJaSJENAUQHEIO|jESDUNOSEl%OZ
 

909}OY[IISAAZO:SOASJENAUGNBIO}}EBUNOSBIYO}acestJBAIBSJENAUOHEIOIEsoINOSesOLzgJanesJENUIAUONESOI|eeouNOsal%OL

 

Gog}is0yjea1shudAZJanes[ENAUONHBooESosnose!%O9VZ9LJaAlIasJENAUONEIOIJESONOS)%GL

 

YO9LyOujes1shyg

Lainbig

eneOrtOlJOAOLUJAAIOSJaquejeqJeNwIAoIUeUAGpeo]soyjeosAud 
OStwajshsofl

OchOLLJaijipowsasnose.JOPWUOWBDJINOSOJJ@AIOSJEMWIAJOAIOSJENA
 

roe es er aw ee es ee eeees

ceeee eee eee
li

~“A=.GoTsinpowuaneinbgugsomnoseyameuag
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Jan. 10,2006 Sheet 2 of 7 US 6,985,937 B1

Figure 2A

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


