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1. STATUS OF TH S MEMO

This RFC describes the details of the domain system and protocol, and
assunmes that the reader is familiar with the concepts discussed in a
compani on RFC, "Domai n Names - Concepts and Facilities" [RFC 1034].

The donmain systemis a mxture of functions and data types which are an
of ficial protocol and functions and data types which are stil

experinental. Since the domain systemis intentionally extensible, new
data types and experinmental behavior should al ways be expected in parts
of the system beyond the official protocol. The official protocol parts

i nclude standard queries, responses and the Internet class RR data
formats (e.g., host addresses). Since the previous RFC set, severa
definitions have changed, so some previous definitions are obsol ete.

Experi mental or obsolete features are clearly marked in these RFCs, and
such information should be used with caution

The reader is especially cautioned not to depend on the val ues which
appear in exanples to be current or conplete, since their purpose is
primarily pedagogical. Distribution of this meno is unlimted.
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2. | NTRODUCTI ON
2.1. Overview

The goal of domain nanes is to provide a mechani smfor nam ng resources
in such a way that the nanes are usable in different hosts, networks,
protocol families, internets, and adm nistrative organi zations.

Fromthe user’s point of view, domain nanes are useful as arguments to a
| ocal agent, called a resolver, which retrieves information associ ated
with the domain name. Thus a user night ask for the host address or

mai | information associated with a particular domain name. To enable
the user to request a particular type of information, an appropriate
query type is passed to the resolver with the donmain name. To the user
the domain tree is a single informati on space; the resolver is
responsible for hiding the distribution of data anbng name servers from
the user.

Fromthe resolver’'s point of view, the database that nakes up the domain
space is distributed anbng various nane servers. Different parts of the
domai n space are stored in different name servers, although a particular
data itemw ||l be stored redundantly in two or nore name servers. The
resol ver starts with know edge of at |east one nane server. \When the
resol ver processes a user query it asks a known nane server for the
information; in return, the resolver either receives the desired
information or a referral to another name server. Using these
referrals, resolvers learn the identities and contents of other nane
servers. Resolvers are responsible for dealing with the distribution of
the domain space and dealing with the effects of name server failure by
consul ti ng redundant databases in other servers.

Nane servers nanage two kinds of data. The first kind of data held in
sets called zones; each zone is the conpl ete database for a particul ar
"pruned" subtree of the domain space. This data is called
authoritative. A name server periodically checks to make sure that its
zones are up to date, and if not, obtains a new copy of updated zones
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frommaster files stored locally or in another nane server. The second
kind of data is cached data which was acquired by a | ocal resolver

This data may be inconplete, but inproves the perfornmance of the
retrieval process when non-local data is repeatedly accessed. Cached
data is eventually discarded by a timeout mechani sm

This functional structure isolates the problens of user interface,
failure recovery, and distribution in the resolvers and isol ates the
dat abase update and refresh problens in the nane servers

2.2. Conmon configurations

A host can participate in the domain nane systemin a nunber of ways,
dependi ng on whet her the host runs prograns that retrieve information
fromthe domain system nanme servers that answer queries from other
hosts, or various conbinati ons of both functions. The sinplest, and
per haps nmost typical, configuration is shown bel ow

Local Host | Foreign

I
S - + S - + I e +
| | user queries | | queries | | |
| User [-------------- >| [--------- | ->| Foreign |
| Program | | Resol ver | | | Name |
| SRR | [ <-------- |--] Server |
| | user responses]| | responses| | |
S - + S - + I e +

A I

cache additions | | references

v |

R + |

| cache | |

S - + |

User programs interact with the domai n name space through resolvers; the
format of user queries and user responses is specific to the host and
its operating system User queries will typically be operating system
calls, and the resolver and its cache will be part of the host operating
system Less capable hosts may choose to inplenent the resolver as a
subroutine to be linked in with every programthat needs its services.
Resol vers answer user queries with information they acquire via queries
to foreign nane servers and the | ocal cache.

Note that the resol ver may have to nake several queries to severa
different foreign name servers to answer a particular user query, and
hence the resolution of a user query may involve several network
accesses and an arbitrary anount of time. The queries to foreign name
servers and the correspondi ng responses have a standard format descri bed
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in this nmeno, and nmay be datagrans.

Depending on its capabilities, a nanme server could be a stand al one
program on a dedi cated nmachi ne or a process or processes on a large
ti meshared host. A sinple configuration m ght be:

Local Host | Foreign
I
Fommm o e oo + |
/ /] |
Fom e m oo + | T, + | Fom e e m oo +
| || | | responses| | o
| || |  Name |--------- | - >| Foreign |
| Master |[-------------- > Server | | | Resol ver
| files | | | | <------m-] - |
| |/ I | queries | 4-------- +
Fom e m oo + T, + |

Here a primary nane server acquires information about one or nore zones
by reading nmaster files fromits local file system and answers queries
about those zones that arrive fromforeign resolvers.

The DNS requires that all zones be redundantly supported by nore than
one nane server. Designated secondary servers can acquire zones and
check for updates fromthe prinmary server using the zone transfer

protocol of the DNS. This configuration is shown bel ow
Local Host | Foreign

I

S + |

/ /] |
S R + | S SR + | S . +
I || I | responses| | o
| | | Name ]--o----- | ->| Foreign |
| Master [-------------- > Server | | | Resolver|
| files | | | R |
| |/ | | queries | A+-------- +

S R + S SR + |
A | mai nt enance |  +-------- +
| oo >
| queri es | | Foreign |
| | | Name |
A LR |--] Server |
mai nt enance responses | @ +-------- +

In this configuration, the nanme server periodically establishes a
virtual circuit to a foreign name server to acquire a copy of a zone or
to check that an existing copy has not changed. The nessages sent for
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