Net wor k Wor ki ng G oup S. Kent

Request for Comments: 2401 BBN Cor p
bsol etes: 1825 R Atkinson
Cat egory: Standards Track @ome Net wor k

Novenmber 1998

Security Architecture for the Internet Protocol
Status of this Meno
Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.
Copyright Notice
Copyright (C) The Internet Society (1998). All R ghts Reserved.

Tabl e of Contents

1. IntroduCti ON. ... 3
1.1 Summary of Contents of Document.............. .. ... i, 3
1.2 AUdi BNCE. . . 3
1.3 Related DOCUMBNL S. . ... ot e e 4

2. Design QD) ECLI VES. . .ot t 4
2.1 Goal s/ Obj ectives/ Requirement s/ Probl em Description................ 4
2.2 Caveats and ASSUNMPLI ONS. . ..ttt e e 5

3. SYSEemM OVeI VI W . o ottt e 5
3.1 What [ PSEC DOBS. . .ottt 6
3.2 How | PSeC WM KS. ..o e 6
3.3 Where IPsec May Be Inplemented. . ... ... ... ... . . ... 7

4. SeCcUrity ASSOCI AtiONS. . .. ..o e 8
4.1 Definition and SCOPE. . .. ... 8
4.2 Security Association Functionality......... ... ... .. .. ... .. ... ... 10
4.3 Conbining Security Associations................uiiiiiiinennan. 11
4.4 Security Association Databases............. ... .. ... .. . .. .. 13

4.4.1 The Security Policy Database (SPD)............ ... ... ...... 14
A4.4.2 Sel BCL OIS, .o 17
4.4.3 Security Association Database (SAD)........... ... ......... 21

4.5 Basic Combi nations of Security Associations..................... 24
4.6 SA and Key Management . ... ... i e 26
4.6.1 Manual Techniques. .......... .. 27
4.6.2 Automated SA and Key Managenment....................v ... 27
4.6.3 Locating a Security Gateway. ............iiiii... 28

4.7 Security Associations and Multicast............. ... ... .. ... ..... 29
Kent & Atkinson St andards Track [ Page 1]

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

RFC 2401 Security Architecture for IP Novenber 1998

5. IP Traffic Processing. ........ e e e 30
5.1 Qutbound IP Traffic Processing............. ... 30
5.1.1 Selecting and Using an SA or SABundle..................... 30
5.1.2 Header Construction for Tunnel Mdde........................ 31
5.1.2.1 I Pv4 -- Header Construction for Tunnel Mbde........... 31

5.1.2.2 I Pv6 -- Header Construction for Tunnel Mbode........... 32

5.2 Processing Inbound IP Traffic.......... ... ... ... ... .. ... ... ...... 33
5.2.1 Selecting and Using an SAor SABundle..................... 33
5.2.2 Handling of AH and ESP tunnels........ ... .. ... ... ... ... .... 34

6. ICVWP Processing (relevant to IPsec).......... ... .. ... . .. .. . .. ... 35
6.1 PMIU DF ProCeSSIi NQ. . ..ttt et e e e e e e e e e e e e 36
6. 1.1 DF Bitl..... . 36
6.1.2 Path MU Discovery (PMIU)....... ... . . . ... 36
6.1.2.1 Propagation of PMIU.......... ... ... . . . ... 36

6.1.2.2 Calculation of PMIU......... ... .. .. . .. .. ... 37

6.1.2.3 Ganularity of PMIU Processing. ....................... 37

6.1.2.4 PMIU AQi NQ. . o v oottt e et e et e e e e e 38

7. AU LI NG, . 39
8. Use in Systens Supporting Information Flow Security................ 39
8.1 Rel ationship Between Security Associations and Data Sensitivity. 40
8.2 Sensitivity Consistency Checking......... ... ... 40
8.3 Additional M.S Attributes for Security Association Databases....41
8.4 Additional Inbound Processing Steps for M.S Networking.......... 41
8.5 Additional Qutbound Processing Steps for M.S Networking......... 41
8.6 Additional M.S Processing for Security Gateways................. 42
9. Performance | SSUBS. . ...t e 42
10. Conformance RequiremeNtS. . ... ... 43
11. Security Considerati ONS. . . ... ...t 43
12. Differences fromRFC 1825. .. .. . . . . . . . 43
ACKNOW edgemBnt S. . . ... 44
APPENdi X A - - G 0SSaAlNY. . ottt e 45
Appendi x B -- Anal ysi s/ Di scussi on of PMIU DF/ Fragnmentation |ssues..... 48
B. 1 DF bit. . 48
B.2 Fragmentati On. ... ... ... 48
B.3 Path MIU Di SCOVEI Y. . .ot e e e e e e e e 52
B.3.1 Identifying the Originating Host(sS).......... ... .. ... ...... 53
B.3.2 Calculation of PMIU. . ... ... ... . . . i 55
B.3.3 Granularity of Maintaining PMIU Data....................... 56

B. 3.4 Per Socket Mintenance of PMIU Data........................ 57
B.3.5 Delivery of PMIU Data to the Transport Layer............... 57
B.3.6 Aging of PMIU Data. . ........ ... 57
Appendi x C -- Sequence Space Wndow Code Exanple...................... 58
Appendi x D -- Categorization of I1CVMP NMBSSAQES. .. ..o vt 60
Ref Br BNCES. . . o 63
Dl SCl @l B . . 64
Author I nformati on. . ... ... .. . 65
Ful | Copyright Statement......... ... ... 66
Kent & Atkinson St andards Track [ Page 2]

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

RFC 2401 Security Architecture for IP Novenber 1998

1. Introduction
1.1 Summary of Contents of Docunent

This meno specifies the base architecture for |IPsec conpliant

systens. The goal of the architecture is to provide various security
services for traffic at the IP layer, in both the IPv4 and | Pv6
environments. This docunent describes the goals of such systens,
their conponents and how they fit together with each other and into
the IP environnent. It also describes the security services offered
by the | Psec protocols, and how these services can be enployed in the
I P environnent. This docunent does not address all aspects of |Psec
architecture. Subsequent docunents will address additiona
architectural details of a nore advanced nature, e.g., use of |Psec
in NAT environments and nore conplete support for IP nmulticast. The
foll owi ng fundanmental conmponents of the |Psec security architecture
are discussed in ternms of their underlying, required functionality.
Addi tional RFCs (see Section 1.3 for pointers to other documents)
define the protocols in (a), (c), and (d).

a. Security Protocols -- Authentication Header (AH) and
Encapsul ati ng Security Payl oad (ESP)

b. Security Associations -- what they are and how t hey work,
how t hey are managed, associ ated processing
c. Key Managenent -- nmanual and automatic (The Internet Key

Exchange (IKE))
d. Algorithns for authentication and encryption

This docunment is not an overall Security Architecture for the
Internet; it addresses security only at the IP |ayer, provided
through the use of a conbination of cryptographic and protoco
security nechani sns.

The keywords MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in RFC 2119 [Bra97].

1.2 Audi ence
The target audi ence for this docunent includes inplenenters of this
I P security technol ogy and others interested in gaining a genera
background understanding of this system |In particular, prospective

users of this technology (end users or system adm nistrators) are
part of the target audience. A glossary is provided as an appendi X
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to help fill in gaps in background/vocabulary. This docunent assunes
that the reader is famliar with the Internet Protocol, related
net wor ki ng technol ogy, and general security terns and concepts.

1.3 Rel ated Docunents

As nentioned above, other docunments provide detailed definitions of
sonme of the conponents of |Psec and of their inter-relationship.
They include RFCs on the follow ng topics:

a. "I P Security Docunment Roadmap" [TD®&7] -- a docunent
provi di ng gui delines for specifications describing encryption
and authentication algorithns used in this system

b. security protocols -- RFCs describing the Authentication
Header (AH) [KA98a] and Encapsul ating Security Payl oad (ESP)
[ KA98b] protocol s.

c. algorithms for authentication and encryption -- a separate
RFC for each al gorithm

d. automatic key namnagenent -- RFCs on "The Internet Key
Exchange (I KE)" [HC98], "Internet Security Association and

Key Managenent Protocol (ISAKMP)" [MSST97]," The QAKLEY Key
Determination Protocol” [OnB7], and "The Internet IP
Security Domain of Interpretation for | SAKMP' [ Pip98].

2. Design Objectives
2.1 CGoal s/ Obj ectives/ Requi renent s/ Probl em Descri ption

| Psec is designed to provide interoperable, high quality,

crypt ogr aphi cal | y-based security for IPv4 and |1 Pv6. The set of
security services offered includes access control, connectionless
integrity, data origin authentication, protection against replays (a
formof partial sequence integrity), confidentiality (encryption),
and limted traffic flow confidentiality. These services are
provided at the I P layer, offering protection for |IP and/or upper

| ayer protocols.

These objectives are net through the use of two traffic security
protocols, the Authentication Header (AH) and the Encapsul ating
Security Payload (ESP), and through the use of cryptographic key
managenment procedures and protocols. The set of |Psec protocols
enpl oyed in any context, and the ways in which they are enpl oyed,
will be determ ned by the security and systemrequirenents of users,
applications, and/or sites/organizations.

When t hese nechani sns are correctly inplenmented and depl oyed, they
ought not to adversely affect users, hosts, and other Internet
components that do not enploy these security nechanisns for
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protection of their traffic. These nmechanisns al so are designed to
be al gorithmindependent. This nodularity permts selection of
different sets of algorithnms without affecting the other parts of the
i mpl erentation. For exanple, different user conmunities may sel ect
different sets of algorithms (creating cliques) if required.

A standard set of default algorithns is specified to facilitate
interoperability in the global Internet. The use of these
algorithnms, in conjunction with | Psec traffic protection and key
managenment protocols, is intended to permit system and application
devel opers to deploy high quality, Internet |ayer, cryptographic
security technol ogy.

2.2 Caveats and Assunptions

The suite of | Psec protocols and associated default algorithns are
designed to provide high quality security for Internet traffic.
However, the security offered by use of these protocols ultimtely
depends on the quality of the their inplenentation, which is outside
the scope of this set of standards. Mreover, the security of a
conputer systemor network is a function of many factors, including
personnel, physical, procedural, conprom sing emanations, and
comput er security practices. Thus IPsec is only one part of an
overall system security architecture.

Finally, the security afforded by the use of IPsec is critically
dependent on many aspects of the operating environment in which the
| Psec inplenmentation executes. For exanple, defects in OS security,
poor quality of random nunber sources, sloppy system managenent
protocol s and practices, etc. can all degrade the security provided
by I Psec. As above, none of these environnental attributes are
within the scope of this or other |Psec standards.

3. System Overvi ew

This section provides a high | evel description of how | Psec worKks,
the conponents of the system and how they fit together to provide
the security services noted above. The goal of this descriptionis
to enable the reader to "picture" the overall process/system see how
it fits into the IP environment, and to provide context for later
sections of this document, which describe each of the conponents in
nmore detail.

An | Psec inplenentation operates in a host or a security gateway
environment, affording protection to IP traffic. The protection
offered is based on requirenents defined by a Security Policy
Dat abase (SPD) established and nai ntai ned by a user or system
adm nistrator, or by an application operating within constraints
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