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Multi-Drop Bus / Internal Communication Protocol

Introduction

 

Foreword

This voluntary Standard contains basic requirements for a vending machine

communication interface within the limitations given below and in the General

Information section of this Standard. These requirements are based on sound

engineering principles, research, field experience, and an appreciation of the problems

of manufacture, installation, and use derived from consultation with and information

obtained from manufacturers, users, and others having specialized experience. These

requirements are subject to revision as further experience and investigation may show it

necessary or desired.

NAMA, in performing its functions in accordance with its objectives, does not assume or

undertake to discharge any responsibility of the manufacturer or any other party. The

opinions and findings of NAMA represent its professional judgment given with due

consideration to the necessary limitations of practical operation and state of the art at

the time the NAMA Standard is processed. NAMA shall not be responsible to anyone

for use or reliance upon Standard by anyone. NAMA shall not incur any obligation or

liability for damages, including consequential damages, arising out of or in connection

with the use, interpretation of, reliance upon this Standard.

Standard Review

A complete review of this standard shall be conducted at least every five years to keep

requirements consistent with technology. These reviews shall be conducted by

representatives from industry and user groups on the NAMA Vending Technology
Standards Committee at that time.

MDB/ICP Version 4.2 February, 2011 M
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1.3.3 Currently Established Levels and Options

The following table provides a brief description of each of the currently established

levels and options of the various MDB/ICP peripherals. Please refer to the specific
sections for each device for more detailed information.

 

Peripherals Levels Options Description

Coin Changer
 

Bill Validator

Cashless

Device #1 & #2  
MDB/ICP Version 4.2

n/a Never released

m Supports Expansion ID command and 9%supports commands for features below

_
_

Controlled Manual Fill and Payout

File Transport Layer (FTL)

Supports standard commands and Expansion ID

command without options

Supports expansion ID command fl options

and optionally supports commands for features
below

“File Transport Layer (FTL)
“Bill Recycling

Supports standard commands and Expansion ID
command. Readers do not have revaluation

capability

_
_

- *bits in the SETUP-Config command

above Supports Revalue, Time/Date, Read User File

(obsolete), and Write User File (obsolete)
commands
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Multi-Drop Bus / Internal Communication Protocol

2.2 Block Format

Master-to-Peripheral

A Communication Block for Master-to-Slave transmissions is defined as an Address

byte, optional data bytes, and a CHK byte. A block is limited to a maximum of thirty-six

(36) bytes.

The upper five bits (MSB) of the Address Byte will be used for addressing. That is, bits

7,6,5,4,3 of the previous byte description will be used for addressing.

The lower three bits (i.e. 2,1,0) of the Address Byte will contain peripheral specific

commands. This will allow up to eight instructions to be embedded in the first byte of a
block.

The VMC Master will respond to data from a peripheral with an Acknowledgment

(ACK), Negative Acknowledgment (NAK), or Retransmit (RET). These are defined later

in the document. The 5 m8 time-out (t-response) described in the Bus Timing section

of this document is the equivalent of a NAK.

If the addressed Slave does not respond within the 5 m8 time-out (silence), the Master

may repeat the same command, or send a different command, until it receives an

answer or until the end of the Non-Response time, as defined in the peripheral

sections. See Example in 2.5D. The RESET command should not be used as a

recovery method to a 5 m8 time-out (t-response) until after exceeding the Non-

response time. The VMC may send commands to any other peripheral during this time.

Peripheral-to-Master

A Communication Block for Slave-to-Master transmissions consists of either a data

block and a CHK byte, a acknowledgment (ACK), or a negative acknowledgment

(NAK).

The 5 m8 time-out (t-response) described in the Bus Timing section of this document

is the equivalent of a NAK command. In addition, it is recommended that the peripheral

use this time-out as the NAK when a reception error of the ADDRESS byte occurs.

This will prevent several peripherals from trying to simultaneously respond with a NAK.

A data block consists of one or more data bytes followed by a CHK byte. The CHK byte
is defined later in this document.

The data block and CHK byte are limited to a maximum size of 36 bytes.

A CHK byte is not required when a peripheral responds with NAK or ACK byte. ACK
and NAK are defined later in this document.
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The peripheral must set the mode bit on the last byte sent to signify end of

transmission. This will be either the CHK byte of a block, a NAK byte, or an ACK byte.

The mode bit must not be set except for the conditions above.

A peripheral response of ACK or NAK signifies the end of the exchange.

When a peripheral responds with a data block, the VMC must respond with an ACK,

NAK or RET. If the Master cannot respond within the 5 m8 time-out (t-response) the

peripheral must repeat the data block, or append it, at the next possible occasion (i.e. to

a later POLL). The same behavior is to apply when the Master responds with NAK.

CHK Byte

A CHK byte must be sent at the end of each block of data. The CHK byte is a

checksum calculated by adding the ADDRESS byte and all DATA bytes. The CHK byte

is not included in the summation. The carry bit for CHK additions is ignored since the

CHK byte is limited to eight bits.

The following example shows a CHK byte calculation for a possible response to a

STATUS command sent to a USA changer slave. See section 5 for details of byte

meanings.

02H Changer feature level

00H Country code for USA

01H Country code for USA

05H Coin scaling factor

02H Decimal place

00H Coin type routing

07H Coin type routing

01H Coin type 0 has value of 1 scaling factor

02H Coin type 1 has value of 2 scaling factor

05H Coin type 2 has value of 5 scaling factor

14H Coin type 3 has value of 20 scaling factor

FFH Coin type 4 is a token

12CH Therefore the CHK byte would be equal to ZCH

A checksum will be performed on all full blocks of communication. A checksum will not

be performed on ACK, NAK, or RET bytes.
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Multi-Drop Bus / Internal Communication Protocol

Response Codes

The following codes are reserved for the ACK, NAK and RET bytes:

ACK 00H (acknowledgment/checksum correct)

RET AAH (Retransmit the previously sent data.

Only the VMC can transmit this byte)

NAK FFH (Negative acknowledge)

The VMC and peripheral must also recognize the 5

m8 time-out (t-response) as a NAK.

NOTE: To improve system reliability it is recommended that when receiving ACK,

NAK, or RET the receiving device counts the number of bits set in the

byte. This method will require at least two bit errors in the byte before the

byte can be mis-interpreted.

Bus Reset

The VMC may reset all peripherals by pulling the transmit line “active” for a minimum of

100 m8. This informs all peripherals to abort any activity and return to its power-on

reset state. Details of this state for each peripheral are provided in later sections of this

document. It is recommended that the VMC re-initialize each peripheral after this type
of reset.
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Multi-Drop Bus / Internal Communication Protocol

Experimental Peripheral Addresses

Experimental Peripheral addresses 11100xxxB (EOH) and 11101xxxB (E8H) are

reserved for use by manufacturers when designing and field testing potential new

MDB/ICP devices. These addresses are temporary and once the new device is

approved by NAMA and the EVA, the device will be assigned a different permanent

peripheral address. Use of the Experimental Peripheral addresses shall be limited to

“in house” testing and “closed site” field trials. Manufacturers must understand that any

devices in the field with Experimental Peripheral addresses must be recalled or updated

to the permanent address if the device is approved by NAMA and the EVA. If not

approved by NAMA and the EVA, the devices must be recalled or have their addresses

changed to the Vending Machine Specific peripheral addresses described below.

Vending Machine Specific Peripheral Addresses

Vending Machine Specific peripheral addresses (addresses 11110xxxB (FOH) and

11111xxxB (F8H)) are reserved for Non-Standard or proprietary applications. These

devices are allowed a unique set of commands.

All other peripherals are defined as Standard devices. These peripherals must follow

the specifications to ensure compatibility between manufacturers.
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Multi-Drop Bus / Internal Communication Protocol

D. The diagram below represents a typical transmission when the VMC determines

a CHK is not correct. The VMC will respond one of two ways:

Send a NAK to the peripheral to indicate that the information was not received

correctly then perform other tasks. Note: When the Master answers with NAK (or

silence which is treated equally) the slave has to repeat the response, in order to

ensure the execution of the response (i.e. coin reception etc.).

OR

The VMC may send a retransmit (RET) command alerting the peripheral to

retransmit the previously sent data.

VMC:

ADD* DAT CHK RET ACK

 

Peripheral:

 

DAT DAT CH K* DAT DAT CH K*

*lndicates mode bit set.

E. This diagram represents a situation where the peripheral does not respond within

the 5 m8 time-out (t-response).

 
VMC:

ADD* CHK ADD* CHK

Peripheral:

[silence. . .] ACK*
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Multi-Drop Bus / Internal Communication Protocol

F. This diagram represents a situation where the peripheral does not respond to a

command and after its maximum Non-Response time, is reset by the controller.

Controller

Command X

Command Y

Command Y

Command Y

RESET

RESET

POLL

ACK

MDB/ICP Version 4.2

4M1!’I‘J/4M1!’I‘J/
4M1!

~1I’IM1/4M1!

Peripheral

Response

[silence. . .]

[silence. . .]

[silence. . .]

[silence. . .]

ACK

JUST RESET

February, 2011

Comment

Normal response

No response

No response

No response

Peripheral does not response
within its allocated Non-

Response Time.

Software Reset

Peripheral in initialization
routine

Peripheral operational again

Peripheral indicates finished

RESET processing

Peripheral initialization

sequence is performed as
recommended in each

peripheral section.

2010
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G. This diagram represents a situation where the peripheral is disconnected or goes

offline. The controller should send a RESET command every 10 seconds to

determine if, and when, the peripheral becomes active again.

Controller Peripheral Comment

Command X 9

6 Response Normal response

Command Y 9

6 [silence...] No response

Command Y 9

6 [silence...] No response

Command Y 9

6 [silence...] No response

Peripheral does not response
within its allocated Non-

Response Time.

RESET 9 Software Reset

6 [silence...] Peripheral offline

RESET 9 Software Reset

6 [silence...] Peripheral offline

Wait 10 seconds

RESET 9

6 [silence...] Peripheral offline

Wait 10 seconds

RESET 9

[silence...] Peripheral offline

Wait 10 seconds

RESET 9

[silence...] Peripheral offline
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2.6 File Transport Layer

The File Transport Layer (FTL) provides a method to send and/or receive high level

information between peripherals or between a peripheral and the VMC. It is n_ot

intended to be used for standard vending credit and control functions. An example

would be loading new validation parameters into a coin changer or bill validator.

Since the MDB/ICP interface is “driven” by the VMC, it has to be a network manager for

all FTL data transfers. It acts as a temporary mailbox and data switch for FTL blocks;

however, the information that is sent via FTL does not have to be interpreted by the

VMC. The VMC simply uses the destination and source address information provided

in the MDB/ICP command and response structure to fonivard the data to the proper

recipient.

2.6.1 FTL Process Overview

If a peripheral needs to transfer data to another peripheral (or the VMC):

The VMC must poll the peripheral,

The peripheral must answer with a “REQUEST TO SEND”,

The VMC must get approval to fonNard data (if necessary),

The VMC requests the first data block,

The VMC ACKs the first block and fonivards to destination,

The process repeats until all blocks are sent.

If the VMC needs to transfer data to a peripheral:

o The VMC must send a “REQUEST TO SEND”,

The peripheral approves or denies the transfer request,

If approved, the VMC sends the first data block,

The peripheral ACKs the first data block,

The process repeats until all blocks are sent.

If a peripheral (A) needs to request a transfer of data from another peripheral (B):

The VMC must poll the peripheral A,

Peripheral A must send a “REQUEST TO RECEIVE”,

The VMC fonivards the request to peripheral B,

Peripheral B decides to honor the request or not,

If approved, peripheral B sends the first data block,

The VMC fonivards the data block to peripheral A,

The process repeats until all blocks are sent.
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--wSource Data (bytes) Destination ResponseResponse Cmd1

REQ TO a7/FE 1F Dest (1) OK TO SEND or
SEND Src RETRY/DENY

File ID

Length
Control

OKTO SEND u7/FD 1E Dest (1) SEND BLOCK(repeated

Src (1) until whole file is
transferred

 

SEND BLOCK a7/FC Dest (1) ACK

Block# (1)
Data 1to 31

RETRY/DENY a7/FB 1C Dest (1) ACK

Src (1)
Ret dela 1

REQ TO RCV a7/FA 1B Dest (1) SEND BLOCK (repeated

Src (1) until whole file is

File ID (1) transferred) or

Max Length (1) RETRY/DENY
Control

Note 1: The or? represents the address of the destination device (defined in

Section 2.3) logically OR’d with a hexadecimal 0x07.
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Dest

Src

File ID

1 byte

The destination address of the peripheral where the data block (not the whole

file) is being sent to. All addresses refer to the standard MDB defined peripheral

addresses as defined in Section 2.3. Note that 00000xxx (00H) will be used for

the VMC. Examples are a changer (08H), audit system (18H), bill validator

(30H), and universal satellite device #2 (48H).

1 byte

The source address of the peripheral where the data block (not the whole file)

is being sent from. All addresses refer to the standard MDB defined peripheral

addresses as defined in Section 2.3. Note that 00000xxx (00H) will be used for

the VMC. Examples are the same as in the Best above.

1 byte

The type of information desired. NAMA will maintain a list of standard file lD’s

and a definition of what each file type means. Note that if a device responds with

a “Retry delay” of FFH it should be interpreted that this device does not support

the requested function.

Currently defined file IDs include:

00H: Manufacture ID information. This file must start with the manufactures

three character manufactures code, anything after that would be up to the
manufacture to define.

01H: DTS defined file. This file must follow the format defined in the EVA-DTS

standard. This would include the DXS record as well as all data up to and

including the DXE record.

0FOH to OFFH: This range of files may be used for Manufacturer Specific

information. The content and format of these files are left up to the
manufacturer to define.

Additional ID proposals must be evaluated by the NAMA MDB/ICP technical
standard committee.

(Max) Length 1 byte

The total number of blocks that will (can) be included in the entire file. This byte
should be used as a counter to determine the amount of data blocks to be

transferred.
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Multi-Drop Bus / Internal Communication Protocol

Control 1 byte

This byte contains information that can be used by the VMC and peripherals to
determine how the data transfer is conducted. Included controls are:

b0: Reset after transfer. The receiving peripheral should reset itself after the

file transfer is complete.
b1: End of File. The last block of the current FTL session contains the end of

this file. If clear (=0), then another FTL session will follow with additional

blocks. If set (=1), then this is the last (or only) FTL session to be sent.

b2 - b7: Not used, must be set to 0

Block # 1 byte

The sequential number of this block, within the total file, that is being

requested/sent. All data blocks must be identified by a block number, counting

up from 0 (first block) to 255.

Data Block 1 to 31 byte(s)

The actual data portion of the block. All data must fit into a 31 byte, or less,

string. The standard MDB CHK byte will signify the end of block. (Peripherals will

have to use inter-byte time out when receiving blocks from the VMC.) Knowledge

of the contents of this data is only required by the source and destination
devices.

Retry Delay 1 byte

A time delay that the sender should wait before trying to re-send the entire data

file again. If a device is not capable of receiving a file in its current state, this byte

should represent the number of seconds before it will be ready to receive the

data. If the device simply refuses to accept the file it must answer with a “Retry

Never” signified by a 00H retry delay. If the device is not present, block

synchronization is lost, or other failure mode arises a “Retry Never” should be

used to abort/deny the current file transfer.

MDB/ICP Version 4.2 February, 2011 2016
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M9I�Iab�_\dcT_gA_�

� �
��#�$�#�����l�	���
�
P:@@<LC:F>� R?=�STU�P?FLK?C�I;K[�Y:KZ?@[�

9:;<=�\]Â_À̂T_��
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Multi-Drop Bus / Internal Communication Protocol

4.3.6.5. Approved Parts — Alternate Form Factors

Select applications may require connector configurations with alternate form

factors. Alternate form factor connectors may be used provided they are:

provided by the Approved Suppliers listed

part of the Approved Supplier Product Family portfolio

intermateable with the approved connector part numbers listed

meet the performance objectives set forth in this specification

MDB/ICP Version 4.2 February, 2011 406
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Multi-Drop Bus / Internal Communication Protocol

Connector Pin-out:

Line 1 - 34 VDC

Line 2 - DC Power Return

Line 3 - N/C

Line 4 - Master Receive

Line 5 - Master Transmit

Line 6 - Communications Common

  
Peripheral Connector VMC I Bus Connector

Face View Face View

Receptacle Header

(Sockets) (Pins)

MDB/ICP Version 4.2 February, 2011 407
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Multi-Drop Bus / Internal Communication Protocol 

4.4 Example Schematic

VMC << Peri heral

(E VMC Voltage Output
1

g 2

+5 VDC

Master
Transmit

5

IIII=1 Ea
Master

Receive

E
4

 
Communications

Common

We

IE
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Multi-Drop Bus / Internal Communication Protocol

File Transport Layer POLLed responses:

Note that all FTL responses are defined in Section 2.6. For the coin changer,

the source address will always be the changer (08H) as defined in Section
2.3.

Z1

13

1C

1D

1E

1F

MDB/ICP Version 4.2

REQ TO RCV

RETRY/DENY

SEND BLOCK

OK TO SEND

REQ TO SEND

The coin changer is requesting to
receive data from a device or VMC.

22 = Destination address of response

Z3 = Source address of response (08H)
Z4 = File ID

Z5 = Maximum length
26 = Control

The coin changer is requesting a device or

VMC to retry or deny the last FTL
command.

22 = Destination address of response

23 = Source address of response (08H)

24 = Retry delay

The coin changer is sending a block of data

(maximum of 31 bytes) to a device or VMC.

22 = Destination address of data

23 = Block #

24-234 = Data (maximum of 31 bytes)

The coin changer is indicating that it
is OK for a device or VMC to send it data.

22 = Destination address of response

23 = Source address of response (08H)

The coin changer is requesting to
send data to a device or VMC.

22 = Destination address of response

23 = Source address of response (08H)
24 = File ID

25 = Maximum length
26 = Control

February, 2011 5-8
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Multi-Drop Bus / Internal Communication Protocol

VMC Command Code VMC Data

COIN TYPE OCH 4 bytes: Y1 - Y4

 

Y1 - Y2 = Coin Enable - 2 bytes

b15 b14 b13 b12 b11 b10 b9 b8 | b7 b6 b5 b4 b3 b2 b1 b0
Y1 Y2

A bit is set to indicate a coin type is accepted. For example, bit 6 is set to

indicate coin type 6, bit 15 is set to indicate coin type 15, and so on. To

disable the changer, disable all coin types by sending a data block containing

0000H. All coins are automatically disabled upon reset.

Y3 - Y4 = Manual Dispense Enable - 2 bytes

b15 b14 b13 b12 b11 b10 b9 b8 | b7 b6 b5 b4 b3 b2 b1 b0
Y3 Y4

A bit is set to indicate dispense enable. For example, bit 2 is set to enable

dispensing of coin type 2. This command enables/disables manual

dispensing using optional inventory switches. All manual dispensing switches

are automatically enabled upon reset.
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Multi-Drop Bus / Internal Communication Protocol

VMC Command Code VMC Data

DISPENSE ODH 1 byte: Y1

 

b7 b6 b5 b4 b3 b2 b1 b0

Y1

Bits b3, b2, b1, b0 indicate coin type to be dispensed. Valid codes are OH to

FH to indicate coin types 0 to 15.

Bits b7, b6, b5, b4 indicate the number of coins to be dispensed.

NOTE 1: If two coin types have the same value, the highest coin type

should be paid out first.

NOTE 2: There is no defined limit on how long the actual dispense takes

since the command allows for up to 15 coins to be paid out. The

payout cycle begins when the changer ACKs the VMC’s

DISPENSE (ODH) command. This cycle typically lasts a

minimum of 100 mS and ends when the changer stops

dispensing the desired number of coins. VMCs should monitor

the Changer Payout Busy response to the POLL command to

determine when the entire payout cycle is completed.

However, it must be noted that other than ACKing the

DISPENSE (ODH) command, the changer does not have to

respond during the payout cycle provided the payout cycle is

less than the changer's non-response time and the changer

starts responding again prior to the end of the non-response

time. Thus, it is acceptable for the changer to never report

Changer Payout Busy, but simply start ACKing the POLL

commands upon completion of a payout cycle provided the non-

response time has not been exceeded.
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Multi-Drop Bus / Internal Communication Protocol

VMC Command Code Sub-command VMC Data Changer Response
 

EXPANSION OFH 03H None 16 bytes: Z1-Z16
COMMAND PAYOUT STATUS

(Alternative

Payout)

Z1 - Z16 = Number of each coin type paid out - 16 bytes

This is the changer's response to the last VMC Alternative

PAYOUT command (OFH-02H). Bytes are sent in ascending

order of coin types. A bytes position in the string indicates the

coin type. That is, byte one is the number of coins for coin type

1, byte two is the number of coins for coin type two, and so on.

Unsent bytes are assumed to be zero.

The changer clears payout data after an ACK response from
the VMC.

The VMC should compare the value of the coins paid out to the

(OFH-02H) Alternative PAYOUT command’s Y1.

NOTES: 1) If the changer’s payout is busy it will respond to the

Alternative PAYOUT STATUS command with an ACK only.

2) If no coins have been paid out, at least one zero valued data

byte must be sent.

3) There is no defined limit on how long the actual payout

takes. See Note 2 under the DISPENSE (ODH) command.

VMC Command Code Sub-command Changer Response Data
 

EXPANSION OFH 04H 1 byte: Z1
COMMAND PAYOUT VALUE POLL

(Alternative

Payout)

Z1 = Changer Payout Activity - 1 byte

An interval value (scaled) which indicates the amount of

paid out change since the previous PAYOUT VALUE

POLL (or between the initial Alternative PAYOUT

command (OFH-02H) and the first PAYOUT VALUE

POLL).
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Multi-Drop Bus / Internal Communication Protocol 

Z1lZ2

01/00

02/00

03/00

Cause(s) of Status I Error

Powering up Changer powering up / initialization

Powering down Changer powering down

OK Changer fully operational and ready to

accept coins

04/ 00 Keypad shifted MODE key pressed and held so that

LED flashes indicating keypad in shifted

state. Reverts to normal mode if no key

pressed for 15 seconds

Manual Fill / Payout active Manual Fill or Manual Payout mode of

operation in progress (under control of

the changer). This response must be

reported at least once to allow the VMC

to request a manual fill or manual

payout report.

05/ 20 New Inventory Information Changer not in Manual inventory mode,

Available but new inventory information available.

06/ 00 Inhibited by VMC All coin acceptance inhibited at request

of VMC, possibly due to product

dispenserjams, completely sold out,
etc.

General changer error 22 defined as:

00 Non specific error.
01 Check sum error #1. A check sum error

over a particular data range of configuration
field detected.

02 Check sum error #2. A check sum error

over a secondary data range or

configuration field detected.

03 Low line voltage detected. The changer

has disabled acceptance or payout due to a
low volta-e condition.
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Multi-Drop Bus / Internal Communication Protocol

21 [22 mCause(s) of Status I Error
11 /22 Discriminator module 22 defined as:

error 00 Non specific discriminator error.

10 Flight deck open.

11 Escrow Return stuck open.

30 Coin jam in sensor.

41 Discrimination below specified standard.

50 Validation sensorA out of range. The

acceptor detects a problem with sensor A.

51 Validation sensor B out of range. The

acceptor detects a problem with sensor B.

52 Validation sensor C out of range. The

acceptor detects a problem with sensor C.

53 Operating temperature exceeded. The

acceptor detects the ambient temperature

has exceeded the changer‘s operating

range, thus possibly affecting the

acceptance rate.

54 Sizing optics failure. The acceptor
detects an error in the sizin- cotics.

Accept gate module error 22 defined as:
00 Non specific accept gate error.

30 Coins entered gate, but did not exit.

31 Accept gate alarm active.

40 Accept gate open, but no coin detected.

50 Post gate sensor covered before gate

opened.

Separator module error 22 defined as:
00 Non specific separator error

10 Sort sensor error. The acceptor detects
an error in the sortin- sensor.

14/22 Dispenser module error 22 defined as:
00 Non soecific dis-enser error.

Coin Cassette / tube 22 defined as:

module error 00 Non specific cassette error.
02 Cassette removed.

03 Cash box sensor error. The changer
detects an error in a cash box sensor.

04 Sunlight on tube sensors. The changer

detects too much ambient light on one or
more of the tube sensors.
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Multi-Drop Bus / Internal Communication Protocol

Definitions:

CA1701 The coin type number as referred to in the MDB Interface

Specification. If not an MDB system, the number represents the coin's

position in the coin set starting with the lowest value coin accepted. Note if

two or more vintage of the same coin is accepted, the oldest one is first.

For example, the Canadian coin types may be:

0 Old Nickel 3 Quarter

1 New Nickel 4 $1 Dollar

2 Dime 5 $2 Dollar

CA1702 The cash value of the coin (units base).

For example, the Canadian coin types would be:

Nickel 5 $1 Dollar 100

Dime 10 $2 Dollar 200

Quarter 25

CA1703 The number of coins in the coin tube (or tubes if multiple tubes

per coin) that are reported by the coin mech during normal vending

operations. Note that this is the "best known tube count" and may be

inaccurate if coins were manually added or removed by hand.

CA1704 The number of coins inserted while the changer was in a
Controlled manual fill mode. Controlled manual fill indicates that the coins

are being inserted under the control of the coin mech or VMC. Coins are not

being loaded by hand through the tops of the tubes.

CA1705 The number of coins dispensed while the changer was in a

controlled manual payout mode. Controlled manual payout indicates that the

coins are being dispensed under the control of the coin mech or VMC. Coins

are not being removed by hand by "dumping" the tubes.

MDB/ICP Version 4.2 February, 2011 5-20

Petitioner Kiosoft Exhibit 1013

Page 80



��������	
�����������	�����
���������
����	
�
�
�
�

�

����������	�
������ ���	��	�����  � !"� �
�

�

#$%�%&''()*����%&*+�,-./0&''()*��#$%�1(2(��%3()4+5�6+78&)7+�
9:�;<=�><� ��?����;?�� @ �@!����������A ���A��B����C�����
	�

�>��;<������������DEF�G9H�I>�G������������� � �������>JJ�CK�
��
IL��������	�M�����N��
�	����O��C����P	
���L���L��N�	�QL
��C�������
��
�CC	��Q������Q������B�R?K���<
����L��������IJ��
����C���G��
����	��
C�P���C����=����
����S���
�
@ ���T� ��������
���CC	��
P��
����C�B�R?K�
@����T� =
�	����CC	��
P��
����C�
@U���T� ��������
@����T� ��V��������N�L�
@!���T� �
��	
���
�
A ���T�  �?�QL��L���C������=9<���J>�W�
A����T� ��������
���CC	��
P�C����
AU���T� ��
�X�Y�
A����AU��T� �����B��V�����
P�U �����K�
� � � 
	�
A ��T��  �?�QL��L���C������G9IG@����9<@�
A���T�� ��������
���CC	��
P�	��
���
AU��T�� =
�	����CC	��
P�	��
���B�R?K�
A���T�� G��	��C������

�
�

#$%�%&''()*����%&*+�,-./0&''()*��#$%�1(2(��%3()4+5�6+78&)7+�
9:�;<=�><� ��?�����?�� @ �@U� � <
���

�>��;<������������DEF�G9IG@����9<@�
��
IL��������	��	���N��C�����N��
	���
	���N���C�����	��P�	��
�P	
���L���L��N�	�
QL
��C�������
���CC	��Q������Q������B�R?K���<
����L��������IJ�
�
����C���G��
����	��C�P���C����=����
����S��
�
@ ���T� ��������
���CC	��
P��
����C�B�R?K�
@����T� =
�	����CC	��
P��
����C�
@U���T� G��	��C�����
�
�

Petitioner Kiosoft Exhibit 1013 
Page 81

Multi-Drop Bus / Internal Communication Protocol

VMC Command Code Sub-command VMC Data Changer Response

EXPANSION 0FH FAH Y1-Y5 Z1 - Zn (immediate or

COMMAND FTL REQ TO RCV POLLed)

 

The VMC is requesting to receive data from the changer whose destination

address will always be (08H). Note that all FTL Commands / Responses are
defined in Section 2.6.

Y1 = Destination address of command (08H)
Y2 = Source address of command

Y3 = File ID

Y4 = Maximum length
Y5 = Control

Z1 = 1DH which indicates SEND BLOCK

22 = Destination address of data

Z3 = Block #

Z4 - Z34 = Data (maximum of 31 bytes)
or

Z1 = 1CH which indicates RETRY/ DENY

22 = Destination address of response

Z3 = Source address of response (08H)

Z4 = Retry delay

VMC Command Code Sub-command VMC Data Changer Response
EXPANSION 0FH FBH Y1-Y3 None

COMMAND FTL RETRY/ DENY

 

The VMC is retrying, denying, or aborting a data transfer to/from the changer

whose destination address will always be (08H). Note that all FTL

Commands / Responses are defined in Section 2.6.

Y1 = Destination address of command (08H)
Y2 = Source address of command

Y3 = Retry delay
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Multi-Drop Bus / Internal Communication Protocol

VMC Command Code Sub-command VMC Data Changer Resgonse
EXPANSION 0FH FCH Y1-Y33 None

COMMAND FTL SEND BLOCK

 

The VMC is sending data to the changer whose destination address will

always be (08H). Note that all FTL Commands / Responses are defined in
Section 2.6.

Y1 = Destination address of command & data (08H)
Y2 - Block #

Y3 - Y33 = Data (maximum of 31 bytes)

VMC Command Code Sub-command VMC Data Changer Resgonse

EXPANSION 0FH FDH Y1-Y2 Z1-Z34 (immediate or

COMMAND FTL OK TO SEND POLLed)

 

The VMC is indicating that it is OK for the changer to transfer data. The

destination address will always be the changer (08H). Note that all FTL

Commands / Responses are defined in Section 2.6.

Y1 = Destination address of command (08H)
Y2 = Source address of command

Z1 = 1DH which indicates SEND BLOCK

22 = Destination address of data

Z3 - Source address of data

Z4 - Z34 = Data (maximum of 31 bytes)
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Multi-Drop Bus / Internal Communication Protocol

5.4 Changer Non-Response Time

The maximum non-response time for the changer is two seconds.

5.5 Changer Power Requirements

The current draw for any changer must fall within the following limits. All

measurements are at the minimum VMC Voltage Output.

Idle mode =

Coin acceptance

Coin payout =

200 mA. (max.) continuous

1.8 A. (max.) for up to 2 seconds

(For coin changers using solenoid based payout

mechanisms - typical of 3 tube changers sold in

the US market. Vending machines sold into the

US market are required to supply this power.)

1.0A. (max.) for up to 2 seconds

(For coin changers using motorized payout

mechanisms - typical of 4 tube changers.)

3.6 A. (max.) for 100 ms. with 400 m8. idle

current between pulses during the coin payout

cycle.

(For coin changers using solenoid based payout

mechanisms - typical of 3 tube changers sold in

the US market. Vending machines sold into the

US market are required to supply this power.)

1.8 A. (max.) during the coin payout cycle.

(For coin changers using motorized payout

mechanisms - typical of 4 tube changers.

See Note 2 under the DISPENSE (ODH) command for further information on the

coin payout cycles.)

Note: If both peripherals are supported, vending machines should be able to

provide sufficient power to simultaneously supply the above power

requirements for both the coin changer Coin Acceptance and bill validator

Bill Transport as specified in Section 6.5.
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Multi-Drop Bus / Internal Communication Protocol

5.6 Coin Acceptor/Changer Examples

Power up at VMC or JUST RESET received by VMC Reset sequence
an other time without reset seouence Enable seouence

Enter service mode Disable seo uence

Enter sales mode Enable seo uence

Consumer inserts coin Coin Acceot seo uence

Credit acceptance is suspended (max. vend price Disable sequence

achieved, free vend token acce ted, etc.

Coins are dispensed Disable sequence

Dispense sequence
Enable seo uence

Error seo uence

Manual Dispense
seouence

Manual Fillino seouence

Error situation is detected at coin mech.

Manual dispense of coins at coin mech. (only while door
IS o-en

Manual fillino of coins at coin mech.

 
Reset sequence
VMC Coin Mechanism Comments

RESET 9 Reset command

(- ACK

POLL 9 Allow peripheral to
(- JUST RESET confirm RESET command

ACK -)

STATUS 9 Collect operational

(- COIN MECH. CONFIG. parameters
ACK -)

EXPANSION/ID 9 Collect asset inf. and

(- COIN MECH. ID options list
ACK -)

EXPANSION/ FEATURE 9 Enable compatible options
ENABLE

(- ACK

Error sequence

VMC Coin Mechanism Comments

POLL -)

(- STATUS/ERROR Error sent from coin

ACK 9 mech.
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Multi-Drop Bus / Internal Communication Protocol

Coin dispense sequence Alternative pay out
method

VMC Coin Mechanism Comments

EXPANSION/ 9 Report value to be paid out
ALT. PAY OUT

(- ACK

EXPANSION/ 9 Request paid value
ALT. PAY OUT VALUE

POLL

(- VALUE PAID "value" paid since last VALUE

POLL (may be 00)
ACK 9

EXPANSION/ 9 Request paid value
ALT. PAY OUT VALUE

POLL

(- ACK Pay out is complete

EXPANSION/ 9 Request pay out status
ALT. PAY OUT STATUS

(- COINS PAID ltemization of coins

ACK -) paid

TUBE STATUS 9 Update current tube
(- TUBE STATUS status counters

ACK -)

Manual dispense sequence
VMC Coin Mechanism Comments

POLL 9

(- COINS DISPENSED Number, type, and tube levels

MANUALLY for coin just manually

dispensed
ACK 9

TUBE STATUS 9 Update current tube
(- TUBE STATUS status counters

ACK -)
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Multi-Drop Bus / Internal Communication Protocol

Z11 = Escrow/No Escrow - 1 byte

Indicates the escrow capability of the bill validator. If 211 = 00H, the

bill validator does not have escrow capability. If 211 = FFH, the bill

validator has escrow capability.

Z12 - 227 = Bill Type Credit - 16 bytes

Indicates the value of the bill types 0 to 15. Values must be sent in

ascending order. This number is the bill's monetary value divided by

the bill scaling factor. Unused bill types are sent as 00H. Unsent bill

types are assumed to be zero. FFH bills are assumed to be vend
tokens.

VMC Command Code VMC Data 

SECURITY 32H 2 Bytes: v1 - Y2

Y1 - Y2 = Bill Type(s) - 2 bytes

b15 b14 b13 b12 b11 b10 b9 b8 | b7 b6 b5 b4 b3 b2 b1 b0
Y1 Y2

A bit is set to indicate the type of bill(s) which are set to a “high”

security level. Note that validators that do not support dual security

levels should report a “high” security level in the response bytes 29-

Z10 to the STATUS (31 H) command.

MDB/ICP Version 4.2 February, 2011 6-5
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Multi-Drop Bus / Internal Communication Protocol

Status: Bill Validator (Only)

(00000001) = Defective Motor3 - One of the motors has failed to
perform its expected assignment.

(00000010) = Sensor Problem3 - One of the sensors has failed
to provide its response.

(00000011) = Validator Busy2 - The validator is busy and can not
answer a detailed command right now.

(00000100) = ROM Checksum Error3 - The validators internal
checksum does not match the calculated

checksum.

(00000101) = Validator Jammed3 - A bill(s) has jammed in the
acceptance path.

(00000110) = Validator was reset1 - The validator has been reset
since the last POLL.

(00000111) = Bill Removed1 - A bill in the escrow position has
been removed by an unknown means. A BILL

RETURNED message should also be sent.

(00001000) = Cash Box out of position3 - The validator has
detected the cash box to be open or removed.

(00001001) = Validator Disabled2 - The validator has been
disabled, by the VMC or because of internal
conditions.

(00001010) = Invalid Escrow request1 - An ESCROW command
was requested for a bill not in the escrow position.

(00001011) = Bill Rejected1 - A bill was detected, but rejected
because it could not be identified.

(00001100) = Possible Credited Bill Removal1 — There has been
an attempt to remove a credited (stacked) bill.

Note:

- validators must have a means to disable this code

due to potential older VMC issues.

- virtually all VMCs designed prior to this code's

introduction (10/16/02) will not support it.

- It is a vending machine system issue as to what is
done when this code is received.

(010xxxxx) = Number of attempts to input a bill while validator is
disabled.1

NOTE: The validator may send several of one type activity* up to 16 bytes total.

1 Sent once each occurrence.

2 Sent once each POLL

3 Sent once each occurrence. The validator is then disabled until the condition is

removed. Validator will respond with validator disabled until repaired or

replaced.

* Type activity is defined as Bills Accepted and Status. All may be combined in a

response to a POLL command providing the total number of bytes does not
exceed 16.

MDB/ICP Version 4.2 February, 2011 6-7
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Multi-Drop Bus / Internal Communication Protocol

File Transport Layer POLLed responses:

Note that all FTL responses are defined in Section 2.6. For the bill validator, the

source address will always be the validator (30H) as defined in Section 2.3.

a

1B

1C

1D

1E

1F

MDB/ICP Version 4.2

REQ TO RCV

RETRY/DENY

SEND BLOCK

OK TO SEND

REQ TO SEND

The bill validator is requesting to
receive data from a device or VMC.

22 = Destination address of response

Z3 = Source address of response (30H)
Z4 = File ID

Z5 = Maximum length
26 = Control

The bill validator is requesting a device or

VMC to retry or deny the last FTL command.

22 = Destination address of response

23 = Source address of response (30H)

24 = Retry delay

The bill validator is sending a block of data

(maximum of 31 bytes) to a device or VMC.

22 = Destination address of data

23 = Block #

24-234 = Data (maximum of 31 bytes)

The bill validator is indicating that it is OK for
the device or VMC to send it data.

22 = Destination address of response

23 = Source address of response (30H)

The bill validator is requesting to
send data to a device or VMC.

22 = Destination address of response

23 = Source address of response (30H)
24 = File ID

25 = Maximum length
26 = Control

February, 2011 6-9
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Multi-Drop Bus / Internal Communication Protocol

6.6 Bill Validator Examples

Power up at VMC or JUST RESET received by VMC any Reset sequence
other time without reset seo uence Enable seo uence

Mode switch activated, enter service mode Disable seouence

Mode switch activated, enter sales mode Enable seouence

Consumer inserts bill Acce t seouence

Bill in escrow osition is stacked Stack seuence

Bill in escrow osition is returned Return seouence

Error situation is detected at validator Error se uence

Error situation is detected at validator/stacker Stack control se uence

Bill dis-ense Bill Disense reouest

Value dispense Value Payout request
Bill dis-ense with bill in escrow Bill Disense w/ Bill in Escrow

Value disense with bill in escrow Value Pa out w/ Bill in escrow

Cancel disense Value Pa out Cancelled

Multiple dispense Multiple Dispense (or Payout)
Reouests

 
Reset sequence
VMC Bill Validator Comments

RESET 9 Reset command

(- ACK

POLL 9 Allow peripheral to
(- JUST RESET confirm RESET command

ACK 9

STATUS 9 Collect operational

(- VALIDATOR CONFIG. parameters
ACK 9

SECURITY 9 Update bill security
(-

ACK Levels (Optional)
EXPANSION/ID 9 Collect asset info.

(- VALIDATOR ID

ACK 9

FEATURE ENABLE 9

(- ACK

RECYCLER SETUP 9 If a recycler is available
(- BILL ROUTING

ACK 9

RECYCLER ENABLE 9 If a recycler is available
(- ACK

MDB/ICP Version 4.2 February, 2011 6°21
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Multi-Drop Bus / Internal Communication Protocol

ACK

POLL

DISPENSE VALUE

PAYOUT VALUE POLL

ACK

POLL

PAYOUT VALUE POLL

PAYOUT STATUS

ACK

BILL DISPENSE STATUS

ACK

Operation Cancelled
Controller

PAYOUT CANCEL

PAYOUT VALUE POLL

ACK

POLL

POLL

PAYOUT STATUS

ACK

BILL DISPENSE STATUS

ACK

Multiple Operations

MDB/ICP Version 4.2
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M~¢M~M~w°°

¢¢¢¢¢¢¢"'
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ACK

ACK

VALUE PAID

ACK

ACK

BILLS PAID

DISPENSER STATUS

Bill Validator

ACK

VALUE PAID

ACK

ACK

BILLS PAID

DISPENSER STATUS

February, 2011

Inlet unblocked

Dispense value

Inlet blocked, bill transferred

from the recycler to the

cashbox, or error code

Repeat last 2 commands

Payout Complete

Count of each bill type

Update Bill counts

Comments

Payout or dispense in progress

Request to abort
consumer

Inlet blocked, bill transferred

from the recycler to the

cashbox, or error code

Repeat last 2 commands

Inlet unblocked

Count of each bill type

Update Bill counts
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Multi-Drop Bus / Internal Communication Protocol

PAYOUT VALUE POLL

PAYOUT STATUS

ACK

BILL DISPENSE STATUS

ACK

POLL

ACK

POLL

MDB/ICP Version 4.2

Nw«wwquwqw
ACK

BILLS PAID

DISPENSER STATUS

BILL WAITING

ACK

February, 2011

Payout Complete

Count of each bill type

Update Bill counts

Inlet blocked, pending
customer

Inlet unblocked
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��M����V��OY�XP���[\]ĈB_HÀ�E]aHA]E�HA�B_Hb�b]GBHDA�cHdd�e]�GDffDA�BD�B_]�BcD�Ggb_d]bb�

E]\HG]b�h�DAd̂�B_]�gEEC]bb]b�cHdd�e]�EHaa]C]AB>�
�
i����
�J�	N�������K�������
����	��M�������K�����J����J���K�M������K��J������N����
����W���������Oj�M���� �k���P�
	��J�	����N
�����Oj�M����T��L�T������
���
��������KP�����Q��K�
����	�������	��IJ�������	�N������������
���Q��L�����������L�	����K�����K����Q��J��
��	�����	��	
M�K�K�����J����J���K�M���l�mnR�nm��op��qimRI�op��RIR�	��
����

=>r�sBgB]�t]aHAHBHDAb�

������J���K�M�����������M��N�K�����������J�����IJ���������	����L
��
Nu�
�
�  P�������M��
� �P�������K�
� TP�n�����K�
� �P�S��
���K���
� vP����K�
� YP�m�M������Oj�M�������T���J���K�M���P�
� !P�p�Q���M�����K��Oj�M����T���J���K�M���P�

=>r>?�@AgGBH\]�

IJ�����J�������
L��J����J���K�M��������
N�	����
	��L��	���	�����wJ��������J��������M��������
��J���K�M����N����poI�����������K�L
	�M��K��Q���	�
���IJ����J���K�M��������
��
���M���J�����������������S�������L
	����
����	����M�K�L	
���J�������

=>r>r�tHbged]E�

IJ����J���K�M�������
��������������	��J�������L	
���J��������M�������NJ������J��
	����M�K��J��S�������L
	����
������L��K����!��� �����N������
�����	��J��������K������L	
���J��
n�����K������NJ������	����M���J��mnR�nm���SR�jn��
����K��wJ��������J��������K�������
����������K���N����poI�����������K�L
	�M��K��Q���	�
���IJ����J���K�M����N����	������
����J����������������J�	���mnR�nm�npR�jn��
����K���	����M�K�ONJ������N��������	��J��
n�����K�����P�
	���mnSnI���	����M�K�ONJ������N��������	��J��������M������P���
	��
N�	�

Petitioner Kiosoft Exhibit 1013 
Page 117



��������	
�����������	�����
���������
����	
�
�
�
�

�

�����������	�
�������� ���	��	�����  � �!"��

����#��������	�
�����		�����
������
��$�����
���%���&��&����
&������'�����
��&�	��#�
&�����&�������

()*)+�,-./012�

����3����������3���&�4�������������&�'
	������	������
���53����3���&�4����$����
	����������3���������������4���&�����������&�����	��&�6$3������$��������	��3��7��
���&���
����8����9:;�:9���7;�<:��
����&���	����4�&�6$3������$����	���	���
��3��������&�����8�
	�
��9:7:5���	����4�&�6$3������$��������	��3��������4������8��
�
=3����3��&�4������������&��
�
��	����������>��$����&��?���������	�@����4��&�$����&�	������
����	��3��4��&���
�����$����������#���4��	�@����4��&�$����&�	����������	��3����#���4��4��&�
	�@������
�����	��#�������&�>��$����&��?��������3����3���&�4�����������3
�#3�
��	'
	���
	������
����	���#�$��3����:A�B�7:77�CB��
����&�D��3���������&��
�
��������
�3���&�3
��&��'��	�&�������#����:A�B�7:77�CB�	��
��������3��$3
�����
��
��E��>��$����&��?������&�����&?�����
	�	������

()*)F�G1HHIJ-�K201�

����3��:�����&�������$3�����4���&�����������&������	
���&���3����3���&�4����$��������
���:A�B�7:77�CB�	��
����
��������C<<���&�����	��3��7��
���&���������53����&������
�3����3����3���&�4�������4��������'
	�4��&��#�����4������53��
�����	����	�&��%���'	
���3��
7��
���&�����������3	
�#3��3��7:77�CB��C��<:5:����#��'	
���3��������53��
7:77�CB��C��<:5:��
����&�$����������3����3���&�4�����
�	��
�&�$��3����:B��
7:77�CB����#����&��������&����������'����	
�	�����������&���B�#���4�����&���9�4�����
�
����&�$����������3����3���&�4�����
����4���3��7��
���&����������&�����	��3�����&���
B�#���4�����&���9�4����������$3����	
&�����	��������&���&���	�3��&��
�

()*)L�M0N.OH�K201�

=3����3��&�4������������
�
��	����������>;�$����&��?������6������&�$��3��3��C���
����
�����	������
'��3��:P�;B7�CB�:������C���
���
����&8�����:B��9:QR:75�'	
���3��
:�����&������$����&�	����������	��3�����&�������;&&���
�������$3����3��&�4������������
�

��	����������>;�$����&��?���������B:A;5��:��:B��9:Q:QR:75�$����&�	����������	��3��
B�#���4�����&�9�@����������

()*)L�S1-2�

53�������������	�&�'	
���3��7��
���&����������
��	������
��
'����:B��9:QR:75�
���#��'	
���3�������53������	�����&�����������������		���������
����&�	��
���
�@�������53����3���&�4����$����	���	���
��3��7��
���&����������
���
������
��
'��3��
�@��������

()*)T�U1V.0W1�6<�4���������X���3�����4���8�

53�������������	�&�'	
���3��7��
���&����������
��	������
��
'���9:�;<R:�9:QR:75�
���#��'	
���3�������53������	��9�4���������������������		���������
����&�	��
���
�@�������53����3���&�4����$����	���	���
��3��7��
���&����������
���
������
��
'��3��
�@�������

Petitioner Kiosoft Exhibit 1013 
Page 118



��������	
�����������	�����
���������
����	
�
�
�
�

�

�����������	�
�������� ���	��	�����  � �!"#�

$%&%$�'()*+,-(�.(/0�1(23(4+�56�7����#���8�����7���9�

:8�������������	�;�<	
���8��=��
���;����������
��	������
��
<���>?@A:��?��?>��
B?CD?=:����E��<	
���8�������:8������	��>�E���7�����;�B�F��������������
������		���������
����;�	��
����F�������:8����8���;�7����G����	���	���
��8��=��
��
�;����������
���
������
��
<��8���F�������

$%H�IJKK*/0�LMJ+JNJO�

A<��	��8������8�����;����
����;���
���G��
����;�����������;�����������;����
E���	���;����	��
����
��8����
����;�8�������	����7�;�<	
���8����8���;�7�����:8��
�
�������	��
�������������A�P�
����5��E���8��B?A�?B�?>A�6?��
����;9��A���	����7�����
��������
����
<������<
	����
����	��
���5��E��B?A�?B��Q>��@DBA:�Q>��A:A9��
:8����8���;�7���������	
7�;�������<
	����
����	��
�������G
�G�����������	��
�;�
����;�������G��8��8��	�F����;�;�����
	��8����8���;�7��������A�P��8�������
����;���<�
A�P�;���8���������������Q66��������8����8���;�7����	��
�;�G��8��8��	�F����;�
;�����
	��������8��A��������
����R�����B��
���:����5;�<���;����B?A�?B�
�Q>��@DBA:�Q>�	��
��9�8�������;���
�

ST(�N*4TO(44�0(-,N(�U,OO�0(V,/(�+T(�N3MM(/NW�+WX(�*+�+T(�Y(),//,/)�JV�(*NT�4(44,J/%��ST(�

N3MM(/NW�+WX(�U,OO�Y(�34(0�VJM�*OO�VJOOJU,/)�+M*/4*N+,J/4�,/�+T*+�4(44,J/%��ZV�+T(�.[I�

0J(4�/J+�43XXJM+�+T,4�N3MM(/NW�+WX(\�,+�U,OO�(/0�+T(�4(44,J/%�
�
���
G��	���8��������		�������������
����;�G8��8�	�F��	�������<
	����
������8���;�7����
	��
�����;��8��	��
�����;�	����]�

.[I�IJKK*/0� I*4TO(44�̂(-,N(�1(4XJ/4(�1(43O+�

=?:D���Q>��@DBA:�Q>��A:A�_̀� B?A�?B��Q>��@DBA:�Q>�
�A:A�

�

?a�A>=�Q>�B?CD?=:����_̀� �?B��b?BA6���� �

B?A�?B��A>�?6�_̀� �A>�?66?�� �

�?>��B?CD?=:�����?>���A>�?6�_̀��?>���?>�?�c� �

�?>��B?CD?=:�_̀� �?>���?>�?�c� �

�?>��B?CD?=:�_̀� �?>��A��BQ�?��_̀� �?>��=D��?==c�

�?>��B?CD?=:�_̀� �?>��A��BQ�?��_̀� �?>���A�6DB?c�

>?@A:��?��?>��B?CD?=:�_̀� >?@A:��?��?>���?>�?�c��

>?@A:��?��?>��B?CD?=:�_̀� >?@A:��?��?>��
A��BQ�?��_̀�

>?@A:��?��?>��
=D��?==c�

>?@A:��?��?>��B?CD?=:�_̀� >?@A:��?��?>��
A��BQ�?��_̀�

>?@A:��?��?>��
�A�6DB?c�

B?�A6D?�B?CD?=:_̀� B?�A6D?�������
A��BQ�?���?>�?�c�

��

=?==�Q>��Q��6?:?�_̀� ?>��=?==�Q>� �

�
c:8����?>����>?@A:��?��?>����B?�A6D?�B?CD?=:�	��
����F�������
���������8��
���;���>�E���7�����;���B�7�����B�F����������
�
���
G��	���8��������		���������Q66�;���8���;�7����G8��8�	�F��	�������<
	����
����
	��
���<	
���8�����]�

Petitioner Kiosoft Exhibit 1013 
Page 119



��������	
�����������	�����
���������
����	
�
�
�
�

�

�����������	�
�������� ���	��	�����  � �!"��

#$%�%&''()*�+�,(-(�� %(./01..�,12341�51.6&).1�51.70-�

�899�:;� �<=<�>?=@A�@>BC>D=�E�
��D�9<A�@>BC>D=�F
���
���G�

�
�

�899�:;� �<=<�>?=@A��<?�>9�� ��������H�

�<=<�>?=@A�@>D�8?D>�I�����:;� � ��������H��

�
<����
����H�����������H�����J������������������	
K�H��L��J����
K���
����H��	
�
�
��
��
��	K�H��=J�	���	��M
�	��N�����
���
��J��	���O�
�

 G��>?��@>BC>D=��@>�<9C>�@>BC>D=����H�?>P<=��>��>?��@>BC>D=�
	��
����Q����������
���������������H�����J��D��
���H������������
�J�	�I
	H��
�J����J�����K����H
���
�����
I����R<�I����H��S�����������������H�M	
��
�����L��J���
		��
�H��L����������������J���������
���
���
����H���M��J��
���
����
������H���J���>?��@>BC>D=���J��?>P<=��>��>?��@>BC>D=����H��J��
@>�<9C>�@>BC>D=��	�����
I�H���
�H�	��L�>�����H�������

�G�=J�����������������>?���<?�>9��
����H��M��	�����L����>?��@>BC>D=��
������M
	��	����K��L����>?��<��@8�>���>?�>��	��
��������J�������J��
��J���H�K����I�����������>?���>?�>��	��
����
����M���J��
	�L������>?��
@>BC>D=�	��
���	�Q��	�������

TG�=J����J���H�K��������������D�9<A�@>BC>D=����	��
����
��899��������
�������M��J�����U�H���������K��������M
	�����

�G�=J��@>D>=��
����H������
I�H��������������������
����V�����
�����	��	����
���
�

�M��������
����H���	����K�H�����J����J���H�K����IJ������������
���
M��J���	���H��L�
������		���������������J��M
��
I��L�I����
���	O�
�

=J����J���H�K����I����<�W��J��
MM��H��L��
����H�F�
�H����	��
���I�������
M
	�J�
���LG��=J����J���H�K����I����	��
�H��
��J����N���
���I��J��J��R�8��<?��
8C=�8��D>BC>?�>S�	��
���F��XG��

�

Y-�./&70*�Z1�6&3)-1*�&7-�-&�4(./01..�*12341�*1210&61[.�-/(-�(�4&''()*�&7-�&\�.1]71)41�

3̂00�(0̂(_.�4(7.1�-/1�#$%�-&�3..71�(�5̀ à b�4&''()*�-&�-/1�4(./01..�*12341c�

�

dcecf�$70-3g$1..(h1�51.6&).1�i&['(-�

=J�����������L��	��
���M
	������	�����J����J���H�K�����
���H�������������L�����
	��
����
�����L����
����H�
	��899�����������������L���	��
M���M�N�H����L�J���J�	����
�
��
�M��
��H���	�����L�IJ�	��
������L����H���H��J����N�����L����L�����F=J���
����
���L�����L�J�����V�����
��J��Tj���������������
�H����D����
����
M��J�����H�	H�G�
�
�
	��N��������M�����J���H�K����M�����
��
		������I	����������������H����M��	����>?��
@>BC>D=������������H��
�	��
	�O�
�
 G��>?���>?�>��
�G��<9�C?�=�8?�>@@8@����
H���!J�
TG�D>DD�8?��<?�>9�@>BC>D=��
�

Petitioner Kiosoft Exhibit 1013 
Page 120



��������	
�����������	�����
���������
����	
�
�
�
�

�

�����������	�
�������� ���	��	�����  � �!"#�

$%�����������&��	��
���'%�()�*
��+��

,���,���%�-�
�

�.��/��!���� �0�

 ��� 1���
�
$%��2�	���������
3��'��	,�+� )����%���45���45�4�����&���$%����(���*
������'��	,�+�
�)��	���%���/6�75�$�85�49989����&����$%���%�	+���+�2��������&�����%���/5�46�
:4::�85�94;74:$�'��	,�+�1)��/����&%�������%��,���*��%��%���
+���������'��	,�+��)�
2���%���%�����&���
�
��������
	������
��
����%����%���
��	
���	������	3�����%�����&������%��
	+�	����*%��%��%���
�	��	����3�+��$%���������	���
����	���%����
����+��	
�
�
�������������+���

Petitioner Kiosoft Exhibit 1013 
Page 121

Multi-Drop Bus / Internal Communication Protocol

The multi-message response (hex) would look like this:

|06|0A07 I04|1B*|
12 34

The first byte above (marked 1) is the VEND DENIED message. The next two bytes (marked

2) are the MALFUNCTION/ERROR message. The third and final message is the CANCEL

SESSION REQUEST (marked 3). An eight bit checksum with the mode bit set (marked 4)

finishes the message.

It is important to note that the controller must service the messages in the order in which they

are received. This is necessary to ensure that command protocol is maintained.
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Multi-Drop Bus / Internal Communication Protocol

7.3.2 Coin Mechanism Escrow Return Actions

If present, the cashless device return button is controlled by the cashless device and it is the

responsibility of the cashless device to terminate a vend sequence if the return button is

pressed during a vend sequence.

The reaction of the VMC to the coin mechanism escrow return will vary depending upon the

state of the system at the time it is pressed. If escrow return is allowed then a coin

mechanism escrow return should be interpreted as VEND CANCEL or END OF SESSION.

1) In the Enabled state, the VMC should send a READER CANCEL command to the

cashless device. This allows the user to abort a pre-approved on-line authorisation

request.

2) In the Session Idle state, the VMC should send a SESSION COMPLETE command
to the cashless device. This will return the cashless device to the Enabled state. The

escrow return may cause the system to enter the revalue state prior to the VMC

sending the “SESSION COMPLETE” command.

3) In the Vend state, before the cashless device has sent a VEND APPROVED or a

VEND DENIED, the VMC should send a VEND CANCEL command to the cashless
device. This will cancel the vend and cause the cashless device to refund the

payment media if necessary.

4) In all other cases, no message is sent from the VMC to the cashless device.
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22 : Reader Feature Level.

Indicates the feature level of the reader. Currently feature levels are:

m - The reader is not capable or will not perform the advanced features

as specified in Table 1: COMMANDS & RESPONSES following

Section 7.3.2. The reader will not provide advanced information to

the VMC, but can do the advanced features internally (transparently

to the VMC). The reader has no revaluation capability.

fl - The reader is capable and willing to perform the advanced features

as specified in Table 1: COMMANDS & RESPONSES following

Section 7.3.2. The reader will provide advanced information to the

VMC (if possible) and will not do the advanced features internally.

Q - The reader is able to support level 02, but also supports some or all

of the optional features listed in the EXPANSION ID command (i.e.,

file transfer, 32 bit credit, multi-currency/ language features,

negative vend, and / or data entry).

Z3-Z4 : Country / Currency Code - packed BCD.

The packed BCD country / currency code of the reader can be sent in two

different forms depending on the value of the left most BCD digit.

If the left most digit is a 0, the International Telephone Code is used to

indicate the country that the reader is set-up for. For example, the USA

code is 00 01H (23 = 00 and Z4 = 01).

If the left most digit is a 1, the latest version of the ISO 4217 numeric

currency code is used (see Appendix A1). For example, the code for the

US dollar is 18 40H (22 = 18 and Z3 = 40) and for the Euro is 1978 (23 =

19 and Z4 = 78). Use FFFFh if the country code in unknown.

For level 3 cashless devices, it is mandatory to use the ISO 4217 numeric

currency code (see Appendix A1).

ZS : Scale Factor.

The multiplier used to scale all monetary values transferred between the
VMC and the reader.

26 : Decimal Places.

The number of decimal places used to communicate monetary values

between the VMC and the payment media reader.

All pricing information sent between the VMC and the payment media

reader is scaled using the scale factor and decimal places. This

corresponds to:

ActualPrice = P-X-1O‘Y

where P is the scaled value send in the price bytes, and X is the scale

factor, and Y is the number of decimal places. For example if there are 2

decimal places and the scale factor is 5, then a scaled price of 7 will
mean an actual of 0.35.
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Reader responses:

 
Z1 : JUST RESET

Indicates the payment media reader has been reset.

Note: the difference between ACK and JUST RESET responses is:
00H 00H* =JUST RESET

00H* =ACK

*mode bit=1

Country Country Scale Decimal Application Miscellaneous

Feature Code Places Maximum Options

Response
Time

Z6 Z7 Z8
 
See paragraph 7.4.2 for a detailed explanation of this response.

Display Display

 
Z1 : DISPLAY REQUEST

The payment media reader is requesting a message to be displayed on

the VMC’s display.

22 : Display Time - 0.1 second units

The requested display time. Either the VMC or the payment media

reader may ovenivrite the message before the time has expired.

Z3-Z34 : Display Data — ASCII

The message to be displayed. Formatting (leading and/or trailing blanks)

is the responsibility of the payment media reader.

The number of bytes must equal the product of Y3 and Y4 up to a

maximum of 32 bytes in the setup/configuration command.
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Multi-Drop Bus / Internal Communication Protocol

xx000001b -1 User Group (Z11 = EVA-DTS Element DA701)

Price list number (Z12 = EVA-DTS Element LA101)*

xx000010b -2 User Group (Z11 = EVA-DTS Element DA701)

Discount group index (Z12 = EVA-DTS Element MA403)

xx000011b -3 Discount percentage factor (Z1 1 =00, 212 = 0 to 100**,

report as positive value in EVA-DTS Element MA404)

xx000100b -4 Surcharge percentage factor (Z11=00, 212 = 0 to 100**,

report as negative value in EVA-DTS Element MA404)

* User Group is a segmentation of all authorized users. It

allows selective cost allocation. A User Group usually has

no direct relation to a price list.

Price Lists are tables of prices. Each Price List contains an

individual price for each product.

Discount Group indicates the Price List on which the

Percentage Factor will be applied.

If the User Group, the Price List or Discount Group is

unknown by the VMC, the normal prices are used (Z10 is

defaulted to 00h).
Minimum value for Z11 and 212 is 0.

** Percentages are expressed in binary (00 to 64h)

Note:

These functions may NOT be supported by all VMCs.

Z11-Z12: Payment data as defined above.

Z13-Z14 User language to use during this session (2 ASCII characters per ISO

639:Iatest version). The user language is read from the patrons card

and, if supported, should be used instead of the VMC default language

(taken according to the setup command International Telephone code)

up to the next “session complete”. If the VMC is not able to support this

language, the default setting should be used.

Z15-Z16 User currency code to use during this session per ISO 4217 (see

Appendix A1). The value is configured as packed BCD with the leading

digit a 1 (one). For example, the code for the US dollar would be 1840

(Z15 = 18 and 216 = 40). and for the Euro is 1978 (26 = 19 and 27 =

78).

Z17 Card options (overrides any previous default settings for reader)

b0=0: The VMC displays the credit if it is programmed to do so

b0=1: The VMC must not display the credit (privacy purpose — user

option)

b1=0: The actual inserted patrons card has no refund capability

b1=1: The actual inserted patrons card has refund capability (Note: a

reader with refund capability may be used with both type of

cards)

b2=0 The actual inserted patrons card has no revalue capability

b2=1 The actual inserted patrons card has revalue & negative vend
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0100: Communications Error2

0101: Reader Requires Service2

0110: Unassigned2
0111: Manufacturer Defined Error2

1000: Reader Failure3

1001: Communications Error3

1010: Payment media Jammed3
1011: Manufacturer Defined Error

1100' Refund error — internal reader credit lost

1101:1111: Unassigned

1 Transient error - Reported once

2 Non-transient error - Reported every POLL until cleared. Reader still
functional.

3 Non-transient error - Reported every POLL until cleared. Reader not

presently functional.

yyyy = Manufacturer defined subcode

Transient Error Handling

The error will be reported to the VMC until it has been ACKnowledged. The error state

will be cleared in the reader, and normal operations will continue.

Non-transient Error Handling

The error will be reported to the VMC at each POLL as long as it exists. If the reader is

still functional, multi-message responses will allow normal responses in addition to the

error report.

Note: Refund error is sent from the media reader when it is not able to refund money to the

payment media following a failed or cancelled vend. The reader internally cancels the credit
and the credit is lost.

Command

Out of

Sequence

(OBH)
Z1
 
Level 01 Readers

Z1 : COMMAND OUT OF SEQUENCE (Level 01 readers)

The payment media reader has received a command that is not

executable in its current state, or that violates one of the uninterruptable

sequences. The offending command should be ACKed but not acted

upon the reader. The VMC will send the RESET command to the reader

upon reception of this response. Note that the reader will continue with
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Multi-Drop Bus / Internal Communication Protocol

any credit update process prior to resetting.

Command Status

Out of

Sequence

(OBH)
Z1
 
Level 02 l 03 Readers

Z1 : COMMAND OUT OF SEQUENCE. (Level 02/03 readers)

The payment media reader has received a command that is not

executable in its current state, or that violates one of the uninterruptable

sequences. The offending command should be ACKed but not acted

upon the reader. The VMC will send the RESET command to the reader

upon reception of this response. Note that the reader will continue with

any credit update process prior to resetting.

ZZ : Status

The state of the payment media reader.
01: Inactive state

02: Disabled state

03: Enabled state

04: Session idle state

05: Vend state

06: Revalue state

07: Negative Vend state

Revalue

Approved

(ODH)
Z1

Level 02 l 03 Readers

 
Refer to paragraph 7.4.16 for detailed explanation.

Revalue

Denied

(OEH)
Z1

Level 02 l 03 Readers

 
Refer to paragraph 7.4.16 for detailed explanation.

Revalue Revalue
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Multi-Drop Bus / Internal Communication Protocol

Limit Amount Limit Amount

(OFH)
Z1 22-23

Level 02/ 03 Readers

Refer to paragraph 7.4.17 for detailed explanation.
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Multi-Drop Bus / Internal Communication Protocol 

Revalue Revalue

Limit Amount Limit Amount

(OFH)
Z1 22-25

Level 03 (EXPANDED CURRENCY MODE) Readers

Refer to paragraph 7.4.17 for detailed explanation.

 

File Data of User File Of User File 
Level 02 Readers

Obsolete Response — Do not use for new designs!! (Use EXPANSION — Diagnostics)

Refer to paragraph 7.4.19 for detailed explanation.

Time/Date

Request

(11H)
Z1

Level 02/ 03 Readers

 
Z1 : TIME DATE REQUEST

In certain circumstances it will be necessary to synchronize the real
time clock of the card reader with real time clock of the VMC. The card

reader will respond with TIME/DATE REQUEST to a POLL command
of the VMC. The VMC will follow with the EXPANSION-WRITE

TIME/DATE FlLE to the card reader. Refer to paragraph 7.4.19.
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Multi-Drop Bus / Internal Communication Protocol

FTL

REQ TO RCV

(1 BH)
Z1

Level 03 Readers (if File Transport Layer option enabled)

 
Z1 : FTL REQ TO RCV

The reader is requesting to receive data from a device or VMC.

22 : FTL Destination Address

The destination address of the response as defined in Section 2.6.

23 : FTL Source Address (Reader = 10H / 60H)

The source address of the response as defined in Section 2.6.

Z4 : FTL File ID

The type of information desired as defined in Section 2.6.

25 : FTL Maximum Length
The total number of blocks in the file as defined in Section 2.6.

26 : FTL Control

Data transfer control information as defined in Section 2.6.

FTL

RETRY/DENY

(10H)
21

Level 03 Readers (if File Transport Layer option enabled)

 
Z1 : FTL RETRY/ DENY

The reader is requesting a device or VMC to retry or deny the last FTL
command.

22 : FTL Destination Address

The destination address of the response as defined in Section 2.6.

23 : FTL Source Address (Reader = 10H / 60H)

The source address of the response as defined in Section 2.6.

24: FTL Retry Delay

The retry delay as defined in Section 2.6.
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Multi-Drop Bus / Internal Communication Protocol

 
Level 03 Readers (if File Transport Layer option enabled)

Z1 : FTL SEND BLOCK

The reader is sending a block of data (maximum of 31 bytes) to a device
or VMC.

ZZ : FTL Destination Address

The destination address of the response as defined in Section 2.6.

23 : FTL Block #

The sequential number of the block as defined in Section 2.6.

24- Z34 FTL Data (maximum of 31 bytes)

' The actual data portion of the block as defined in Section 2.6.

FTL

OK TO SEND

(1 EH)
Z1

Level 03 Readers (if File Transport Layer option enabled)

 
Z1 : FTL OK TO SEND

The reader is indicating that it is OK for the device or VMC to send it data.

22 : FTL Destination Address

The destination address of the response as defined in Section 2.6.

23 : FTL Source Address (Reader = 10H / 60H)

The source address of the response as defined in Section 2.6.
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Multi-Drop Bus / Internal Communication Protocol

Designers of cashless devices must pay special attention in implementing this command,

especially for non locking readers. Credit should only be generated on the media upon final

reception of VEND SUCCESS to avoid unwanted credit in the system.

Designers of both the VMC and the readers have to deal with fault conditions of such a system

carefully. A normal sequence description is added to the example vend sessions with hints to

different application features.

MDB/ICP Version 4.2 February, 2011 petitioner Kiosofl Efifiofi 1013
Page 153



��������	
�����������	�����
���������
����	
�
�
�
�

�

�����������	�
�������� ���	��	�����  � �!"#$�

�

%&'&()�*+,-+*�.�-/01234�

�
5��6�	�
7 �8���9�8:�
�

�
�������
7��8:�
; �

�

<(�=� 5>?�>5���@?�A>�
BC����D
	���C������������6���	��6�	��C������C�������6�����6����������
C
��6��
��
�E�	�������������	
�F�����������6���D
	��C����	�
��
D�
G��6��E�����6��E�����G������������	��������6����E��C��5>?�>5�
>H?�A>��
����6��BC������������6���	��6�	�C
��6�	����������@>BI��
��D
	����
���

JKL+� ?����	������
������	
E	��M�����
������DD����6���6�C
��6��
��������
����
�
	�����
������
���

�

*41N4O�O40PQR04S�
�
���H
������	��
���
�

%&'&(T�*+,-+*�.�+R1234�

�
5��6�	�
7 �8���9�8:�

�
>������
7� 8:�
; �

�

<(�=� 5>?�>5�>H?�A>�
BC����D
	���C������������6���	��6�	��C�����C�������������6����������
C
��6��
M�������������	
�F�����������6���D
	�G��6��E���	�
���BC��
�
����6�����������6��
���	��6�	�����C��������6�������
��������
G��6��E�
��	���
���

�

*41N4O�O40PQR04S�
�
���H
������	��
���
�

Petitioner Kiosoft Exhibit 1013 
Page 154



��������	
�����������	�����
���������
����	
�
�
�
�

�

�����������	�
�������� ���	��	�����  � �!"#$�

%&'&('�)*+,*)�-�./0123�

4��5�	�
6 �7���8�79�

�������
6��79�
: �

�

;(�<� 4=>�=4��>?�=@�
AB���
����5������5��
���
	������������5���	��5�	�����C�����DB��B�

���	�����B��=�����5�������������B��E�	����	��
E����
����5�	��
���
�F������DB��B�	�F��	�����>?�=@@=��	��
���E	
���B��	��5�	��

�

)2/G2H�H2IJK0I2L�
�

��������5�
6�M79�
N �

�

O(�<� �>?�=@@=��
AB�����B��	��5�	P�	��
����
��B��4=>�=4��>?�=@��
����5�E	
��
�B�������AB���
����5��
��	������
����5�	��
����F����������
�����
�������	
�	���������B��=�����5�������

�

%&'&(Q�,+R+�*SR);�T�)2IJK0I2��UV2W�*0XHY2IZ�

�
AB����	�
��
E��B��
C�	���������=��	��	�F������	��
����F���������
����
D��B�����B����
��	��
�����	�5����6����������	5�C���5���
�������	9����[��B��������
������
��
���B��C��5��[�
���B�������
�

R\2�,+R+�*SR);�H2]̂2IX�_�H2IJK0I2�I2]̂2012�1/0�K11̂H�Y0�X\2�*0/̀32G�IX/X2�K03W&��aX�
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Multi-Drop Bus / Internal Communication Protocol

The data portion of this command is defined by the manufacturer and is

not part of this document.

Reader response:

Diagnostics User

Response Defined

(FFH)
z1 ZZ-Zn
 

Z1 : DIAGNOSTICS RESPONSE

ZZ-Zn : User Defined Data.

The data portion of this response is defined by the manufacturer and is

not part of this document.

7.5 Cashless Device Non-Response Time

The default maximum non-response time for a cashless device is 5 seconds. This is the

maximum time for which a cashless device will not respond to a command or a POLL with

ACK, NAK or a message. The “Application Maximum Response Time” reported in byte Z7 of

the Reader Configuration Data (7.4.2) supersedes this default value if Z7 is greater.

Unless othenNise specified, a VMC should also use this value as a timeout for a response to

commands that require data to be returned. (See Section 7.3.)

7.6 Cashless Device Power Requirements

The current draw for any cashless device must fall within the following limits. All

measurements are at the minimum VMC Voltage Output.

ldle mode = 300 mA. (avg.) continuous

Transport or ReadNVrite cycle = 1.5 A @ 50% maximum duty cycle up to 5 seconds.
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����	�]�g	
���̂��T�U�g
��
_��h��̂��
�PR��VPWXPSY��

T�U� N� � �

Petitioner Kiosoft Exhibit 1013 
Page 180



��������	
�����������	�����
���������
����	
�
�
�
�

�

�����������	�
�������� ���	��	�����  � �!"#$�

%&'()*%�+%,-�.%../0,�12�

3)45678849:5;�7<=>94?@7=?9A�7B94=5;�BC�D9?A��

E5D>7A?FE�5FD49G�45=<4A�B<==9A�B5H945�I%J/,�.%../0,K�
�

L9A=49MM54� � L7F>M5FF�-5:?D5� .=7=5�

� � � �
� NF54�FG?85F�87CE5A=�E5;?7�
� � � OP�����QR�
�STT� U� � �
� V� W�X� �
� � � �
YPW�PY��WZ�PT� U� � �
� V� W�X� �
� � � �
� 3/H�788M?D7BM5[�457;54�7B94=F�\0.]�D9EE<A?D7=?9AF[�5̂5D=F�87CE5A=�

E5;?7[�5=D___K�
� � � �
�STT� U� � �
� V� �WZ�PTTP�� �
W�X� U�

�

Petitioner Kiosoft Exhibit 1013 
Page 181



��������	
�����������	�����
���������
����	
�
�
�
�

�

�����������	�
�������� ���	��	�����  � �!"##�

$%&'()$�*$+,�-$--./+�012�

3-45678�+869:4;8�*85<=�
�

>?5:@?778@� � >9AB78AA�,8;4C8� -:9:8�

� � � �
�DEE� F� � �
� G� �HI�J�KHKK�DJ� LK��
���M��N�
O�P� F� � �
� Q�	����	��M�������������M������M����	��M��R������	
M�����SR��R�

S��M������M�T���M��
	��	��M���������
������
���
��M����U���R��
M��	�M��	
M����SR��R�S����������	��M�����	�
��

JHIOV��H� �HJ��
WHXQHKV�

F� � �

� G� O�P� L���MN�
�DEE� F� � �
� G� �HJ��O��WD�H�� �
� VR����������	��M�	���������
��MM��R��M��	�M�T������
��R���	�M���
O�P� F� � �
� VR���	
M�������
S�U������������M�U	
���R�����R����
	��R����	�R��

U�������U���R�M����	��
��
U���T���M��	
M����
�HJ��KQ��HKK� F� � �
� G� O�P� LK��
���M��N�
� VR������������M���	��M�	�R���MM�M��R���	�M���
KHKK�DJ�
�D��EHVH�

F� � �

� G� O�P� �
�DEE� F� � �
� G� HJ��KHKK�DJ� LH�����MN�
O�P� F�
�

J
	�����������
	��
�����	���	��T��M
	������R��Y��R���	
M����U�	�����U
	���R�����	
�����	��
R����	M�����������
��R��������
�M������R����Z���T��T��M�	�[������������R����
���M����������
	���R�M����������	���	��T��M
	��U	
���R���������R���	
M��������	��M��U������������M��
VR�	�U
	����R�	�����
����M�U
	��R��U�	�R�	��[��������R��������T��M��������M��T��M�
�����S����U
��
S����R�
�R�	�����M��������
�

�U��R������������M���	��M�	����
��������
���M�����R���	�M�����R�	��S��������S
��
�M���
�\�
�

]�VR��	���	��T��M
	���������
���	
S��R���	
M�����U��	��R��T��M�M����M������R�������R��
��
���
���������������R���	
M������	���	����M��R���	�M���	���������R��Z�M��

�

]�VR��	���	��T��M
	����
��������
���	
S��R���	
M�����U��	�T��M�M����M������R���������
��
�
�������R
��M����������M��R�	��R
��M���������M�����	�M���S��R����R�������L���N��
SR��R��
��M����	���	��M����
�R�	������L�����	���	���
�����
Y�������N��

�

�U���	���	��T��M
	���������
���	
S��R���	
M�����Z������R��T��M
	��
	��������������R���	
M����
U�������
������T��M��������M�S�����������R�������R�	������R������
���U������
�M���
��
SR��R����
S��
�U����������������
U��R���	
M�����VR��	���	��T��M
	��R�����
���R����
��
S��R�T��M�U����M������M�
U�T��M���������M������Z��
��R��	��M�	��
���
���M�����R�������
�	�M����
	���U��R������������M������
��
�Z�	��	������	�[����	�����	��
��
U��R����M����

Petitioner Kiosoft Exhibit 1013 
Page 182



��������	
�����������	�����
���������
����	
�
�
�
�

�

�����������	�
�������� ���	��	�����  � �!"#!�Petitioner Kiosoft Exhibit 1013 
Page 183

Multi-Drop Bus / Internal Communication Protocol

MDB/ICP Version 4.2 February, 2011 petitioner Kiosofl Efiffit 1013
Page 183



��������	
�����������	�����
���������
����	
�
�
�
�

�

�����������	�
�������� ���	��	�����  � �!"#$�

%&'()*%�+%,-�.%../0,�122�

3'45678�/94:�8;6;:�<=;><?�8:;@�

�

A<?;B<44:B� � A68C4:88�-:D>E:� .;6;:�

� � � �
�FGG� H� � �
� I� J�K� LM�����NO�
� � � �
�MP��QMRSMTU� H� � �
� I� J�K� L���NO�
� � � �
�FGG� H� � �
� I� J�K� L	������N� ������ S�	� �	�����

��V�����N���
	�����
��O�
� � � �
�FGG� H� � �
� I� �MP��J��QF�M�� �
J�K� H� � �
� � � �
�MP��TS��MTT� H� � �
� I� J�K� LT��
���N��O�
� � � �
TMTT�FP�
�F��GMUM�

H� � �

� I� J�K� �
�FGG� H� � �
� I� MP��TMTT�FP� LM�����NO�
J�K� H�

�
�
�

%&'()*%�+%,-�.%../0,�A',A%**%-�12W�

3'45678�/94:�8;6;:�<=;><?�8:;@�

�

A<?;B<44:B� � A68C4:88�-:D>E:� .;6;:�

� � � �
�FGG� H� � �
� I� J�K� LM�����NO�
� � � �
�MP��QMRSMTU� H� � �
� I� J�K� L���NO�
� � � �
�FGG� H� � �
� I� J�K� L	������N� ������ S�	� �	�����

��V�����N���O�����������N�
X�
�V�����V������	��N�

� � � �
� � � �

Petitioner Kiosoft Exhibit 1013 
Page 184



��������	
�����������	�����
���������
����	
�
�
�
�

�

�����������	�
�������� ���	��	�����  � �!"#$�

�%&���'&�%(� )� � �
� *� '�+� ,-��
���.��/�
�0((� )� � �
� *� �%&���%&�%�� ,-��
���.��/�
-%--�0&�
�0��(%1%�

)� � �

� *� '�+� �
�0((� )� � �
� *� %&��-%--�0&� ,%�����./�
'�+� )�

�
�

2345672�829:�;2;;<=9�><52=?>@AB�

C4DEFGH�<IDJ�HKFKJ�LMKNLO�HJKP�

�

QLOKRLDDJR� � QFHSDJHH�:JTNUJ� ;KFKJ�

� � � �
�0((� )� � �
� *� '�+� ,%�����./�
� � � �
�%&��V%WX%-1� )� � �
� *� '�+� ,���./�
� � � �
�0((� )� � �
� *� '�+� ,	������.� ������ X�	� �	�����

��Y�����.���
	�����
��/������
���

���	�

� � � �
�0((� )� � �
� *� �%&���%&�%�� �
'�+� )� � �
� � � �
� � � �
-%--�0&�
�0��(%1%�

)� � �

� *� '�+� �
�0((� )� � �
� *� %&��-%--�0&� ,%�����./�
'�+� )�

�
�

Petitioner Kiosoft Exhibit 1013 
Page 185



��������	
�����������	�����
���������
����	
�
�
�
�

�

�����������	�
�������� ���	��	�����  � �!"!��

�
�

#$%&'(#�)%*%�#+*,-�.#../0+�12�

3*4566�768�)9:9�#;:58�<=�'5>?@:�A�%B:65CB7B�D>5�#;:5C6BE�

�

F>;:5>GG65� � F9B4G6BB�)6HCI6� .:9:6�

� � � �
� � '56HC>JBG8�#;9KG6L� M�����N�

�OPP� Q� � �
� R� �STS�MUTVW�VMXYMZT�[�

��Z�PSW�VMXYMZT��\�	
���]�
�

S�̂ � Q� � �

� �� �

� _B65�@JB46B�.6G6I:C>;�̀68�2� �
�STS�MUTVW�
VMZ�OUZM�\̂��� ]�

Q� � �

� R� S�̂ � �
�OPP� Q� � �
� R� ��Z�PSW�VMXYMZT�\�	
����[�a]� �
S�̂ � Q� � �
� �� �

� _B65�@JB46B�.6G6I:C>;�̀68�b� �

�STS�MUTVW�
VMZ�OUZM�\̂����]�

Q� � �

� R� S�̂ � �
�OPP� Q� � �
� R� ��Z�PSW�VMXYMZT�\�	
����[�aa]� �
S�̂ � Q� � �
� �� �

� _B65�@JB46B�.6G6I:C>;�̀68�c� �

�STS�MUTVW�
VMZ�OUZM�\̂���d]�

Q� � �

� R� S�̂ � \M�����N]�
�OPP� Q� � �
� R� ��Z�PSW�VMXYMZT�\�	
����[�aaa�

�����������������������������������
	�eM��	��Ô f]�
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Multi-Drop Bus / Internal Communication Protocol

Section 8

Communications Gateway

VMC/Peripheral Communication Specifications 

8.1 Introduction

This section defines the communications bytes sent and received between a Communications

Gateway (Comms Gateway) and the VMC. The Comms Gateway address is 00011xxxB

(18H).

Unless othenivise stated, all information is assumed to be in a binary format.

After the VMC has issued a command, the Comms Gateway must respond with a reply. The

reply may be an ACK or a detailed message response. If the command format expects a

response, the Comms Gateway may: 1) respond with an ACK, to acknowledge receiving the

command, and send the response later as a response to a POLL, or 2) immediately respond

with the expected message.

The Comms Gateway response to a command from the VMC may be an ACK, a single

message, or if there is more data to send it may be a multi message reply, up to the MDB

maximum of 36 bytes.

The following command / response set has been defined to provide a means to transfer

vending information system data from the VMC to the Comms Gateway in one of two ways;

1) Entire DTS files (including DXS, ST, SD1, G85, SE, and DXE records) are transferred

using the file transport layer (FTL) of MDB.

2) Activity “Reports” are sent from the VMC to the Comms Gateway every time something

happens in the vending system, it is then the Comms Gateways responsibility to store and

assemble the DTS file. (DXS, ST, SD1, G85, SE and DXE data are not sent.) Obviously, a

combination of these two methods can be designed to meet specific needs also.
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Multi-Drop Bus / Internal Communication Protocol

Type = 02, DTS Event (1) 05-DTS Event Acknowledge (1)
DTS Event Code

Date

Time

Duration

Activity
Terminal ID

Type = 03, Asset ID

Asset Type = 0n
Manufacture Code

Serial Number

Model Number

Software Version

Type = 03, Asset ID

Asset Type = 8n
Asset Number

Type = 04, Currency ID

VMC Currency Code

VMC Currency
VMC Decimal Point

Type = 05, Product ID (1)

Product Identification (20)
Selection Presence

CONTROL 1CH 00H - Disable

01 H - Enable

02H - Transmit

EXPANSION 1FH 00H - Identification 06H - Peripheral lD:

Mfg. code
Serial number

Model number

Software ver.

0 t. features

 01H - Feature enable (1)
Features enabled 4

02H — Time/Date Request (1) 07H — CG Time/Date

Time/Date (1 ) Years
Months

Days
Hours

Minutes

Seconds

Day of Week
Summertime

Holida

REQ TO RCV 1CH- RETRY/ DENY

RETRY/ DENY

SEND BLOCK
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Multi-Drop Bus / Internal Communication Protocol

FDH - FTL (option) 1DH - SEND BLOCK
OK TO SEND

FEH - FTL (option) 1EH OK TO SEND
REQ TO SEND 1CH - RETRY/DENY

FFH - Diaonostics n FFH - Dianostics n
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Multi-Drop Bus / Internal Communication Protocol

Z1 =00

Z1 =01

Z1 =02

Z1 =03

Z1 =04

JUST RESET

Indicates the Comms Gateway has been reset internally or on command from the
VMC.

COMMS GATEWAY CONFIGURATION

The Comms Gateway is responding to a SETUP command. This response

includes the following data;

22 = Comms Gateway feature level

The feature level of the Comms Gateway. Currently the highest

feature level is 03, with no requirement to support previous

(obsolete) levels 1 and 2.)

Z3 - Z4 = Application maximum response time

The maximum length of time, in seconds, that an Comms Gateway

may be unable to respond to any commands. This includes the time

communicating over an external network. The VMC should

continue POLLing the Comms Gateway during this time in an

attempt to re-synchronize communications earlier. When the

Comms Gateway is ready to communicate over the bus again, it

should respond to the next POLL with COMPLETE (if

communicating externally) or ACK. This time essentially replaces

the standard MDB non-response time, as such it’s default value is

equal to the defined non-response time (5 seconds).

REQUEST TO TRANSMIT

The Comms Gateway is requesting permission to transmit data to an external

collection device. This is done to control the bus power supply. The Comms

Gateway should continue sending this response to each POLL until permission to

transmit has been granted or the need to transmit goes away.

DATA TRANSMITTED

The Comms Gateway is finished transmitting to an external collect device.

ERROR

The Comms Gateway has developed some type of detectable error. The error

codes will be sent continuously, or until the error is resolved.

22 — Zn = Error code

The error codes are ASCII strings taken from the EVA DTS
Communications fault list.
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Multi-Drop Bus / Internal Communication Protocol

Z1 = 05 DTS EVENT ACKNOWLEDGE

The Comms Gateway has recognized that a DTS Event has occurred and must

act accordingly. The specific actions will be defined by the Comms Gateway

operational specifications.

Z1 = 06H PERIPHERAL ID

Comms Gateway is sending peripheral ID information. This response includes

the following data;

22-24:

25-216 =

Z17 -ZZ8 =

229 - Z30 =

Z31 - Z34 =

MDB/ICB Version 4.2

Manufacturer code

Identification code for the equipment supplier. Sent as ASCII

characters. Blanks (20H) are acceptable.

Serial number

Factory assigned serial number sent as numeric ASCII characters.

All bytes must be sent. Zeros (30H) and blanks (20H) are

acceptable.

Model number ASCII.

Manufacturer assigned model number sent as ASCII characters. All

bytes must be sent. Zeros (30H) and blanks (20H) are acceptable.

Software version

Current software version sent as packed BCD.

Optional Features

Each of the 32 bits indicate an optional features availability. If the

bit is set the feature is available. Currently defined options are:

b0: File transport layer support
b1: Verbose mode: See REPORT command

b2 : Expansion Time/Date Request command

b3- b31: Future use, must be set to 0.
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Multi-Drop Bus / Internal Communication Protocol

Z1 = 07H RADIO SIGNAL STRENGTH

The Comms Gateway is reporting its signal strength from the network. This

response includes the following data;

22 = Signal Strength

The level of radio signal strength detected by the Comms Gateway.

This is a binary number from 00H to 64H (100%) representing the

percentage of expected signal. This can be sent after every POLL,

or as needed due to changes in the signal.

Note that all FTL responses below are defined in Section 2.6. For the Comms Gateway, the

source address will always be the Comms Gateway (18H) as defined in Section 2.3.

21 = 1BH REQ TO RCV (File Transport Layer)

The Comms Gateway is requesting to receive data from a device or VMC.

22 = Destination address of response

Z3 = Source address of response (18H)
Z4 = File ID

Z5 = Maximum length
26 = Control

21 = 1CH RETRY/DENY (File Transport Layer)

The Comms Gateway is requesting a device or VMC to retry or deny the last FTL
command.

22 = Destination address of response

23 = Source address of response (18H)

24 = Retry delay

21 = 1DH SEND BLOCK (File Transport Layer)

The Comms Gateway is sending a block of data (maximum of 31 bytes) to a
device or VMC.

22 = Destination address of data

23 = Block #

24-234 = Data (maximum of 31 bytes)

21 = 1EH OK TO SEND (File Transport Layer)

The Comms Gateway is indicating that it is OK for a device or VMC to send it
data.

22 = Destination address of response

23 = Source address of response (18H)
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Multi-Drop Bus / Internal Communication Protocol

Y1 = Type: The type of activity that is being reported, includes one of the following:

01H Transaction

02H DTS Event

03H Asset ID

04H Currency ID
05H Product ID

 

   
If Y1 = 01H then the following “Transaction” data fields have been identified to be included:

Y2= Transaction Type

This field defines the type of transaction that the following data describes.

The defined transaction types include;

01H

02H

03H

04H

Neoative Vend

07H

Manual / Service

 
-
-
-
-
NEE-—
HEI-
-
HEI-

* The end of a “Vendless” transaction is defined by the VMC manufacturer, for example

an escrow request, a failed vend, etc.

Y3—Y4=

Y5—Y6=

Y7—Y8=

Item Number

This is the binary field used to link REPORT type 01 to REPORT type 05.

It is an item number, OOOOH through FFFFH of the selected product

involved in the most recent transaction. This number is defined by the
manufacturer.

Price (PA102)

The established price of the product involved in the most recent

transaction. The established price is the price before any adjustments i.e.

discounts surcharges, etc.

Cash in, Coin Tubes (CA303/CA307 or CA1001/CA1002)

The value of cash deposited into the coin tubes since the completion of

the previous transaction.
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Multi-Drop Bus / Internal Communication Protocol

Y9 — Y10 = Cash in, Cashbox (CA302/CA306)

The value of cash deposited into the cashbox since the completion of the

previous transaction.

Y11 — Y12 = Cash in, Bills (CA304/CA308)

The value of cash deposited into the bill stacker since the completion of

the previous transactions.

Y13 — Y14 = Value in, Cashless Device #1 (DA201/DA203)

The value removed from the media in cashless device #1 since the

completion of the previous transaction.

Y15 — Y16 = Value in, Cashless Device #2 (DBZO1/DBZO3)

The value removed from the media in cashless device #2 since the

completion of the previous transaction.

Y17 — Y18 = Revalue to Cashless Device #1 (DA401/DA402)

The value returned to the media in cashless device #1 since the

completion of the previous transaction.

Y19 — Y20 = Revalue to Cashless Device #2 (DB401/DB402)

The value returned to the media in cashless device #2 since the

completion of the previous transaction.

Y21 — Y22 = Cash out (CA401/CA403 or CA402/CA404)

The total value of the cash dispensed from the system since the

completion of the previous transaction.

Y23 — Y24 = Discount Amount (CA701/CA702)

The value of any discounts awarded since the completion of the previous
vend.

Y25 — Y26 = Surcharge Amount (CA705/CA706)

The value of any surcharges collected since the completion of the

previous vend.

Y27 = User Group # (DA701 or DB701)

MDB/ICB Version 4-2 February, 2011 Petitioner @6is Exhibit 1013
Page 200



��������	
�����������	�����
���������
����	
�
�
�
�

�

�

����������	�
������ �������	��	�����  � !" #�

$%����	�&	
��������	��%����%���	������
�����
�����'�(��%��
�
)�!�*� �	����+��� ,+- � .�
�

$%���	���������%����%���	������
�����
�����'�(��%�
�
)�/�0�)#��*������ ,�-1� .�
�

$%��'����
2��%���	������
���$%��'��������������������%��2
��
(��&�
�3������))))���������
	��4������� 5���	�%������(
��'������6���6�
�#6� 56���2��%��'�������
��7�
(���%���������	��2����'�(��%�//6��

�
)##�0�)#��*�$���� ,�-1��.�
�

$%�������
2��%���	������
���$%��'���������������������%
�	�2
	��������
�%��2
��
(��&��3������66�����
	��4�������89#�����(
��'���� !6�#�6��
�2��%����������
��7�
(���%���������	��2����'�(��%�//6��

�
�2�) �*���6��%����%��2
��
(��&�:�$;�<=���>�'����2���'�%�=��������'����2��'��
���������'�'9�
�

)��0�)  �*��$;�<=�����
'�� ,<- � �
	�<-�� �
	�<-5� .�
�

$%����������%������	���-;�����
'��'�2����&��%���=��������&�	��
	��'��
$%���
'���	����������%��<�-��$;�������������''���
���
��%�����'�	'�
�$;��=�����
'����������		
&���
���=������	��
	��'���:<-#>���'����
(�	�

���&���=������	��
	��'���:<-5>��

�
) ��0�) 1�*������ ,<- ��.�
�

$%��'����
2��%���=�����$%��'��������������������%��2
��
(��&��3������
))))���������
	��4������� 5���	�%������(
��'������6���6��#6� 56��
�2��%��'�������
��7�
(���%���������	��2����'�(��%�//6��

�
) 8�0�) 5�*�$���� ,<- �#.�
�

$%�������
2��%���=�����$%��'��������������������%��2
��
(��&��3������
66������
	��4�������89#�����(
��'���� !6�#�6���2��%����������
��
7�
(���%���������	��2����'�(��%�//6��

�
) !�0�)� �*���	���
�� ,<-��8.�
�

$%��'�	���
��
2��%���=��������
������������$%��'����������������	����
	�
�4���������%
�	���'� 1��������(
��'������6���6���6���6?�

�
)���*� -���=���� ,<-��1.�
�

Petitioner Kiosoft Exhibit 1013 
Page 201

Multi-Drop Bus / Internal Communication Protocol

Y28 =

Y29 — Y32 =

Y33 — Y34 =

The user group number that the transaction is associated with.

Price List (LA101)

The price list that the transaction is associated with

Date (PA501)

The date of the transaction. This data is sent as BCD in the following

sequence YYYY/MM/DD. For example, 17 March 2002 would be 20H 02H

03H 17H. If the date is not known these bytes are filled with 99Hs.

Time (PA502)

The time of the transaction. This data is sent as BCD , 24 hour format, in

the following sequence HHMM. For example, 6:30 PM would be 18H 30H.

If the time is not known these bytes are filled with 99Hs.

If Y1 = 02H then the following “DTS Event” data fields have been identified to be included:

Y2 — Y11 = DTS Event Code (EA101 or EA201 or EA701)

This is an alpha-numeric ASCII code defining the event being reported.
The codes are list in the EVA DTS manual. In addition to the standard

DTS event codes, an interrogation event is reported as “EA3” and a power

outage event is reported as “EA7”.

Y12 — Y15 = Date (EA102)

The date of the event. This data is sent as BCD in the following sequence

YYYY/MM/DD. For example, 17 March 2002 would be 20H 02H 03H 17H.

If the date is not known these bytes are filled with 99Hs.

Y16 — Y17 = Time (EA103)

The time of the event. This data is sent as BCD in the following sequence

HH/MM. For example, 6:30 PM would be 18H 30H. If the time is not

known these bytes are filled with 99Hs.

Y18 — Y21 = Duration (EA206)

The duration of the event in total minutes. This data is sent as binary. For

example, 4 hours and 15 minutes would be 00H 00H 00H FFH

Y22 = Activity (EA205)
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The current status of the events activity. This field is equal to 00H if the

event is inactive (or not reset for “EA3”) or 01H if the event is active (or

reset for “EA3”).

Z1 = 05 DTS EVENT ACKNOWLEDGE

The Comms Gateway has recognized that a possible alarm situation has

occurred and must act accordingly. The specific actions will be defined by the

Comms Gateway operational specifications.

If Y1 = 03H then the following “Asset ID” data fields have been identified to be included:

Y2 = Asset Type

The following code pairs have been defined to represent the type of

equipment asset that is being communicated.

Code Equrpment type DTS
header

(11X

01H/81H AM1

02H/82H BA1

03H/83H CA1

04H/84H CB1

05H/85H DA1

06H/86H DB1

07H/ 87H

If Y2 has the MSB = 0 (Le. Y2 = 01H) then the following asset data fields have
been identified to be included:

  
Y3 — Y5 = Manufacturer code (ococ101, first 3 characters)

Identification code for the equipment supplier. Sent as ASCII

characters. Blanks (20H) are acceptable.

Y6 - Y17 = Serial number (ococ101, 4th through 15th characters)

Factory assigned serial number sent as numeric ASCII

characters. All bytes must be sent. Zeros (30H) and blanks

(20H) are acceptable.

Y18 - Y29 = Model number (ococ102)

Manufacturer assigned model number sent as ASCII

characters. All bytes must be sent. Zeros (30H) and blanks

(20H) are acceptable.
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Y30 - Y31 = Software version (or Build Standard) (ococ103)

Current software version sent as packed BCD.

If Y2 has the MSB = 1 (Le. Y2 = 81H) then the following asset data fields have
been identified to be included:

Y2 — Y21 = Asset Number (ococ105 or ococ106)

The asset number of the equipment. This is a reference

number used for tracking purposes, separate from the serial

number. It is usually programmed by the equipment

operator.

If Y1 = 04H then the following “Currency ID” data fields have been identified to be included:

Y2 — Y3 = VMC’s Country / Currency Code (ID402)

The packed BCD Country / Currency code of the VMC can be sent in two

different forms depending on the value of the left most BCD digit.

If the left most digit is a 0, the International Telephone Code is used to

indicate the country that the changer is set-up for. For example, the USA

code is 00 01H (22 = 00 and Z3 = 01).

If the left most digit is a 1, the latest version of the ISO 4217 numeric

currency code is used. For example, the code for the US dollar is 18 40H

(22 = 18 and 23 = 40) and for the Euro is 1978 (22 = 19 and 23 = 78).

All new designs after July, 2000 must use the ISO 4217 numeric currency
codes.

Y4 = VMC’s Coin Scaling Factor/ Currency Description (ID403)

The multiplier used to scale all monetary values transferred between the

VMC and the vending machines monetary system.

Y5 = VMC’s Decimal Point (ID401)

The number of digits to the right of the decimal point. This field is used in

countries whose currency requires a number of digits to the right of the

decimal point other than 2.

If Y1 = 05H then the following “Product ID” data fields have been identified to be included:

Y2 — Y3 = Item Number
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Multi-Drop Bus / Internal Communication Protocol

VMC Command Code/Sub-code VMC Data Comms Gateway Response

EXPANSION OFH FEH Y1-Y5 Z1 - Zn (immediate or POLLed)
COMMAND FTL REQ TO SEND

The VMC is requesting to send data to the Comms Gateway whose destination address will

always be (18H). Note that all FTL Commands / Responses are defined in Section 2.6.

Y1 = Destination address of command (18H)
Y2 = Source address of command

Y3 = File ID

Y4 = Maximum length
Y5 = Control

Z1 = 1EH which indicates OK TO SEND

22 = Destination address of response

Z3 = Source address of response (18H)
or

Z1 = 1CH which indicates RETRY/ DENY

22 = Destination address of response

Z3 = Source address of response (18H)

Z4 = Retry delay

VMC Command Code/Sub-code VMC Data Comms Gateway Response

EXPANSION/ 1FH/FFH Y1 - Yn Z1 - Zn

DIAGNOSTICS

Y1 = FFH DIAGNOSTICS subcommand

Device manufacturer specific instruction for implementing various manufacturing
or test modes.

Y2 - Yn = User defined data

The data portion of this command is defined by the manufacturer and is not part
of this document.

Z1 = FFH DIAGNOSTICS

The Comms Gateway is responding to a EXPANSION/DIAGNOSTICS

command. This response includes the following data;

Z2 - Zn = User defined data
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 Multi-Drop Bus / Internal Communication Protocol

9.3.3 POLL

Command Code USD response USD Response Description
Data

4 USD hasjust been reset, or

wishes to be reset by the VMC.

01 + 4 bytes Z1- Z4 Vend request, USD requests

approval to vend a specified item
from VMC.

Vend or home success, requested
vend or home was successful.

03 + 4 bytes Z1 - Z4 Vend or home fail, requested vend
or home has failed. Reason for

failure is returned.

_-04 + 6 bytes Z1 - 26 USD configuration and setup data.
_-05 + 2 bytes Z1 - 22 USD item price request.
_-06 + 2 bytes 21 - 22 USD Error codes.

--07 + 34 bytes Z1 - USD Peripheral ID string.Z34

_-08 + 4 bytes Z1 - Z4 USD Status response.
09 + n bytes Z1 - Zn USD multiple data block transfer

response.

—-——
—-——
—-——
—-——
—-——
—-——
—-——

The POLL command is used by the VMC to obtain status information from

the USD. The same command is used by the USD to indicate a reset,

request a vend, indicate vend success, indicate the reason for a vend failure,

request the price of an item, send configuration and/or error data, return the

USD’s peripheral identification string, control the transmission and reception

of data blocks, return a status and/or diagnostic response.

The USD responds to the POLL command with either an ACK, or a multi-byte

response if there is more information to convey.
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Multi-Drop Bus / Internal Communication Protocol 

Data sequence transmitted by the USD to the VMC after a Reset Request

USD Meaning or interpretation

Response The 00 response indicates that the USD has just been reset
or wishes to be resets.

Data sequence transmitted by the USD to the VMC for a Vend Request

USD Meaning or interpretation

Response

01 + Z1- 22 = Selection in 2 bytes. Indicates the product to be vended by

item number, defined by the manufacturer, as part of a vend

request.

Scaled product price in 2 bytes (word). Indicates the price of

the product to be vended divided by the scaling factor. A price

of FFFF is transmitted if the USD does not contain price
information.

 
Data sequence transmitted by the USD to the VMC after a Vend or Home
success

USD Meaning or interpretation

R—zesponse—Indicates that the requested vend or home was successful.

Data sequence transmitted by the USD to the VMC after a Vend or Home
Fail

 

USD Meaning or interpretation

Response

03 + Z1- 22—_ USD item number, defined by the manufacturer.

23- 24—_ Bits: b0 = Selection sold out.

b1 = Selection motor / actuatorjam.
b2 = Non-existent motor/ actuator.

b3 = Invalid selection ranges.
b4 = Health safety error.
b5 - b15 = Not defined.

 
5 The VMC is expected to reconcile whether the USD is transmitting a 00 in confirmation of a
VMC issued reset that has just occurred, or as an unsolicited request to be reset. The

context of the VMC's prior communication activity should be used in making this assessment.
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Multi-Drop Bus / Internal Communication Protocol 

USD Meaning or Interpretation

Response

07 + 21 - 23 = Manufacturer ID Code.

24 — Z15 = USD Serial Number.

216 — 227 = USD Model Number.

228 — 229 = USD Software Version.

230 — Z33 = Optional feature bits.

Data sequence transmitted by the USD to the VMC after a Status request

USD Meaning or interpretation

Response

08 + 21 - 22 = Item number, defined by the manufacturer.

23 _ 24 = Bits: b0 = Selection sold out.

b1 = Selection motor / actuatorjam.
b2 = Non-existent motor/ actuator.

b3 = Invalid selection range.

b4 = Health safety error.
b5 - b15 = Not defined.

Data sequence transmitted by the USD to the VMC after a USD data
transfer command

USD Meaning or interpretation

Response

09 + 21 = 21 = 00 USD requests to receive data block 22 from VMC

21 = 01 USD requests to send 22 data block(s) to VMC

21 = 02 USD data block response where:
22 = data block number

23 - 2n = contents of data block

 

 

22 = Block number USD requests to receive if 21 = 00

22 = Number of blocks the USD requests to send if 21 = 01
22 = Block number the USD is sendino if 21 = 02.

 
Contents of data block sent by USD to VMC if 21 = 02
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Multi-Drop Bus / Internal Communication Protocol

9.7 Universal Satellite Device Examples

Reset Sequence
Controller

RESET (40)

POLL (42)

ACK

SETUP (41)

ACK

EXPANSION/ID (47/00...)

ACK

EXPANSION/FEATURE

ENABLE (47/01 ...)

VEND/STATUS

REQUEST

(43/04 01 01)

POLL (42)

ACK

CONTROL/ENABLE

(45/01)

VEND/HOME REQUEST

(43/03 01 01)

POLL (42)

ACK

Enable Sequence
Controller

CONTROL/ENABLE

(45/01)

Disable Sequence
Controller

CONTROL/DISABLE

(45/00)

MDB/ICP Version 4.2

>941wwmwwmwwawmw
¢¢¢¢

¢¢¢¢>9410

USD

ACK

JUST RESET (00)

CONFIG. (04...)

PERIPHERAL ID (07...)

ACK

ACK

STATUS (08...)

ACK

ACK

VEND COMPLETE (02...)

USD

ACK

USD

ACK

February, 2011

Comments

Reset command

Must be sent once

Establish operation

configuration

Send asset information

Get asset information

Enable additional feature if

necessary

Check the status of column 1

Status of column 1

Enable command

Home column 1

Homing of column 1 completed

Comments

Enable command

Comments

Disable command

9°22
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Multi-Drop Bus / Internal Communication Protocol
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Multi-Drop Bus / Internal Communication Protocol

Status:

(00000001) = Escrow request1 - An escrow lever activation has
been detected. If a button is present and activated.

(00000010) = Dispenser Payout Busy2 - The dispenser is busy
activating payout devices.

(00000011) = Not Used

(00000100) = Defective Dispenser Sensor1 - The dispenser has
detected one of the dispenser sensors behaving

abnormally.

(00000101) = Not Used

(00000110) = Dispenser did not start1-

(00000111) = Dispenser Jam1 - A dispenser payout attempt has
resulted in jammed condition.

(00001000) = ROM checksum error1 - The dispensers internal
checksum does not match the calculated checksum.

(00001001) = Not Used

(00001010) = Not Used

(00001011) = Dispenser was “Just Reset"1 - The dispenser has
detected a Reset condition and has returned to its

power-on idle condition.

(00001100) = Not Used

(00001101) = Not Used

(00001 1 10) = Not Used

(00001111) = Filled key pressed1 - The VMC should request a
new DISPENSER STATUS.

NOTES: The dispenser may send several of one type activity, up to 16 bytes total.

This will permit zeroing counters such as inventory and status.

1 Sent once each occurrence.

2 Sent once each POLL

MDB/ICP Version 4.2 February, 2011 10-5
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Multi-Drop Bus / Internal Communication Protocol

File Transport Layer POLLed responses:

Note that all FTL responses are defined in Section 2.6. For the coin dispenser, the source

address will always be the dispenser (58H/70H) as defined in Section 2.3.

A

13

1C

1D

1E

1F

MDB/ICP Version 4.2

REQ TO RCV

RETRY/DENY

SEND BLOCK

OK TO SEND

REQ TO SEND

The coin dispenser is requesting to
receive data from a device or VMC.

22 = Destination address of response

23 = Source address of response (58H/70H)
24 = File ID

25 = Maximum length
26 = Control

The coin dispenser is requesting a device or

VMC to retry or deny the last FTL command.

22 = Destination address of response

23 = Source address of response (58H/70H)

24 = Retry delay

The coin dispenser is sending a block of data

(maximum of 31 bytes) to a device or VMC.

22 = Destination address of data

23 = Block #

24-234 = Data (maximum of 31 bytes)

The coin dispenser is indicating that it
is OK for a device or VMC to send it data.

22 = Destination address of response

23 = Source address of response (58H/70H)

The coin dispenser is requesting to
send data to a device or VMC.

22 = Destination address of response

23 = Source address of response (58H/70H)
24 = File ID

25 = Maximum length
26 = Control

February, 2011 10-6
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Multi-Drop Bus / Internal Communication Protocol

VMC Command Code Sub-command VMC Data Dispenser Response

PAYOUT 5E / 76H 00H None 32 bytes: Z1-Z32
STATUS

Z1 — 232 = Number of each coin type paid out - 32 bytes (2 bytes per coin type).

This is the dispenser's response to the last VMC DISPENSE VALUE

command (5DH sub command 01 H). Bytes are sent in ascending order of

coin types. A bytes position in the string indicates the coin type. That is,

bytes one and two are the number of coins for coin type 1, bytes three and

four are the number of coins for coin type two, and so on. Unsent bytes

above the coin types dispensed are assumed to be zero.

The dispenser clears payout data after an ACK response from the VMC.

The VMC should compare the value of the coins paid out to the (5DHfl5H)
DISPENSE VALUE command’s Y2-Y3.

NOTES: 1) If the dispenser's payout is busy it will respond to the

PAYOUT STATUS command with an ACK only.

2) If no coins have been paid out, at least one zero valued data byte must
be sent.

3) There is no defined limit on how long the actual payout

takes. See dispense command (5DHfl5H) for further details

VMC Command Code Sub-command VMC Data Dispenser Response Data

PAYOUT VALUE 5EH fl6H 01H None 2 bytes: Z1-Z2
POLL

Z1 — 22 = Dispenser Payout Activity - 2 bytes

An interval value (scaled) which indicates the amount of paid out

change since the previous PAYOUT VALUE POLL (or between the

initial DISPENSE VALUE command (5DH/75H sub command 01 H)

and the first PAYOUT VALUE POLL).

A OOH response indicates no coins were paid out since the previous

PAYOUT VALUE POLL (or the initial DISPENSE VALUE command

(5DH/75H sub command O1H)).

An ACK only indicates that the change payout is finished. This

should be followed by the PAYOUT STATUS command (5EH/76H-

OOH) to obtain the complete payout data.

NOTE: The initial intent of this command is to determine the amount of change paid out so

that the credit display can be decremented as coins are dispensed.
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TQSUVSW�XYYOZVR[VOS�\R[R�]NRSŶQN�_[RSURNUK�̀I#J/0a,b���G��9�F��������
c�������
����������
�����K����E����	�	��
F�K��

�
B����B =�D� ;�	����:����	��� �������
�

����
	����d��F��	���������	���9���������������������9;�����G�	����	��
e�	
�̀@�>b���F�����f�̀��>b��	��������������

�
B g���B�?�D�� �
F���:����	��� �������
�

����E����	�	���d��F��
F��������	���9���������������������9;����
�G�	����	��e�	
�̀@�>b���F�����f�̀��>b��	���������������
�

B�h���B�"�D� ;
E�i�	����	�
�����������
�

��		����
E�i�	��j�	�
���������������������f�F������
�
B@����B@@�D� <���
���������	�����������
�

7��G�
E��G��@��������F���������
���
����E����	���j��������������E��G�����������
�G��E����	�����j��������������G
��F�����������F����F��d�
	F�	�����������@ ���
����E�	����F���������������������		������F�E���F�
���
���	�A�
�
����� �����C	���
	��c���	�̀�Ccb����
	��F���F�E���F����;����
��

��g��
�
� �����@ � 9j��������E
	�E���	�����
�
�

#$%�%&''()*�� %&*+�� ,-./%&''()*�� #$%�0(6(�
78�9:;�<:� � =�>���??>� � >� � � ������A�k ���k��
�<��9:�� � �79Clm7�7:9�c7�
�
�
CG���
����F�����F��
�����������G�
E��G��
���
����E����	��F�E���F����B@��B@@���
j����C
�
���������E����	��������������
�
�����Jnn�&361&)(n�o+(6-4+2�(4+�*12(.n+*�(o6+4�4+2+6p�
�
�
�

Petitioner Kiosoft Exhibit 1013 
Page 245



��������	
�����������	�����
���������
����	
�
�
�
�

�

����������	�
�����������������������	��	�����  �  �! ��
�

"#$�$%&&'()����$%)*�� +,-./%&&'()��"#$�0'1'�� 0234*(3*5�6*34%(3*�
78�9:;�<:����������=�>���??>��9>�� �����������@ �@=���������������A ���A��B����C�����
	�
�<��9:������������DEF�G7H�I<�G������������� � �������<JJ�CK�
��
IL��������	�M�����N��
�	����O��C����P	
���L��C�����	�QL
��C�������
���CC	��Q����
��Q������B=R>�?�>K���:
����L��������IJ��
����C���G��
����	��C�P���C����;����
����S���
�
@ ���T� ��������
���CC	��
P��
����C�B=R>�?�>K�
@����T� ;
�	����CC	��
P��
����C�
@U���T� ��������
@����T� ��V��������N�L�
@=���T� �
��	
���
�
A ���T�  �>�QL��L���C������;7:���J<�W�
A����T� ��������
���CC	��
P�C����
AU���T� ��
�X�Y�
A����AU��T� �����B��V�����
P�U �����K�
� � � 
	�
A ��T� �  �>�QL��L���C������G7IG@����7:@�
A���T� � ��������
���CC	��
P�	��
���
AU��T� � ;
�	����CC	��
P�	��
���B=R>�?�>K�
A���T� � G��	��C������

�
�
"#$�$%&&'()����$%)*�� +,-./%&&'()��"#$�0'1'�� 0234*(3*5�6*34%(3*�
78�9:;�<:����������=�>���??>���>�� @ �@U� � :
���
�<��9:������������DEF�G7IG@����7:@�
��
IL��������	��	���N��C�����N��
	���
	���N���C�����	��P�	��
�P	
���L��C�����	�QL
��
C�������
���CC	��Q������Q������B=R>�?�>K���:
����L��������IJ��
����C���G��
����	��
C�P���C����;����
����S��
�
@ ���T� ��������
���CC	��
P��
����C�B=R>�?�>K�
@����T� ;
�	����CC	��
P��
����C�
@U���T� G��	��C�����
�
�

Petitioner Kiosoft Exhibit 1013 
Page 246



��������	
�����������	�����
���������
����	
�
�
�
�

�

����������	�
�����������������������	��	�����  �  �!  �
�

"#$�$%&&'()����$%)*�� +,-./%&&'()��"#$�0'1'�� 0234*(3*5�6*34%(3*�
78�9:;�<:����������=�>���??>���>�� @ �@AA� � :
���
�<��9:������������BCD�;7:���E<�F�
��
GH����������I��J�I�����
��H��I�����	�KH
��I�������
���II	��K������K������
L=M>�?�>N���:
����H��������GE��
����I���O��
����	��I�P���I����;����
����Q��
�
@ ���R� ��������
���II	��
P��
����I�S�I����L=M>�?�>N�
@����R� ��
�T�U�
@A���@AA��R� �����L��V�����
P�A �����N�
�
�
"#$�$%&&'()����$%)*�� +,-./%&&'()��"#$�0'1'�� 0234*(3*5�6*34%(3*�
78�9:;�<:����������=�>���??>���>�� @ �@�� W �WA��L����I�����
	�
�<��9:������������BCD�<F�G<�;7:���������� � ���������������<EE�IN�
��
GH����������I������J��H��������<F�P
	��H��I�����	��
��	��P�	�I������GH��I�������
��
�II	��K������K�������H��I�����	�L=M>�?�>N���:
����H��������GE��
����I���O��
���
�	��I�P���I����;����
����Q��
�
@ ���R� ��������
���II	��
P��
����I�L=M>�?�>N�
@����R� ;
�	����II	��
P��
����I�
�
W ���R�  �>�KH��H���I������;7:���E<�F�
W����R� ��������
���II	��
P�I����
WA���R� ;
�	����II	��
P�I����
W����WA���R� �����L��V�����
P�A �����N�
�
�

Petitioner Kiosoft Exhibit 1013 
Page 247

Multi-Drop Bus / Internal Communication Protocol

VMC Command Code Sub-command VMC Data Dispenser Response
EXPANSION 5FH / 77H FCH Y1-Y33 None

COMMAND FTL SEND BLOCK

The VMC is sending data to the dispenser whose destination address will always be

(58H/70H). Note that all FTL Commands / Responses are defined in Section 2.6.

Y1 = Destination address of command & data (58H/70H)
Y2 = Block #

Y3 - Y33 = Data (maximum of 31 bytes)

VMC Command Code Sub-command VMC Data Dispenser Response

EXPANSION 5FH / 77H FDH Y1-Y2 21-234 (immediate or

COMMAND FTL OK TO SEND POLLed)

The VMC is indicating that it is OK for the dispenser to transfer data. The destination

address will always be the dispenser (58H/70H). Note that all FTL Commands / Responses
are defined in Section 2.6.

Y1 = Destination address of command (58H/70H)
Y2 = Source address of command

21 = 1DH which indicates SEND BLOCK

22 = Destination address of data

23 = Source address of data

24 - 234 = Data (maximum of 31 bytes)
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Multi-Drop Bus / Internal Communication Protocol

VMC Command Code Sub-command VMC Data Dispenser Response

EXPANSION 5FH /77H FEH Y1-Y5 Z1 (immediate or

COMMAND FTL REQ TO SEND POLLed)

The VMC is requesting to send data to the dispenser whose destination address will always

be (58H/70H). Note that all FTL Commands / Responses are defined in Section 2.6.

Y1 = Destination address of command (58H/70H)
Y2 = Source address of command

Y3 = File ID

Y4 = Maximum length
Y5 = Control

21 = 1EH which indicates OK TO SEND

22 = Destination address of response

23 = Source address of response (58H/70H)
or

21 = 1CH which indicates RETRY / DENY

22 = Destination address of response

23 = Source address of response (58H/70H)

24 = Retry delay

VMC Command Code Sub-command VMC Data Dispenser Response
EXPANSION 5FH /77H FFH Y1-Yn Z1-Zn

COMMAND DIAGNOSTICS

Y1 - Yn = Device manufacturer specific instruction for implementing various

manufacturing or test modes. Y1 - Yn implies that any number of bytes can

be used for the VMC data to the peripheral.

21 - Zn = Device manufacturer specific responses after receiving manufacturing or test

instructions. 21 - Zn implies that any number of bytes can be used for the

Dispenser response data from the peripheral.
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10.4 Dispenser Non-Response Time

The default maximum non-response time for the dispenser is 5 seconds. This is the

maximum time for which a dispenser will not respond to a command or a POLL with ACK,

NAK or a message. The “Application Maximum Response Time" reported in byte 26 of the

SETUP (10.3) supersedes this default value if 26 is greater.

10.5 Dispenser Power Requirements

The current draw for any dispenser must fall within the following limits. All measurements are

at the minimum VMC voltage output.

Idle mode = 200 mA. (max.) continuous

Coin payout = 2.5 A. (max.) for up to 15 seconds per coin

dispensed. This is the maximum for all dispensers operating

simultaneously in this unit.
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Section 11

Age Verification Device

VMC/Peripheral Communication Specifications 

11.1 Introduction

Due to legal restrictions, a variety of products are only allowed to be vended via vending machines by

checking the customers age. The age and the rules vary from country to country.

This is i.e. related in some countries to cigarettes or alcoholic products. Some services or product

contents may restrict a different age, related to the vending machine, this needs different ages to be
checked within the same machine.

Age verification may be done with different electronic means, i.e. public cashless systems, which

know the card users age, i.e. biometric systems, i.e. lD-card-readers or driving license readers, etc.

A common and state of the art usage in some countries is a public cashless system working as an

Age Verification Device. Therefore it is good practice to define first an interface of commands as an
addition to the cashless devices.

Second as MDB describes two cashless devices, which in some machines may be both only cashless

readers, it is necessary to define an Age Verification Device only as an additional device, allowing the

two readers within the machine working as before. The cashless readers which run as a multi-

function device may choose to run the additional set of commands or respond as slaves on two

peripheral addresses — the cashless 1 or 2 and the Age Verification Device address.

Therefore this paper describes two additional diagnostic commands for the cashless systems, to work

as age verification devices. Second this paper describes a command set for an age verification

device, which uses only two commands for age verification purpose -- the structure of these two

commands is similar to the cashless diagnostic commands, therefore allowing any VMC, to use the

same command interface for cashless and Age Verification Device as well.

These command are not bound to a cashless-transaction and may be therefore be used, if verification

is done by other cards (i.e. without payment functions.) These command are independent of the

cashless function (i.e. payment out of order, transaction memory full, ...) and do not interfere with the

payment sequences. Sequences at MDB are changed slightly only.

Observing the age verification is done by the VMC. Only the VMC knows, what type of products it

sells. The cashless device delivers the only information to VMC, whether the cashless media finds a

valid age. The cashless device will approve a payment always, when the VMC requests this (MDB

command request vend). The cashless device will not deny a payment, even if the age verification is

not found. This allows simultaneous vend of age protected and free products from a vending
machine.
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Reader response:

Diagnostics User

Response Defined

(FFH)
z1 Z2-Zn 

Z1 : DIAGNOSTICS RESPONSE

ZZ-Zn : User Defined Data.

The data portion of this response is defined by the manufacturer and

is not part of this document.
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As the verification of the requested minimum age is depending of the (later) inserted media, the

requested minimum age is only set to the age verification device. Whether a verification is really

possible, will be messaged later within the DRAVS command.

The DRAVP command will be sent by VMC always after power up and after each RESET within the

known initializing sequence to the Age Verification Device (cashless or stand alone). If the VMC is

aware of a necessary age, the minimum age will be set to a value > 0, Le. for today's cigarette vendor
to 0x12 = 18.

If different products with different age levels are sold, the VMC may send this command before each

vend transaction and temporarily change age due to selected product minimum age. Switch off of the

age verification is only allowed, if all selections of the vendor do not require a verification.

The age verification device responds with:

Z1 : DIAGNOSTICS Response

22 : Age verification on/off

Z3 : Length, the number of bytes of this command, not including 21-23,
therefore set to 6.

Z4 Feature Byte

b0 = 0 A customer card is not in reading position, but may

be inserted (refer to b7)

b0 = 1 A customer card is in reading position.
b1 ...b6 Reserved, should be set to 0
b7= 0 A customer card is not inserted

b7= 1 A customer card is inserted, but may not be in

reading position (refer to b0)

Z5-Z9 Ident “DRAVP" (hex 0x44 0x52 0x41 0X56 0X50)
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Multi-Drop Bus / Internal Communication Protocol

Diagnostics

Response

(FFH)
z1

feature byte 1 feature byte 2

Z4 Z5 

Z1 : DIAGNOSTICS Response

22 : Age verification status

Z3 : length, the number of bytes of this command, not including 21-23, therefore
set to 7

b0=0: A customer card is not in reading position, but may be

b0=1: A customer card is in reading position

b1 =0: Age information is not available on the customer card

b1 =1: Age information is available on the customer card

b2=0: Age verification is not possible (MSAM error or no MSAM)

b2=1: Age verification is possible (MSAM ok and present)

b3=0: The age level from DRAVP command can’t be checked

b3=1: The age level from DRAVP command (or a higher value) can
be checked

b4=0: The customer is not allowed to buy the product, because the

age information on the card is less than the value in DRAVP

b4=1: The customer is allowed to buy the product, because the age

information on the customer card is equal or greater than the
value in DRAVP

b5=0: reserved, should be set to zero

b6=0: Age verification information *) is valid

b6=1: Age verification information *) is invalid and set to 0, because

age verification is under progress (busy)
b7=0 A customer card is not inserted

b7=1 A customer card is inserted, but may not be in reading

position (refer to b0)

b0...b3: Reserved, should be set to O
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Multi-Drop Bus / Internal Communication Protocol

b4=1: Age verification done by private ident media 1

b5=1: Age verification done by private ident media 2

b6=1: Age verification done by driving license reader

b7=1: Age verification done by public cash card

26- Ident “DRAVS” (hex 0x44 0x52 0x41 0x56 0x53)
Z10

*) Age verification information refers to feature byte 1 (b1...b4) and feature byte 2 (all bits)

**) must be valid only, if age verification is positively checked (b4=1 of feature byte 1)

If a DRAVS response with positive checked age information sent from the age verification device, the

VMC will enable the vend for selected product for typically 30 seconds. This duration should be

programmable.
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 Multi-Drop Bus / Internal Communication Protocol

11.4 Age Verification Device Command/Response Formats

11.4.1 Reset

RESET

(68H)

Reader response:

No Data response

 

11.4.2 Setup

Columns
on

Display
Y3

Y1 : Configuration data.

VMC is sending its configuration data to reader.

Y2 : VMC Feature Level.

Indicates the feature level of the VMC. The available feature levels are:

01 — the actual used level is 1

Y3 : Columns on Display. The number of columns on the display. Set to 00H if the display is
not available to the reader.

Y4 : Rows on Display.

The number of rows on the display

Y5 : Display Information - xxxxxyyy
xxxxx = Unused

yyy = Display type

000 : Numbers, upper case letters, blank and decimal point.
001 : Full ASCII

010-111: Unassigned

Reader Response:

Decimal Application Miscellaneous

Places Maximum Options

Response
Time

26 27 28
 

Z1 : READER - Configuration data.

Indicates the Age Verification Device is responding to a SETUP — Configuration data

request from the VMC.
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Multi-Drop Bus / Internal Communication Protocol

22 : O1 — the actual used level

Z3-Z4 : Country / Currency Code - packed BCD.

The packed BCD country/ currency code of the reader can be sent in two different forms

depending on the value of the left most BCD digit.

If the left most digit is a 0, the International Telephone Code is used to indicate the

country that the reader is set-up for. For example, the USA code is 00 01 H (23 = 00 and

24 = 01).

If the left most digit is a 1, the latest version of the ISO 4217 numeric currency code is

used (see Appendix A1). For example, the code for the US dollar is 18 40H (22 = 18

and 23 = 40) and for the Euro is 1978 (23 = 19 and 24 = 78). Use FFFFh if the country
code in unknown.

For level 3 cashless readers, it is mandatory to use the ISO 4217 numeric currency code

(see Appendix A1).

Z5 : Scale Factor.

The multiplier used to scale all monetary values transferred between the VMC and the
reader.

26 : Decimal Places.

The number of decimal places used to communicate monetary values between the VMC

and the age verification device.

All pricing information sent between the VMC and the Age Verification Device is scaled

using the scale factor and decimal places. This corresponds to:

ActualPrice = P-X-1O‘Y

where P is the scaled value send in the price bytes, and X is the scale factor, and Y is

the number of decimal places. For example if there are 2 decimal places and the scale

factor is 5, then a scaled price of 7 will mean an actual of 0.35.

Z7 : Application Maximum Response Time - seconds.

The maximum length of time a reader will require to provide a response to any command

from the VMC. The value reported here supersedes the payment reader's default NON-

RESPONSE time defined in section 7.5 if the value reported here is greater.

28 : Miscellaneous Options — xxxxyyyy
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X)̀P$�ùP-]P$� ]%j0�-%Z1&&(%/� v-Y�����������������TS+������������ ��V�
�)PY�$f]� �Y.''%Z�
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p(hĥ_�(̀ n�qN#Ǹ (� ,qR�qT$.r� sRq� ��tXi� ��e�
�̂_h(̀ n_� �
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�
O\MI\�In�cIuMP$� � ],0&'(�� � � cO]� � V� � XdaỲ�
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Multi-Drop Bus / Internal Communication Protocol

Appendix 2

Battery Operated Card Reader 

A2.1 Special Application

The Battery Operated Card Reader described below is a special application of the MDBIICP

specification (non-standard) and is not sanctioned by NAMA. It is provided here to document

an application that exists in use today.

A2.2 Extension to MDBIICP — Card Reader Using Standby Feature

Some Vending machines use battery operated equipment. According to this feature, these

machines and all devices used within these machines must provide a standby operating
mode.

During standby operation - necessary for saving battery power while the machine is not in use

- all devices shall consume a minimum standby current. Any device is equipped with some

hardware wake-up mechanism. Both standby current and wake-up mechanism is to be

defined in the device related hardware specification.

After wake-up, a device uses normal operating current, until a defined shutdown sequence is

established and the device enters standby mode again.

The following specification shows the extensions and procedures for a normal MDBIICP card

reader and VMC-controller necessary to do wake-up and shut down sequences. The hardware

specification related to wake-up is a separate BDTA-document. To understand the following

details, it is necessary to know, that a separate bi-directional wake-up pin is applied to the

card-reader. Pulling the wake-up line (from the card-reader while a card is inserted), both card-

reader and VMC will be brought to normal operation mode.
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Country/ Country/ Decimal Application Miscellaneous

Feature Currency Currency Factor Places Maximum Options

Response
Time

27
 

Z1 : READER - Configuration data.

Indicates the payment media reader is responding to a SETUP -

Configuration data request from the VMC.

Z2 : Reader Feature Level.

Indicates the feature level of the reader. Currently feature levels are:

fl - The reader is not capable or will not perform the advanced features

as specified in Table 1: COMMANDS & RESPONSES following

Section 7.3.2. The reader will not provide advanced information to

the VMC, but can do the advanced features internally (transparently

to the VMC). The reader has no revaluation capability.

Q - The reader is capable and willing to perform the advanced features

as specified in Table 1: COMMANDS & RESPONSES following

Section 7.3.2. The reader will provide advanced information to the

VMC (if possible) and will not do the advanced features internally.

fl - The reader is able to support level 02, but also supports some or all

of the optional features listed in the EXPANSION ID command (i.e.,

file transfer, 32 bit credit, multi-currency/ language features,

negative vend, and / or data entry).

80H: This bit is additionally set, if the reader is capable to work in battery

operation mode and should be compared with the VMC against its own

working mode. This is also done from the reader against the VMCs

request in Y2.

Z3-Z4 : Country / Currency Code - packed BCD.

The packed BCD country / currency code of the changer can be sent in

two different forms depending on the value of the left most BCD digit.

If the left most digit is a 0, the International Telephone Code is used to

indicate the country that the changer is set-up for. For example, the USA

code is 00 01H (23 = 00 and Z4 = 01).

If the left most digit is a 1, the latest version of the ISO 4217 numeric

currency code is used (see Appendix A1). For example, the code for the

US dollar is 18 40H (22 = 18 and Z3 = 40) and for the Euro is 1978 (23 =

19 and Z4 = 78). Use FFFFh if the country code in unknown.

For level 3 cashless readers, it is mandatom to use the ISO 4217 numeric

currency code (see Appendix A1).

Z5 : Scale Factor.

MDB/ICP Version 4.2 February, 2011 A2-3
Petitioner Kiosoft Exhibit 1013

Page 289



�
��������	
����������������	���������	�����	�	�	�

�
�

������������	������� ������������  � � !�"��
�

#$�������
�������%��	�����������	�������&���������'����%����(�����$��
������%��$�����%����

)*�+� ���������������
#$���������	'�%�������
�������%��	��	�����������	�������&�����
���(�����$��������%��$��
���������%������%����
�
!���
�����,���'	�����	���������(�����$��������%��$��
���������%���
���%���������%����,��$�������'���	����%�%�������
������#$��
�	���
	�%��	+�

���������������������������������������!���������� �- �./ 00 1
�

�
($���������$������%�&�������%�����$��
�������������%�-����$�������
'���	�����%�.����$���������	'�%�������
�������	���2��
����'��$����������
%�������
�������%��$�������'���	����3���$���������%�
�����	'�4�(����
���������������	'���53��

)6�+� !

������	����2�����7�
	���#��������	�%��
#$����2��������,�$�	'�����������%���(������8������	�
�	&�%������
	���
�	������	����%�'�	���$��������#$��&�������
	���%�$�����
����%���$��

����������%��9�%�'�����:;:�7<=�;:=<������%�'���%��������	��4�3��'�
�$��&�������
	���%�$������,��������

)>�+� ���������	��;
��	����2222�����

� 2222+� ?���%��@�����������	��A�
� ����+� ;
��	������
� ��B�+� #$��
���������%������%�����:;#���
�����	'����	���,�'��%�

�	��$�����9�
���������%���	�����	������	��	����8����
��'��%��

� ��B +� #$��
���������%������%�������
�����	'����	���,�'��%��	��$��
���9�
���������%���	������	�����7�'��%����������8����%��

� � B�+� #$��
���������%������%�����:;#������&��%���
������
#�����������	���'�������$�&��%��

� � B +� #$��
���������%������%����������&��%���
�����������
���
������������
���$��%�(��$�������,�����	���

� ��B�+� #$��
���������%������%���%	��:;#�$�&����%�
�����
� ��B +� #$��
���������%������%���%	��$�&�����	(��%�
�����
� �5B�+� #$��
���������%������%���%	��:;#��

	����$��

�<:���!=C�=!D<����	����%��
� �5B +� #$��
���������%������%���%	���

	����$���<:���!=C�

=!D<����	����%��
� ����4B��!���'������	
��	����������	&���%�����$��<-�!:=�;:�

�;��!:��	
��	�������
�
�
�
�
�

Petitioner Kiosoft Exhibit 1013 
Page 290

Multi-Drop Bus / Internal Communication Protocol

The multiplier used to scale all monetary values transferred between the
VMC and the reader.

26 : Decimal Places.

The number of decimal places used to communicate monetary values

between the VMC and the payment media reader.

All pricing information sent between the VMC and the payment media

reader is scaled using the scale factor and decimal places. This

corresponds to:

ActualPrice = P-X-1O‘Y

where P is the scaled value send in the price bytes, and X is the scale

factor, and Y is the number of decimal places. For example if there are 2

decimal places and the scale factor is 5, then a scaled price of 7 will
mean an actual of 0.35.

Z7 : Application Maximum Response Time - seconds.

The maximum length of time a reader will require to provide a response

to any command from the VMC. The value reported here supercedes the

payment reader’s default NON-RESPONSE time defined in section 7.5 if

the value reported here is greater.

Z8 : Miscellaneous Options- xxxxyyyy

xxxx: Unused (must be set to 0)

yyyy: Option bits

b0=0: The payment media reader is NOT capable of restoring funds

to the user’s payment media or account. Do not request
refunds.

b0=1: The payment media reader is capable of restoring funds to the

user’s payment media or account. Refunds may be requested.

b1=0: The payment media reader is NOT multivend capable.
Terminate session after each vend.

b1=1: The payment media reader is multivend capable. Multiple

items may be purchased within a single session.

b2=0: The payment media reader does NOT have a display.

b2=1: The payment media reader does have its own display.

b3=0: The payment media reader does NOT support the
VEND/CASH SALE subcommand.

b3=1: The payment media reader does support the VEND/CASH
SALE subcommand.

b4-b7=0 Any future options must be covered by the EXPANSION

COMMAND option bits.
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Note: The following changes are the only changes to upgrade to battery operated
readers:

If a VMC is battery operated, it signals the card reader with the flag 80H to work in battery

operation mode. Within byte 22 the reader also sets the flag to 80H to signal standby feature

capability.

If only one of both is in standby capability, this results in an configuration error and the

manufacturers should deal with handling of this condition. Assume that at least one device will

not enter standby mode and therefore battery lifetime is dramatically reduced!

A2.4 VMC-Reader Operation Sequences

The VMC and the Reader should operate during battery mode in the following way:

After wake-up, the VMC starts with the normal sequences:

Reset

Setup/Config

MAX/MlN-price

Identify
Enable

Poll

During these sequences, the VMC has two possibilities to signal the Card-Reader, not to enter

standby-mode again:

Pulling the wake-up pin to low level

Running poll sequences in continuos timing.

If neither the wake-up pin is driven low, nor any command is further sent to the card reader,

the reader enters standby state after its Application Maximum Response Time (normally

defined to 5 sec in lCP, but sent in byte 27 of status response)

During card operation, the sequences continue normally with

Begin Session

Vend Request

Vend Accepted
Vend Success

Cancel Session/Session Complete
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Whenever a cancel session or session complete command is received, the reader should stop

all internal work after a defined timeout period (Application Maximum Response Time) is

finished after the last command sequence and after the wake-up pin is not pulled low.

The VMC should stop polling after the cancel session or session complete command and

additionally should no longer pull wake-up pin.

If even the reader or the VMC may wish any further communication (i.e. for additionally trailing

display messages or multi vend purposes or etc.) the reader can use any non idle answer to

the poll command (i.e. the display message) whereas the VMC can continue polling or pulling

the wake-up pin.

Note that the wake-up pin may not be used from the reader to hold on operation, cause

dynamic system consideration and of course holding more devices within the system in normal

operation mode is not a good job.

The reader should be in a power saving mode after this timeout period where power

consumption is less than 10 uA.

To allow the reader holding VMC operating, at least 5 poll have to be sent, after the cancel

session or session complete. If any one of these polls is answered different with only a ACK, 5

polls have to be sent again. Note, that if a display message is sent, display time is added!

If the reader entered standby state, and a new card is inserted, the procedure starts a again.

Whenever during this next session, the reader should avoid all unnecessary work, i.e. display

messages like ,,reader xyz, Software version 99.4711“ or ,,checking RAM“ and so on should be

avoided. While in battery operation, the user has inserted a card and is waiting for display of

his fund, to continue with a vend and is not interested in service related messages.
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A2.5 Session Example

Card inserted_,

MDB/ICP Version 4.2

Reader pulls wake-

up pin l \

Card reader runs

Reset procedure
and waits for VMC

command

Reader answers

commands, checks

card and monitors

wake-up line i
If the reader will be

enabled, begin
session is sent

sequence will
confinue

The reader waits for

/poll and starts

standby timeout
with it's own max.

appl. Response
time

VMC is entering VMC is pulling

normal operation —> wake-up pin low

mode and running
internal reset

procedure

—>

February, 2011

and/or starting
command

sequence.

This has to be done

within the ICP

default max. appl.

Response time, in

any other case the

reader may enter

standby mode

again.

VMC displays credit
and waits for user

action

If a vend is

requested, vend

request will be sent

VMC signals vend

\success
VMC sends session

complete

A207
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MDB/ICP Version 4.2

VMC sends at least

five polls and stops

lling the wake-up
line

The reader sends a

display request w'
a duration of 10 sec

for a finishing than

you message.

VMC displays

messages for 10

sec, and polls

during these 10
sec. After the 10

sec have elapsed,

additionally 5 poll
will be sent

February, 2011 A2°8
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A2.6 Hardware Considerations

Hardware Considerations

Within this special battery operation, the pin 3 of MDB/ICP connector is used as a wake-up

signal. Refer to special BDTA-hardware specification.

To show an example of the timing for this pin, refer to the following diagram, which gives an

example of all special timing problems related to more than one wake-up condition.

Tek 10kS/s 2 Acqs 

 

 
  

3 Accumulate
' 100ms

Dot

_:_ Accumulatelooms

2W; Maw;rmmm;W2.

Style - Readout

Position A: mechanical switch on VMC is pulling pin 3 low (i.e. door switch)
Position B: mechanical switch is released

Position C: card reader has finished reset routines and pulls pin 3 low

Position D: VMC has finished reset routines and pulls pin 3 low too.

 
Graticule

Full

 

Format
YT    

If a card is inserted first, pin 3 may be pulled low first at position B.

If VMC is waked up via other means, maybe card reader is waked up at position D first.

In any case, this is a good example to clarify different waveform conditions on pin 3. Please

note that any device may release pin 3 after a short duration (<1 ms) cause pin 3 should work

as dynamically wake-up. Holding pin 3 permanently low may prevent other devices from wake-

up, i.e. after all devices ran into timeout and one is still holding pin 3, the other can no longer

enter ready state (Note i.e. to door-switches etc.)
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1. Physical Connections (PowerNoltage/Connection)

Voltage specification (General)

Verify that the VMC meets the min MDB voltage at max load with the min input line

voltage.
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2. Timing Considerations (Lowest LevellTime-out)
Timing Considerations (General)

To avoid timing issue (Section 3.1 Timing Definitions) it is recommended that you

allow for some margin in your design. See table below:
 

 

 

 

 

 

 

     
Item MDB Specification Tolerated values

Communication startup 200ms 500ms

Communication response time 5ms max 20ms*

(when waiting for a response)

Communication response time 5ms max 4ms

(when sending a response)

Interbyte time (when receiving data) 1ms max 5ms*

Interbyte time (when sending data) 1ms max 0.8ms

Non-Response time (the time the Varies per device Plus the time

device may be busy performing between polls

other processes. l.e., validating

coins)

Application Non—Response time Varies per device Plus the time

(time that can be reprogrammed to between polls
be different from the default Non-

Response time. 

*Using the tolerated values will provide compatibility with older equipment

manufactured under the EVMMA version of the MDB specification that had the

Communication response time at 20ms and Interbyte time at 5ms. The transmitting

device must always use the values of the MDB specification.

MVMC

m Peripheral

Byte time
—> Inter-byte Time

Response Time

E C

Please note, that the receiving device at the bus (master or slave) will get a receive

interrupt (using standard UART devices) only after the byte is fully transmitted.

These are the positions A, B, and C in the above diagram.

Therefore, the receiving device needs to set a higher value for the interbyte timeout,

because it needs to add at least the transmission time for one byte (which is 1 start

bit + 9 data bits + 1 stop bit at a rate of 9600 baud equal 1.2 ms). The same happens

MDB/ICP Version 4.2 February, 2011 A3-3
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Please note that some readers may need significant processing time to answer the

polls. If a developer increases the polling frequency, this would extend the validation

time instead of getting a faster reaction with begin session.
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3.

MDB/ICP Version 4.2 February, 2011 A3-7

Multi-Drop Bus / Internal Communication Protocol

3. Commands, Repetition, ACK, NAK

NAK and RET (Section 2.2 Block Format)

The purpose of a NAK is ONLY to indicate a message has been received with a bad

checksum. NAK is never intended to be used for a command that is understood, but
not executable.

Since the error may be caused by the corruption of the address byte (shown in the

following example), it is not recommended to use the NAK, but rather to not

response. The 5ms non-response timeout will be treated as if it were a NAK (Section

2.2 Block Format/Master-to-Peripheral, Peripheral-to-Master and Response Codes).

RET is a VMC-only response that is sent to a peripheral to force it to retransmit its

previous (and presumably good) response. (Section 2.2 Block Format/Response

Codes).

Example of NAK or 'no NAK’ with an error in the address byte:

The following example shows how you can get in trouble with a simple RESET
COMMAND sent to a cashless device. Whereas the cashless device itself receives

the command without error, the bill validator in the system sees a voltage transient

(corruption) of the address byte.
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received received response response
POLL to POLL valid command to

cashless CRC other address -.Sends a JUST Sends nothing
RESET

sends ACK to ACK ACK --Iprevious

received just
reset

Nothing
RESET to RESET valid Instead of

cashless Checksum command to its

address,
receives

command to

address 30H

with Checksum

10H (because
the destination

10H address

byte was

modified by
transient

Sends ACK Sends NAK

after 4ms after1 ms

As is shown, with only a single bit toggled (10h is modified to 30h). Three different

reactions are possible:

 

 

 

   
* 1St Example (shown in Blue):
The VMC receives a NAK first, but 3ms later, an ACK would arrive. If the VMC

immediately sends a different command after the NAK the further answer of the next
device would collide with the ACK of the cashless and cause a second failure.

** 2nd Example (shown in Red):
The VMC receives the correct ACK first and continues immediately (if it is using a

very fast polling rate). The NAK of the bill validator will collide in any case with the

next message and cause further errors!

*** Last example (shown in Green):

The VMC receives the correct ACK first and continues immediately (if it is using a

very fast polling rate). The bill validator will not cause any further errors, because it

sends nothing. In this, and only this case, if the cashless device has a checksum
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Multi-Drop Bus / Internal Communication Protocol

4. Logical Level, Processing

Maintaining MDB Level Compatibility (General)

In a system where the peripheral supports a higher level MDB protocol than the

VMC, the peripheral should revert to the lower level MDB protocol to communicate

with the VMC. (Section 1.3.1 Levels and Section 2.4.4 Levels)

In a system where the VMC supports a higher level MDB protocol than a peripheral,

it is the responsibility of the VMC to revert to the lower level MDB protocol when

communicating with the peripheral. (Section 1.3.1 Levels and Section 2.4.4 Levels)

Response data length (General)

Note that some responses for peripherals can be variable length (tube status, poll,

etc.). For example, a peripheral can send multiple messages in response to a poll

command. Note that the 9th mode bit should be set on the last byte of the data being
received (see section 2.5 Typical Session Examples)

Scale Factors (General)

The VMC needs to be able to handle devices with different scaling factors. The

VMC needs to determine the least common dominator and adjust the values from
each device.

Decimal point (General)

The decimal point information is only used to set the position on a credit display (it

doesn’t adjust the values).

Country Codes (General)

Do not require devices to have the same country code. In July 2000 the spec

changed to use the ISO4217 numeric currency codes. Devices before that date

used the international telephone codes.

Just Reset (General)

If a device sends a just reset response, the VMC should re-initialize the device

(request setup information, re-enable the device, etc.). Don’t send a reset
command.

Multiple Coin Reporting
The VMC must take into account that coin mechs can send the value of more than

one coin in one poll response.

Multiple Bill Reporting
The VMC must take into account that bill validators can send the value of more than

one bill in one poll response.
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Multi-Drop Bus / Internal Communication Protocol

A lot of cashless devices use the "out of sequence” message in this case. This may

be appropriate in terms of "educating the VMC programmer”, but will never solve the

issue. The “out of sequence” message usually causes the VMC to send a reset

command to re-sync the devices. This is not a problem for the VMC, but can cause

the cashless device to run into problems - mainly because the reset sequence of a

lot of cashless devices can take many seconds, during which the customer is unable

to use their cards. This obviously can lead to complaints.

The "Out of sequence” message should be the last resort for a cashless device, to

be used only if it is unable to solve state machine problems any other way.

Unfortunately, due to the polling mechanism with a finite polling frequency, the loss

of synchronisation between the VMC and the cashless state is unavoidable.

An example of this is as follows:

After a card insertion we get a begin session.
Both devices enter the session idle state.

The customer presses the escrow lever and takes the card out simultaneously.

The VMC would send a Reader Cancel command, whereas the cashless would like

to transmit an end session (because its session ended when the card was taken

out).

The situation then arises that the cashless device is in the inactive state (no card

present), but cannot send the message to the VMC (no poll available, instead a

wrong command for this state).

The VMC, on the other hand, believes it is sending the correct command, as it is still

in the session idle state. Hence, it would repeat the cancel session, until it is

answered. It would then get a totally unnecessary "out of sequence”, and maybe an
additional "end session".
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