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I. INTRODUCTION AND SUMMARY OF TESTIMONY 

 I, Samrat Bhattacharjee, have been retained by Petitioner Roku, Inc. 

(“Roku”) to investigate and opine on certain issues relating to United States Patent 

No. 10,846,031 (“the ’031 patent”) in Roku’s Petition for Post Grant Review of 

that patent.  The Petition requests that the Patent Trial and Appeal Board (“PTAB” 

or “Board”) review and cancel claims 1-39 of the ’031 patent. 

 I am being compensated for my work on this matter by Roku for 

consulting services including time spent testifying at any hearing that may be held.  

I am also reimbursed for reasonable and customary expenses associated with my 

work in this case.  I receive no other forms of compensation related to this case.  

My compensation does not depend on the outcome of this post-grant review or the 

co-pending district court litigation, and I have no other financial interest in this 

post grant review. 

 This declaration is based on the information currently available to me.  

To the extent that additional information becomes available, I reserve the right to 

continue my investigation and study, which may include a review of documents 

and information that may be produced, as well as testimony from depositions that 

have not yet been taken. 

 I understand that the ’031 patent has been assigned to Flexiworld 

Technologies, Inc. (“Flexiworld” or “Patent Owner”).   
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A. Qualifications 

 My qualifications for forming the opinions in this expert report are 

summarized here and more fully detailed in my CV attached hereto as 

Appendix A. 

 I received Bachelor of Science degrees in both Computer Science and 

in Mathematics from Georgia College in 1994, and a Ph.D. in Computer Science in 

1999 from Georgia Tech.  My Ph.D. research was in developing a new form of 

networking architecture, and part of the work I did focused heavily on better 

delivery of video over the Internet.  After receiving my Ph.D., I joined the 

University of Maryland as an Assistant Professor in 1999.  In 2005, I was 

promoted to Associate Professor with tenure, and to Full Professor in 2009.  At 

Maryland, I have taught both undergraduate and graduate courses in Computer 

Networking, Operating Systems, Computer Security, and various special topics 

courses on topics in related fields.  My courses cover the basic structure of 

Computer systems and networking, and some cover media content delivery over 

the Internet in detail.  

 Both as a graduate student and as a faculty member, I have published 

in the top venues in Computer Networking, Computer Systems, and in Security.  

The list of my publications is attached as part of my CV in Appendix A.  My 

research work has been supported by multiple grants from the US National Science 
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Foundation, and the Department of Defense.  I have also started a Joint Ph.D. 

program with the University of Maryland and the Max Planck Society in Germany, 

and co-founded the annual Cornell, Maryland, Max Planck Research School that 

provides research exposure to about 80 students from across the world during a 

week-long school.  

 As I mentioned earlier, part of my Ph.D. research was to develop new 

architectures for video delivery on the Internet, and I have published papers on this 

architecture during my graduate studies.  I continued to work on video delivery as 

a faculty member, and have published various papers on video streaming, content 

delivery architectures, and on resilient large-scale content delivery.  During 2007, I 

was a visiting researcher at AT&T Labs, and one of the projects I focused on was a 

video content delivery platform.  This work resulted in both publications and a 

granted US patent (U.S. Pat. No. 8,752,100 B2). 

B. Materials Considered 

 Among the materials I reviewed in forming my opinions are the ʼ031 

patent, the prosecution history of the ʼ031 patent, Exhibit 8 to Flexiworld’s 

complaint which sets forth infringement allegations for the ’031 patent, and the 

Exhibits and Appendices referenced in this declaration.  I have also relied on my 

own professional and academic experience and my experience with working with 

others involved in the industry. 

ROKU EXH. 1002



C. Level of Ordinary Skill in the Art 

 It is my opinion that a person or ordinary skill in the art (“POSA”) at 

the time of the invention would have had (1) a bachelor’s degree in computer science 

or computer engineering or a similar field, and (2) two years of experience 

developing software.  The POSA would be familiar with well-known networking 

technologies.  This description is approximate, in the sense that additional 

experience could make up for less education and vice versa. 

 I understand Flexiworld has not yet identified an alleged priority date 

for any claims of the ’031 patent in the district court litigation.  I have not been asked 

to analyze whether the claims of the ’031 patent are supported by any of the priority 

applications.  In my view, the level of ordinary skill in the art would be similar 

regardless of whether the claims are entitled to a priority date as early as November 

1, 2000 based on the earliest filed provisional application or if the claims are only 

entitled to a priority date of May 12, 2017 based on the filing of the ’031 patent’s 

actual application.  Of course, a POSA in 2017 would have additional knowledge of 

newer technologies (e.g., the iPhone), but none of the claims require technologies 

that would not have been known to a POSA on November 1, 2000. 

D. Summary of Opinions 

 Throughout my analysis and in forming all the opinions stated in this 

declaration, I have considered the perspective of a person of ordinary skill in the art 
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as of November 1, 2000, which is the date of the earliest-filed priority application. 

 It is my opinion that claims 1-39 recite technology that was routine and 

conventional by November 1, 2000. 

 It is my opinion that the applications the ’031 patent cites for priority 

fail to describe using an Internet appliance as an output device or output system.   

II. OVERVIEW OF THE TECHNOLOGY 

A. Relevant State of the Art 

1. Wireless Communications 

 Although wireless networking technology had existed for years, 

standardization efforts in the late 1990s spurred increased interest in and use of 

wireless.  The first major international wireless local area network (LAN) standard 

was IEEE 802.11.  See Appx. B (Geier, 1999) at 89-96 (introducing the 802.11 

standard).  The initial 802.11 standard was finalized in 1997 and supplements in 

1999 covered extensions (802.11a and b) that provided for increased data rates.  

IEEE 802.11 quickly came to dominate the wireless LAN space and replace earlier 

proprietary wireless technologies.  By the time of the alleged invention (no earlier 

than November 1, 2000), IEEE 802.11 was essentially synonymous with wireless 

LAN technology.  A New York Times article from October 30, 2000 describes 

surging enthusiasm around IEEE 802.11 wireless LAN technology.  Appx. C 

(Markoff); see id. at 1 (“There is no doubt, however, that ‘wireless Ethernet’-- 
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formally known as the 802.11b wireless technical standard as specified by the 

Institute of Electrical and Electronics Engineers -- is finally taking off.”). 

 Another important wireless standard, Bluetooth, was adopted in 1999.  

Bluetooth was developed to support low power radio connections between 

electronic devices, including computers and peripherals.  See generally Appx. D 

(Haartsen, The Bluetooth Radio System, Feb. 2000).  

2. Service Discovery Technologies 

 In the late 1990s portable and handheld computing devices were 

becoming increasingly popular and it was generally understood that the utility of 

these devices could be enhanced by enabling them to discover and interact with 

other computing devices.  To that end, a number of “service discovery 

technologies were developed … to simplify the use of mobile devices in a network 

by allowing them to be ‘discovered,’ configured and used by other devices with a 

minimum of manual effort.”  Appx. E (Richard, Service Advertisement and 

Discovery: Enabling Universal Device Cooperation, 2000) at 18; see also Appx. F 

(Networking Encyclopedia, 2001) at 1131-33 (“Service Advertising and 

Discovery”). 

 Universal Plug and Play (UPnP) is a technology platform developed 

by the UPnP Forum led by Microsoft.  UPnP includes Simple Service Discovery 

Protocol (SSDP) “for service discovery and advertisement.”  Appx. E (Richard) at 
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23; id. at 24 (“In SSDP, each service has three associated IDs—service type, 

service name, and location—which are multicast when services are advertised.”).  

Apart from service discovery, UPnP includes a range of complementary 

technologies that facilitate interoperability between networked devices.  Id. at 24 

(discussing description, control, and presentation functionality). 

 In addition to UPnP, there were several other technologies that 

provided similar service discovery functionality.  The Richard article discusses 

Jini, Salutation, and SLP, for example.  Appx. E at 20-25.  Bluetooth included a 

service discovery protocol (SDP) that “provides a simple API for enumerating the 

devices in range and browsing available services.”  Id. at 19; see also Appx. F 

(Networking Encyclopedia, 2001) at 1131-33 (discussing Salutation, SLP, 

Microsoft.NET, SSDP, Bluetooth, Jini, JetSend, and Inferno).   

3. Print Servers 

 The ’031 patent states that an output controller for a printer can be a 

print server.  ’031 patent at 20:20-22 (“Other possible implementations of output 

controller 230 may include, for example, a … print server.”); see also id. at 18:20-

21; 19:60-64; 24:2-4.  Because many printers did not include built-in network-

interface cards (“NICs”), print servers could be used to connect printers lacking 

such cards to networks.   

There are two basic methods for connecting your printers 
directly to the network.  You can use a high-end printer 
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that comes with a network card that is either built in or 
available as an option.  Or you can use a stand-alone 
network print serverthe Hewlett-Packard JetDirect EX 
is a good examplethat supports a variety of protocols 
and usually comes with drivers to support many network 
operating systems, including Windows NT server. 

Appx. G (Russel, Running Windows NT Server 4.0, 1997) at 220; see also, e.g., Ex. 

1012 (Poole, The Little Network Book for Windows and Macintosh, 1999) at 130 

(“If the printer doesn’t have a built-in network port, you’ll have to install and 

configure the internal or external network adapter, or print server, that was 

described earlier in this chapter.”).   

 Some print servers were embodied as cards that were physically 

installed in the printer.  Id. (“Installing an internal print server usually means 

inserting an adapter card intro the printer’s expansion slot.”); Appx. H (Neibauer, 

This Wired Home, 2000) at 245 (“For some HP LaserJet printers, you can purchase 

an internal print server that fits inside the printer, much the way some NICs fit 

inside a computer.”).  External print servers, on the other hand, connected to the 

printer by cable (e.g., parallel or USB cable).  Id. at 247-249 (discussing setup of 

external print server).  Appx. I is a PC Magazine feature from January 1999 

comparing various external print servers including products from Axis, D-Link, 

HP, Intel, Lexmark and Linksys. 

 Server computers were also used as print servers.  Appx. J (Plumley, 

Home Networking Bible, 1999) at 283 (“A print server can be the software 
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included within a network operating system to control prints, printer drivers, and 

the print queue.  NT server, for example, includes a print server applet that enables 

you to control the printers attached to the server.”); Appx. K (Frisch, Essential 

Windows NT System Administration, 1998) at 260-266 (describing adding a shared 

printer connected to parallel port of server running Windows NT).   

 Even conventional PCs could share their locally connected printers to 

other computers on their networks.  See, e.g., Ex. 1012 (Poole, The Little Network 

Book for Windows and Macintosh, 1999) at 113-145 (Chapter 6, describing setting 

up and sharing printers over networks).  In these configurations, the host computer 

that shares the printer is analogous to a print server. 

When you share the local printer connected to your 
computer, your computer provides the network 
connection to other computers.  Other network computers 
that want to print to your shared local printer must 
contact your computer over the network and send your 
computer the pages to be printed.  Your computer has to 
do a bit of processing before it tells its printer to print the 
pages.  This means your computer must be up and 
running if anyone wants to use your shared local printer, 
and it also means that processing some of those printing 
jobs could cause some minor delays on your machine if 
you’re simultaneously working on your computer as 
another user is printing. 

Id. at 115. 

4. Network Printing via Wired and Wireless Networks 

 Network printing is not significantly impacted by the use of wireless 
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technologies.  An Apple document from 2000 describing the use of its “AirPort” 

wireless platform in connection with network printing makes this point 

unambiguously: 

Printing 
When an AirPort Base Station is plugged into an Ethernet 
network, users can print to the same printers they would 
if their computers were connected to the network with an 
Ethernet cable.  Users see no difference when printing to 
these printers whether they’re using AirPort or are 
connected to the Ethernet. 

Appx. L (AirPort Technical Overview, May 2000) at 23. 

 Network printing is largely implemented at upper layers of the 

networking stack.  For example, the figure below illustrates the use of TCP (a 

Layer 4 / Transport Layer protocol in the OSI model) to print a document over a 

network. 

 

See, e.g., Appx. M (Hall, Core Internet Protocols, 2000) at 22; id. at 21 (“When 

the user wants to print, the client software on the end user’s PC establishes a TCP 

session with the printer, sends the data to the printer’s software, and then closes the 

ROKU EXH. 1002



connection once the job was submitted.”). 

 Wireless networking is largely confined with lower layers of the 

networking stack, i.e., the physical layer, data link layer, and sometimes the data 

link layer. 

 

Appx. B (Geier, Wireless LANs, 1999) at 39 (“As shown in Figure 1.11, wireless 

networks operate only within the bottom three layers [of the seven-layer OSI 

networking model].”).  Transport layer protocols such as TCP “shield[] the higher 

layers from the networking implementation details.”  Id. at 38. 

 As a result, the printing process is functionally identical from the 

perspective of the client computer and the networked printer regardless of whether 

wireless networking may be used at some point in the communication path.  I 

further note that the ’031 patent describes no specific technical challenges to using 

wireless technology to transmit output data to printers or other output devices. 
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B. Overview of the ’031 Patent 

 The ’031 patent describes a user computing device (“information 

apparatus 200”) that wirelessly connects to an output device 220 (e.g., a printer) 

and uses the output device to output content (e.g., a document).  The information 

apparatus 200 can be a PC, laptop, or handheld computing device.  ’031 patent at 

13:25-33.  Output device 220 can be a conventional printer.  Id. at 17:8-14 

(conventional printer with a printer controller); 17:53-67 (conventional printer with 

no printer controller); Figs. 4A, 4B. 

 The output device 220 has an associated “output controller” 230.  Id. 

at 13:20-24.  The output controller 230 can manage communication with the 

information apparatuses and process output data for the output device.  Id. at 

18:13-16.  Standard Bluetooth or IEEE 802.11 wireless communication can be 

used between the information apparatus and the output device / output controller.  

Id. at 14:15-19.   

 The output controller 230 can either be integrated into the output 

device 220 or can be external to the output device.  These two alternatives are 

depicted in Figs. 2A and 2B (below, annotations added), respectively. 
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See also id. at 13:13-24 (introducing Figs. 2A and 2B). 

 The output controller 230 can be implemented with “a conventional 

personal computer (PC)”: 

Other possible implementations of output 
controller 230 may include, for example, a conventional 
personal computer (PC), a workstation, and an output 
server or print server. In these cases, the functionalities of 
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output controller 230 may be implemented using 
application software installed in a computer (e.g., PC, 
server, or workstation), with the computer connected 
with a wired or wireless connection to an output 
device 220. Using a PC, server, workstation, or other 
computer to implement the feature sets of output 
controller 230 with application software is just another 
possible embodiment of the output controller 230 and in 
no way departs from the spirit, scope and process of the 
present invention. 

Id. at 20:20-321. 

 The alleged invention supposedly enables user information 

apparatuses to output content to output devices without first having to first install 

device drivers for those output devices.  ’031 patent at 1:31-36 (“Present invention 

relates to providing content to an output device and, in particular, to providing 

universal output in which an information apparatus can pervasively output content 

to an output device without the need to install a dedicated device dependent driver 

or applications for each output device.”).  The patent suggests that users have 

traditionally been required to install output device drivers to use output devices 

because output device drivers are needed to process content into the format 

required by particular output devices.  Id. at 2:27-51.  The patent suggests, 

however, that searching for and installing drivers is time-consuming and complex.  

1 All emphasis used when quoting source material in this declaration has 
been added unless otherwise noted. 
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Id. at 2:64-3:46.  The patent also notes that installing device drivers uses memory 

which can be limited in information apparatuses.  Id. at 3:47-55.  The patent further 

suggests that, even if drivers are located and installed, information apparatuses 

may lack the processing speed and battery power to execute the device drivers and 

process the content into the appropriate output format.  Id. at 3:56-61. 

 The ’031 patent explains that the alleged invention eliminates the need 

for output device-specific drivers at the user’s information apparatus by 

intelligently splitting the responsibility for raster image processing (RIP) of 

content.  Id. at 5:50-57 (“Accordingly, this invention provides a convenient 

universal data output method in which an information apparatus and an output 

device or system share the raster image processing operations. Moreover, the new 

data output method eliminates the need to install a plurality of device-dependent 

dedicated drivers or applications in the information apparatus in order to output to 

a plurality of output devices.”). 

 The Summary of the Invention explains that the information apparatus 

performs partial rasterization of content to generate “intermediate output data,” 

but, importantly, the information apparatus does not perform the “device 

dependent image processing operations of a RIP (e.g., color matching and 

halftoning).”  Id. at 6:35-38.  The output device dependent image processing is 

instead performed downstream by the output controller.  Id. at 6:56-59 (“An output 
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controller application or component included in the output device or output system 

implements the remaining part of the raster image processing operations such as 

digital halftoning, color correction among others.”); see also id. at 30:25-43 

(explaining that “output controller 230 may generate the proper language or input 

format required to interface with the printer controller”); see also id. at 28:32-56 

(similar). 

 The ’031 patent asserts that “[u]nlike conventional raster image 

processing methods, this invention provides a more balanced distribution of the 

raster image processing computational load between the Information apparatus 

and the output device or the output system.”  Id. at 6:60-64.  This distribution of 

raster image processing supposedly “reduces the processing and memory 

requirements for the information apparatus” and allows for a smaller “driver,”2 

since it is only used to perform part of the rasterization process.  Id. at 6:67-7:11.  

Additionally, the patent suggests that the partially (i.e., generically) rasterized 

output generated by the information apparatus may be “more universally accepted 

by a plurality of output devices.”  Id. at 7:14-17.  As a result, “a user does not need 

2 The ’031 patent sometimes refers to the software that generates the 
intermediate output data as a “driver.”  See, e.g., 6:48-52 (“In an example of raster 
image process and data output method of the present invention, a client application 
such as a printer driver is included in an information apparatus and performs part 
of raster image processing operation such as rasterization on the content.”). 
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to preinstall in the information apparatus multiple dedicated device dependent 

drivers or applications for each output device.”  Id. at 7:23-26. 

 The ’031 patent thus explains that the alleged invention avoids the 

need to install output device-specific drivers at the information apparatus by 

freeing the information apparatus from the responsibility of performing 

rasterization that is specific to the output device.   

 The claims of the ’031 patent have nothing to do with how raster 

image processing is allocated between the information apparatus and the output 

device.  The ’031 patent’s claims focus instead on what the patent describes as 

“optional discovery process 1020 [that] may be implemented to help the user select 

an output device 220.”  Id. at 29:36-38.  The ’031 patent explains that “During the 

discovery process step 1020, a user's information apparatus 200 may (1) search for 

available output devices 220; (2) provide the user with a list of available output 

devices 220; and (3) provide means for the user to choose one or more output 

devices 220 to take the output job.”  Id. at 29:38-43; see also id. at 30:61-31:15 

(similar description).   

 The patent describes “[a]n example of a discovery process 1010” in 

connection with Fig. 11 (below).  Id. at 29:43-45. 
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See also id. at 30:61-32:43 (describing Fig. 11). 

 The ’031 patent states that “[v]arious protocols and or standards may 

be used during discovery process 1020.”  Id. at 31:17-18.  The patent further states 

that “[e]xamples of applicable protocols or standards may include, without 

limitation, Bluetooth, HAVi, Jini, Salutation, Service Location Protocol, and 

Universal Plug-and-play among others.”  Id. at 31:20-23.  The ’031 patent 

specification thus suggests that existing, standardized discovery technologies could 

be used in the alleged invention by the information apparatus to locate output 
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devices.  As I discussed above, the specifically-referenced standards included the 

same type of discovery functionality described by the ’031 patent.  See supra 

¶¶ 17-19. 

 Although the ’031 patent specification describes the invention almost 

exclusively in terms of printing, it asserts in a few places that the invention applies 

to other types of output devices as well.  See, e.g., id. at 16:42-48 (“However, it 

should be recognized that present invention applies also to other output devices 

220 such as fax machines, digital copiers, display screens, monitors, televisions, 

projectors, voice output devices, among others.”); see also id. at 1:54-57; 16:34-41.  

Certain claims of the ’031 patent are restricted to transmission of audio and/or 

video data and to output devices such as televisions, but there is no meaningful 

discussion of audio or video data or of televisions in the patent.  There is no 

discussion at all of how audio or video data is processed or how such data is output 

by a television or any other type of output device. 

C. The ’031 Patent’s Priority Applications Do Not Describe Using an 
Internet Appliance as an Output Device or Output System. 

 The ’031 patent states that information apparatuses can be an “Internet 

appliances.”  ’031 patent at 1:47-54 (“Examples of such information apparatuses 

include … Internet appliances ….”); 3:47-52 (“Another challenge for mobile users 

is that many mobile information apparatuses have limited memory space, 

processing capacity and power. These limitations are more apparent for small and 
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low-cost mobile devices including … Internet appliances ….”); 13:26-31 (“In one 

embodiment, information apparatus 200 may be a mobile computing device such 

as … Internet appliance ….”); 14:23-26 (“Information apparatus 200 may be a 

dedicated device (e.g., email terminal, web terminal, digital camera, e-book, web 

pads, Internet appliances etc.) with functionalities that are pre-configured by 

manufacturers.”).  Setting aside the applications incorporated by reference, these 

four statements are the only statements in the ’031 patent specification referring to 

Internet appliances. 

 Claims 6 of the ’031 patent states that “the output system is at least 

one of a sound output system, a television system, an output controller connectable 

to a television, a projection system, a printing system, or an information apparatus 

that is at least an Internet appliance.”  Claim 19 similarly states that “the output 

device is at least one of a sound output device, a television device, a controller 

device connectable to a television, a projector device, or an Internet appliance, 

individually or in any combination.”  These claims thus state that the “output 

system” or “output device” can be an Internet appliance.   

 In my opinion the disclosures in the priority applications to the ’031 

patent do not demonstrate that the inventors were in possession of the idea that the 

output system or output device could be an Internet appliance.  The diagram below 

from Roku’s Petition shows the various priority applications: 
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 The specification of the ’031 patent is almost the same as the 

specification of the ’765 application, except the ’031 patent has a different abstract 

and incorporates by reference the other priority applications listed above.  The ’765 

application contains the same four references to Internet appliances that I discussed 

above.  See Ex. 1011 (’765 application) at [0004], [0014], [0077], [0083].  The 

other priority applications are similar in that they consistently identify Internet 

appliances as examples of information apparatuses, not as output devices or output 
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systems.  See, e.g., Ex. 1009 (’299 application) at [0003], [0038]; Ex. 1010 (’413 

application) at [0002], [0012], [0047], [0052], [0165]. 

 In my opinion, that these applications suggest that an information 

apparatus can be an “Internet appliance” does not suggest that an output system or 

output device can also be one.  There is actual little if any overlap between the 

devices identified as information apparatuses and those identified as output 

devices.  For example, the ’765 application (and the ’031 patent itself) contains the 

following paragraph listing information apparatuses (yellow highlighting added) 

and output devices (orange highlighting added): 

 

Ex. 1011 (’765 application) at [0004]; ’031 patent at 1:44-57.  Here, none of the 

devices listed as examples of information apparatuses are listed as examples of 

output devices.  Elsewhere, the ’765 application lists examples of output devices 

with no mention of using Internet appliances, PDAs, smart phones, pagers, or the 

other devices given as examples of information apparatuses.  Ex. 1011 (’765 
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application) at [0090] (“However, it should be recognized that present invention 

applies also to other output devices 220 such as fax machine, digital copiers, 

display screens, monitors, televisions, projectors, voice output devices, among 

others.”).  Since the inventors decided to list examples of output devices in their 

applications, and they were clearly familiar with Internet appliances, one would 

expect them to have mentioned “Internet appliances” among the other exemplary 

output devices if they had in fact contemplated using Internet appliances as output 

devices. 

 The ’765 application (and the ’031 patent itself) points to Internet 

appliances as examples of “small and low-cost mobile devices” that would “have 

limited memory space, processing capacity and power.”  Ex. 1011 (’765 

application) at [0014]; ’031 patent at 3:46-64.  Because of these constraints, it is 

suggested that Internet appliances may not have the memory necessary to install or 

run “complex printer or device drivers” and may not have the “processing speed” 

and “power supply” necessary to drive an output device.  The paragraph concludes: 

“Therefore, a method is needed so that a small mobile device, with limited 

processing capabilities, can still reasonably output content to various output 

devices.”  Id.  Here, the inventors suggested that the benefit the alleged invention 

provides to Internet appliances is that it enables them to output content to various 

output devices, not that it better enables them to receive output content from other 
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devices and output it themselves.  In my opinion, a POSA would have recognized 

that the same resource constraints associated with Internet appliances described in 

the ’765 application and ’031 patent would have made them poor candidates for 

use as output devices due to their processing and power constraints.   

 The ’413 application similarly lists Internet appliances as examples of 

“small and low-cost mobile devices” with “limited memory space, processing 

capacity and power.  Ex. 1010 (’413 application) at [0012].  In the very next 

paragraph, the application explains that “small mobile devices with limited display 

screens” are limited in their abilities to display complex documents.  Id. at [0013].  

Here again, the suggested fix is not to improve the ability of these devices to 

output content themselves, but instead “to allow mobile users to output from their 

small information apparatuses to an output device the full richness of the original 

document content.”  Id. 

 Finally, paragraph [0089] of the ’765 application reads as follows: 

 

This paragraph describes how output device 220 outputs content and gives 
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examples of output devices that are consistent with the lists elsewhere in the 

application.  See Ex. 1011 (’765 application) at [0004], [0090] (both listing 

examples of output devices).  The last sentence of paragraph [0089] suggests that a 

device that can play music or read text aloud could potentially be an output device 

220.  Regardless, this paragraph does not state or suggest using an Internet 

appliance as an output device. 

 Based on the above, it is my opinion that the applications cited for 

priority in the ’031 patent fail to demonstrate that the inventors were in possession 

of the idea that an Internet appliance could be used as an output system or device. 

D. Claim Construction 

 I understand that in a PGR proceeding, the challenged claims are 

construed “in accordance with the ordinary and customary meaning of such claim 

as understood by one of ordinary skill in the art and the prosecution history 

pertaining to the patent.”  37 C.F.R. § 42.200(b).  In evaluating the challenged 

claims, I have applied my understanding as to what a person of ordinary skill in the 

art would have understood these claims to mean as of November 1, 2000 when the 

earliest-filed priority application was filed. 

III. UNPATENTABILITY OF THE CHALLENGED PATENT CLAIMS 

A. Legal Standards for Invalidity Subject Matter Eligibility Under 
35 U.S.C. § 101 

 I understand that where a patent claim is directed to an abstract idea, 
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the claim is invalid unless the claim contains an “inventive concept” which must be 

an element or some combination of elements that ensures the patent claim amounts 

to significantly more than a patent claim on the abstract idea itself.  I understand 

that an inventive concept cannot be well-understood, routine, conventional 

activities previously known to the industry.  I also understand that “wholly generic 

computer implementation” is not generally sufficient to provide an inventive 

concept.  I understand that the elements of a claim must be considered both 

individually and also as an ordered combination in determining whether they 

include an inventive concept. 

B. The Conventionality of the ’031 Patent Claims 

 I understand Roku asserts that the claims of the ’031 patent are 

directed to the abstract idea of accessing resources over communication networks.  

I am not a lawyer and I have not been asked to offer an opinion regarding the 

abstractness of the patent claims.  Nonetheless, Roku’s position that the claims of 

the ’031 patent focus on the idea of accessing resources over communication 

networks is consistent with my analysis of the claims. 

 Roku has asked me to analyze the claims of the ’031 patent to provide 

an opinion as to whether the claim elements recite routine and conventional 

technology. 
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1. Claim 1 

a. The preamble 

 Claim 1 begins with the following preamble: 

A non-transitory computer readable storage medium 
having recorded therein software that is executable at a 
mobile information apparatus to wirelessly set up an 
output system for providing output service to the mobile 
information apparatus, the output system includes 
wireless communication circuitry for wireless 
communication, and the output system is associated with 
at least an output device for output of digital content, and 
the output system is a separate device from the mobile 
information apparatus, the mobile information apparatus 
comprises: 

 Nothing in the preamble was unconventional by late 2000.  The 

preamble makes clear that the claim is directed to a “storage medium” with 

software executed by a “mobile information apparatus.”  The preamble indicates 

that the intended purpose of the claimed software is “to wirelessly set up an output 

system for providing output service to the mobile information apparatus.”  Given 

the context of the ’031 patent, in my opinion a POSA would understand the 

language “set up an output system” to refer to setting up the output system for use 

by the mobile information apparatus.  The “output system” is capable of wireless 

communication and is at least associated with an output device.  I discuss these 

devices below. 

b. The claimed “mobile information apparatus” 

 There was nothing unconventional about the claimed “mobile 
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information apparatus” in late 2000.   

 The patent specification explains that “[a]s described [t]herein, 

information apparatuses refer generally to computing devices, which include both 

stationary computers and mobile computing devices (pervasive devices).”  ’031 

patent at 1:44-47; 13:25-26 (“Information apparatus 200 is a computing device 

with processing capability.”). 

 “[I]nformation apparatus 200 may be a mobile computing device such 

as palmtop computer, handheld device, laptop computer, personal digital assistant 

(PDA), smart phone, screen phone, e-book, Internet pad, communication pad, 

Internet appliance, pager, digital camera, etc.”  Id. at 25:26-31.  “It is possible that 

information apparatus 200 may also include a static computing device such as a 

desktop computer, workstation, server, etc.”  Id. at 13:31-33; see also id. at 1:47-54 

(listing similar types of devices as “examples” of information apparatuses). 

 The ’031 patent does not describe any new “mobile information 

apparatus” device.  Devices such as “smart phones” and “information pads” are 

mentioned as possible information apparatuses but not otherwise described or 

discussed in any meaningful way.  The patent specification focuses on a generic 

information apparatus 200.  There is no suggestion anywhere in the patent 

specification that the invention works any differently whether the information 

apparatus 200 is a smart phone or a desktop or laptop computer. 
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 The required hardware components of the mobile information 

apparatus that are recited in claim 1 were all routine and conventional by late 2000.  

PDAs and other handheld computers included processors, memory, and often 

touch screens as well.  For example, HP’s “Jornada” line of handheld computers 

included these standard components.  Appx. N (HP Jornada brochure, 1999); see 

also, e.g., Appx. B (Geier, Wireless LANs, 1999) at 29-31 (discussing features of 

Handheld PCs). 

 Handheld computing devices often featured PCMCIA (or PC Card) 

slots which could receive PC Card-based wireless modules.  Appx. B (Geier, 

Wireless LANs, 1999) at 34 (“Many portable computers have PCMCIA slots that 

accept credit card-sized NICs.”); see also, e.g., Appx. N (HP Jornada brochure, 

1999).  Below is a picture of a wireless PC Card, the Proxim RangeLAN2 7410 CE 

PC Card, for handheld devices running Windows CE. 

 

Appx. O (Proxim RangeLAN2 7410 CE PC Card data sheet, 1999). 

 Claim 1 mentions that the wireless communication units of the mobile 
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information apparatus “include one or more radio frequency link controllers for 

wireless communication.”  The ’031 patent describes an RF Link Controller 810 

only briefly and in functional terms.  ’031 patent at 25:5-12 (“RF link controller 

810 implements real-time lower layer (e.g., physical layer) protocol processing that 

enables the hosts (e.g., information apparatus 200, output controller 230, output 

device 220, etc.) to communicate over a radio link. Functions performed by the 

link controller 810 may include, without limitation, error detection/correction, 

power control, data packet processing, data encryption/decryption and other data 

processing functions.”).   

 The ’031 patent specification thus reveals that the claimed “link 

controller” is a functional block within the wireless communication unit that 

enables conventional wireless communication.  See ’031 patent at 25:56-59 (noting 

that a wireless unit like that shown in Fig. 8A “may be included in devices … to 

support various wireless communications standards”).  Conventional wireless NICs 

included what the ’031 patent describes as the “RF link controllers” used to 

process data sent and received according to the relevant networking standards 

including their physical layer protocols (e.g., IEEE 802.11).  See, e.g., Appx. B 

(Geier, Wireless LANs, 1999) at 34-35. 

 The specification does not suggest that the information apparatus 200 

requires any new technology to perform the functions recited in claim 1.  Instead, 
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the specification suggests this functionality is implemented with software on the 

information apparatus.  Id. at 31:1-3 (“The information apparatus 200 may utilize 

the client application 210 or other application 205 in this process.”); see also id. at 

31:28-39 (discovery process can be implemented by “communication manager” 

either incorporated into client application 210 or utilized by client application 210).  

There is no detailed or technical description of the software that performs these 

functions.  In general, the ’031 patent specification describes what the software 

does, not how the software does it.  See id. at 15:29-16:28 (listing various 

“components or operations” of client application 210). 

c. The claimed “output system” 

 Claim 1 also refers to an “output system.”  The preamble states that 

the “output system is associated with at least an output device for output of digital 

content.”  The ’031 patent specification often uses the term “output system” to 

refer to the combination of an output device 220 and its output controller 230.  See, 

e.g., ’031 patent at 13:20-24 (“The output system 250 includes an output device 

220 and an output controller 230 which may be externally connected to, or 

otherwise associated with, the output device 220 in the output system 250.”); Fig. 

2B (showing “output system” 250).  Sometimes, however, the term “output 

system” is seemingly used interchangeably with “output device.”  See, e.g., id. at 

8:41-42 (“FIG. 4B is a block diagram of a second conventional output system or 
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output device.”).  Dependent claim 6 indicates the “output system” of claim 1 

could be “at least one of a sound output system, a television system, an output 

controller connectable to a television, a projection system, a printing system, or an 

information apparatus that is at least an Internet appliance, individually or in any 

combination.”   

 Of the output devices listed in claim 6, only “printing system[s]” are 

meaningfully discussed in the ’031 patent specification.  See, e.g., ’031 patent at 

16:42-18:48 (discussing printers and output controllers for use with printers); Figs. 

4A & 4B, Figs. 5A & 5B.  The term “television” appears just three times in the 

specification and each time in a sentence that merely lists possible types of output 

devices.  Id. at 1:54-57; 16:34-37; 16:44-48.  Although the specification discusses 

output controllers in general and in connection with printers, there is no specific 

discussion of any output controller for use in or with a television.   

 Even when the alleged invention is used with printers, the patent 

indicates that the printers themselves can be conventional.  Id. at 18:24-27 (“FIG. 

5A illustrates the implementation of an output controller 230 inside a conventional 

printer with reference to FIG. 4A, which includes a conventional printer 

controller 410(5A).”); 18:35-38 (“FIG. 5B illustrates the implementation of an 

output controller 230 included internally in a conventional output device 220 with 

reference to FIG. 4B, which does not include a printer controller.”). 
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 Claim 1 does not expressly require the output system to include an 

“output controller.”  Even if it did, however, the ’031 patent specification makes 

clear that the “output controller” is not a specific device or program; it is 

essentially a black box that can be implemented with conventional technology in 

order to perform certain functions.  The patent identifies 16 different “components 

and operations” that may be part of output controller 230.  ’031 patent at 20:46-

21:51 (“Functionalities and components of output controller 230 for the purpose of 

providing universal data output may include or utilize ….”).  As an example, the 

first set of “components and operations” is “Components and operations to receive 

output data from a plurality of information apparatus 200 ….”  Id. at 20:49-53. 

 The ’031 patent states that the output controller can be hardware, 

software or both.  Id. at 18:16-18 (“Output controller 230 may include dedicated 

hardware or software or combination of both for at least one output device 220.”); 

19:4-8 (“FIG. 6 includes three functional block diagrams illustrating the 

hardware/software components of output controller 230 in three different 

implementations. Each components of an output controller 230 may include 

software, hardware, or combination.”); Fig. 6.  To the extent the patent discusses a 

hardware implementation, it merely lists well-known hardware components such 

as ASICs and DSPs that can optionally be used.  Id. at 19:8-16 (“For example, an 

output controller 230 may include components using one or more or combinations 
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of an application-specific integrated circuit (ASIC), a digital signal processor 

(DSP), a field programmable gate array (FPGA), firmware, system on a chip, and 

various communication chip sets. Output controller 230 may also contain 

embedded processors 670 A with software components or embedded application 

software to implement its feature sets and functionalities.”).   

 The output controller can be integrated into the output device or can 

be a separate device.  Id. at 18:18-20 (“Output controller 230 may be internally 

installed, or externally connected to one or more output devices 220.”); see also id. 

at 23:4-24:41 (describing Figs. 7A-7F which depict internal and external output 

controllers and output devices); Figs. 7A-7F.  The output controller can even be 

partially internal to the output device and partially external.  Id. at 24:44-48 (“For 

example, partial functionalities of output controller 230 may be implemented in an 

external box or station while the remaining functionalities may reside inside an 

output device 220 as a separate board or integrated with a printer controller 410.”). 

 The ’031 patent also states very clearly that the output controller 230 

can be implemented with a “conventional personal computer (PC)”: 

Other possible implementations of output controller 230 
may include, for example, a conventional personal 
computer (PC), a workstation, and an output server or 
print server. In these cases, the functionalities of output 
controller 230 may be implemented using application 
software installed in a computer (e.g., PC, server, or 
workstation), with the computer connected with a wired 
or wireless connection to an output device 220. Using a 
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PC, server, workstation, or other computer to implement 
the feature sets of output controller 230 with 
application software is just another possible 
embodiment of the output controller 230 and in no way 
departs from the spirit, scope and process of the present 
invention. 

Id. at 20:20-32. 

 There is no detailed description of any hardware or software that 

performs the functionalities of the output controller 230.  The implication is that a 

POSA would know how to design hardware and/or write software to perform those 

functions without needing detailed guidance from the patent specification. 

 Finally, the specification states repeatedly that a print server can be an 

output controller.  Id. at 20:20-32 (quoted in full above); 18:20-21 (“The output 

controller 230 is sometimes referred to as a print server or output server.”); 19:60-

64 (“An output controller 230 implemented as an external box or station to an 

output device 220 may contain its own user interface. One example of such an 

implementation is a print server connected to an output device 220 in an output 

system 250.”); 24:2-4 (“For example, the output controller 230 may be 

implemented as an application in a print server or as a standalone box or station.”).  

As I discussed above, print servers were well known by 2000.  See supra ¶¶ 20-23. 

d. The five functions 

 Claim 1 includes a first “wherein …” clause: 
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wherein, when the one or more processors included in the 
mobile information apparatus execute at least part of the 
software at the mobile information apparatus, the mobile 
information apparatus: 

This language is followed by five enumerated functions that the mobile 

information apparatus performs when its software is executed. 

(i) Function 1: discover the output system 

 In the first recited function of claim 1 the mobile information 

apparatus wirelessly discovers the output system: 

(1) wirelessly discovers, using the one or more wireless 
communication units of the mobile information 
apparatus, the output system, the wireless discovery of 
the output system is based, at least in part, on physical 
proximity between the mobile information apparatus and 
the output system; 

This language does not specify how the information apparatus discovers the output 

system. 

 As I discussed above, the specification of the ’031 patent describes an 

optional discovery process 1020 that may be used by information apparatus 200 to 

locate an output device 220.  The patent acknowledges that standard protocols such 

as “Bluetotoh, HAVi, Jini, Salutation, Service Location Protocol, and Universal 

Plug-and-play among others” can be used to implement the discovery process.  

’031 patent at 31:20-23.   

 The ’031 patent discusses an exemplary discovery process in 

connection with Fig. 11.  The discovery process can involve devices “multi-casting 
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or broadcasting” searches for devices that provide particular services.  Id. at 31:54-

60.  “Alternatively or in combination,” output devices can send “broadcasts” 

advertising their services.  Id. at 31:60-63.  This high-level discussion is generally 

consistent with discovery functionality provided in UPnP and the other discovery 

standards and protocols mentioned in the patent specification.  Notably, nothing in 

the ’031 patent’s description of the discovery process suggests any need to 

approach discovery differently because wireless communications are involved.   

 As the ’031 patent acknowledges, numerous technologies were 

available to allow devices to discover other devices over networks.  For example, 

the Bluetooth specification, published in 1999, describes the Service Discovery 

Protocol (SDP).  Appx. P (Bluetooth Core Specification, 1999) at 323-384.  The 

Bluetooth specification even notes that the service discovery “problem is widely 

recognized; many companies, standards bodies and consortia are addressing it at 

various levels in various ways.  Service Location Protocol (SLP), Jini, and 

Salutation, to name just a few, all address some aspect of service discovery.”  Id. at 

370.  Service Location Protocol (SLP) was initially described in RFC 2165, 

published in June 1997, and then updated via RFCs 2608 and 2609, published in 
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June 1999.3  Universal Plug and Play (UPnP) relies on the Simple Service 

Discovery Protocol (SSDP) which was documented in IETF drafts published in 

1999.  See, e.g., Appx. Q (Simple Service Discovery Protocol/1.0, v1.03, Oct. 28, 

1999).  An article published in the September / October 2000 issue of IEEE 

Internet Computing discusses the discovery capabilities of several of these 

protocols.  Appx. E (Richard, Service Advertisement and Discovery: Enabling 

Universal Device Cooperation). 

 Although the claim language requires the discovery to be “based, at 

least in part, on physical proximity between” the devices, the ’031 patent 

specification does not describe any new or improved way of accounting for 

“physical proximity” during the discovery process.  As a practical matter, all 

wireless communications technologies (even satellite) are constrained by physical 

proximity and different wireless transmitters have different ranges.4  I understand 

that Flexiworld asserts that the “physical proximity” limitation is met if the devices 

are connected to the “same Wi-Fi network.”  Ex. 1013 (’031 claim chart) at 35.  

Well-known discovery protocols—including most of those mentioned in the ’031 

3 See https://datatracker.ietf.org/doc/html/rfc2165; 
https://datatracker.ietf.org/doc/html/rfc2608; 
https://datatracker.ietf.org/doc/html/rfc2609. 

4 The Proxim RangeLAN2 had a range of approximately 400 - 700 feet.  
Appx. O at 2 (“Range (snap-on)….~400 feet (~122 m) radius indoors 700 feet 
(~213 m) radius outdoors (more with optional dipole antenana).”) 
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patent—were designed to discover devices and services on a particular network.  

See, e.g., Appx. Q (SSDP spec) at 6 (“Our goal is to provide for discovery for local 

area networks not for the entire Internet.”); Appx. R (RFC 2608) at 3 (“SLP has 

been designed to serve enterprise networks with shared services, and it may not 

necessarily scale for wide-area service discovery throughout the global Internet, or 

in networks where there are hundreds of thousands of clients or tens of thousands 

of services.”). 

 Even apart from the known discovery technologies called out in the 

’031 patent specification, there was nothing unconventional about discovering 

output devices available via a network.  Windows included an “Add Printer 

Wizard” that enabled users to find and add networked printers: 
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Ex. 1012 (Poole, The Little Network Book for Windows and Macintosh, 1999) at 

136-137.  Mac OS included similar functionality: 
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Id. at 140.  See also, e.g., Appx. S (Person, Using Windows 95: Special Edition, 

1995) at 775-776 (describing use of Add Printer Wizard to add network printers in 

Windows 95); Appx. T (Pogue, Mac OS 9: The Missing Manual, 2000) at 347-349 

(describing printer installation in Mac OS 9). 

 The network printers added through these conventional processes 

could be independent network printers directly connected to the network.  Ex. 1012 

(Poole, The Little Network Book for Windows and Macintosh, 1999) at 114-115.  

The network printers could also be printers connected to a host computer (e.g., a 

PC) on the network.  Id.  This is consistent with the ’031 patent’s suggestion of 
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using a “conventional personal computer” as an output controller for an output 

device.  See, e.g., ’031 patent at 20:20-32 (“Other possible implementations of 

output controller 230 may include, for example, a conventional personal computer 

(PC) ….  Using a PC… to implement the feature sets of output controller 230 with 

application software is just another possible embodiment of the output controller 

230 and in no way departs from the spirit, scope and process of the present 

invention.”).  

(ii) Functions 2 & 3: display the output system for 
user selection 

 Functions 2 and 3 require the mobile information apparatus to display 

a discovered output system in the user interface and receive user selection of the 

output system:   

(2) displays, on the touch sensitive screen interface of the 
mobile information apparatus, a user interface item or 
icon related to the output system wirelessly discovered in 
(1) for user selection; 

(3) obtains, using the touch sensitive screen interface of 
the mobile information apparatus and from the user, at 
least an indication of a selection of the user interface item 
or icon, related to the output system wirelessly 
discovered in (1) and displayed on the touch sensitive 
screen interface in (2); 

 There was nothing unconventional about displaying items to the user 

in a user interface for selection.  Computers with graphical user interfaces have 

traditionally displayed applications, files, devices, and other items to the user for 
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selection.   

 The ’031 patent itself does not describe any new or improved way of 

presenting output devices to a user for selection.  This functionality is described 

only at a very high level: 

In step 1106, if available output devices 220 are 
discovered, the communication manager may obtain 
some basic information, or part of or the entire output 
device profile, from each discovered output device 220. 
… Such information is preferably provided to the user 
through the user interface (e.g., display screen, speaker, 
etc.) of information apparatus 200. 

In step 1108, the user may select one or more output 
devices 220 based on information provided, if any, to 
take the output job. 

’031 patent at 32:21-32.  Notably, this functionality is not described specifically in 

connection with a touch screen.  The ’031 patent describes no new or improved 

touch screen technology and no new or improved ways to use touch screens.  

Nothing in the ’031 patent suggests that the invention works differently when the 

user selects the output device via touch screen as opposed to using a mouse or 

keyboard.  See id. at 13:43-47 (describing information apparatus 200: “Examples 

of such [user] interfaces include, without limitation, one or more of a mouse, a 

keyboard, a touch-sensitive or non-touch-sensitive screen, push buttons, soft keys, 

a stylus, a speaker, a microphone, etc.”). 

 As discussed above for Function 1, both Windows and Mac OS 
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displayed available printers to the user for selection.  In the exemplary screen 

below, a Windows user could select the printer named “hp deskjet” in the “Browse 

for Printer” window: 

 

Ex. 1012 (Poole, The Little Network Book for Windows and Macintosh, 1999) at 

137.  Similarly, in the exemplary Chooser window below, a Mac user could select 

the printer named “Hermes”: 
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Id. at 140.  In Mac OS, users selected both an icon (e.g., the LaserWriter 8 icon) 

and a user interface item (the printer name in the list box) and both are associated 

with a printer (e.g., Hermes) that is discovered.   

 As also discussed for Function 1, there were well-known protocols 

that supported service discovery.  It was well understood that these protocols 

would be used in situations such as where a user is searching for a printer or 

printing service, and that the discovered devices and/or services might be presented 

to a user for selection.  The Bluetooth specification provides an example to 

illustrate the use of SDP where “an SDP client is searching for available 

Synchronization services that can be presented to the user for selection.”  Appx. P 

at 376; see also id. at 371-375 (discussing two examples based on “an SDP client 
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searching for a generic printing service”).  The SSDP specification similarly 

describes setting up a network and using SSDP to “discover SSDP services in the 

form of Printers, Scanners, Fax Machines, etc.”  Appx. Q at 4; see also id. at 6 

(discussing the use of discovery in order “to display to our user all the VCRs in her 

house”).  

(iii) Function 4: send security or authentication 
information 

 Function 4 requires the mobile information apparatus to provide 

security or authentication information to the output system to access its services: 

(4) wirelessly provides, using the one or more wireless 
communication units of the mobile information 
apparatus, security information or authentication 
information, from the mobile information apparatus to 
the output system that is wirelessly discovered in (1) and 
selected in (3), the security information or the 
authentication information is to facilitate, at least in part, 
the mobile information apparatus to access services 
provided by the output system. 

 The ’031 patent describes no new or improved security scheme for 

limiting access to output devices.  The patent states that “an optional authentication 

step may be included when the selected output device 220 provides service to a 

restricted group of users.”  ’031 patent at 36:19-22.  The patent specification 

further explains that “[a] simple authentication may be implemented by, for 

example, comparing the identity of an information apparatus 200 with an approved 

control list of identities stored in the output device 220 or output controller 230.”  
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Id. at 36:29-33.  The specification also states that the information used can include 

things like a “user name,” “password,” or “ID number” and that this information 

“may be manually provided by user ….”  Id. at 36:34-41. 

 The patent thus describes using an admittedly “simple” access control 

scheme and that scheme is described in purely functional terms.  Although the 

specification also states that “[o]ther more complex authentication schemes may 

also be used,” (id. at 29:33-34), it never describes any such “more complex” 

authentication schemes. 

 There was nothing unconventional about a client device providing 

security or authentication information to access the services of a networked device.  

As shown in the figure below, Windows enabled printers to be shared on the 

network with password restrictions:  
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Ex. 1012 (Poole, The Little Network Book for Windows and Macintosh, 1999) at 

125-126.  Mac OS likewise allowed for restricting access to a shared printer via 

password: 
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Id. at 129.   

(iv) Function 5: establish a wireless communication 
link 

 Function 5 requires the mobile information apparatus to “establish … 

a wireless communication link” which may be either “[i] a direct short range 

wireless communication link or [ii] a wireless location area network 

communication link”: 

(5) wirelessly establishes, using the one or more wireless 
communication units of the mobile information 
apparatus, a wireless communication link between the 
mobile information apparatus and the output system that 
is wirelessly discovered in (1), the wireless 
communication link being a direct short range wireless 
communication link or a wireless local area network 
communication link, and the wireless establishing of the 
wireless communication link is based, at least in part, on 
the mobile information apparatus having obtained the 
indication of the selection of the user interface item or 
icon in (3); 

 There was nothing unconventional about establishing the claimed 
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wireless communication links.  The ’031 patent does not describe any new or 

improved wireless technologies.  Instead, the patent embraces the use of standard 

wireless technologies such as IEEE 802.11 and Bluetooth: 

A variety of radio links may be utilized. A group of 
competing technologies operating in the 2.4 GHz 
unlicensed frequency band is of particular interest. This 
group currently includes Bluetooth, Home radio 
frequency (Home RF) and implementations based on 
IEEE 802.11 standard. Each of these technologies has a 
different set of protocols and they all provide solutions 
for wireless local area networks (LANs). Interference 
among these technologies could limit deployment of 
these protocols simultaneously. It is anticipated that new 
local area wireless technologies may emerge or that the 
existing ones may converge. Nevertheless, all these 
existing and future wireless technologies may be 
implemented in the present invention without limitation, 
and therefore, in no way depart from the scope of 
present invention. 

’031 patent at 25:13-27; see also id. at 13:55-60 (“In one embodiment of the 

present invention, communication interface 240 between information apparatus 

200 and output device 220 or output system 250 is a wireless communication 

interface such as a short-range radio interface including those implemented 

according to the Bluetooth or IEEE 802.11 standard.”); 14:15-19 (“For example, 

information apparatus 200 may communicate with one output device 220 through a 

Bluetooth standard interface or through an IEEE 802.11 standard interface while 

communicating with another output device 220 through a parallel cable 

interface.”). 
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 By late 2000, IEEE 802.11 was the dominant wireless LAN standard.  

See, e.g., Appx. C (New York Times article published Oct. 30, 2000) at 2 (“The 

802.11b format is catching on so quickly that it is displacing alternative wireless 

competitors that include Bluetooth and HomeRF.”); see also e.g., Appx. B (Geier, 

Wireless LANs, 1999) at 91-92 (discussing advantages of 802.11 vs. proprietary 

standards).  By the same time, it was well understood that Bluetooth could be used 

to support direct wireless links between computing devices.  See, e.g., Appx. D 

(Haartsen, The Bluetooth Radio System, February 2000) (discussing how Bluetooth 

supports ad hoc networking). 

e. The final “wherein …” clause 

 Claim 1 concludes with a second “wherein …” clause: 

wherein the mobile information apparatus wirelessly 
accesses the services, which is provided by the output 
system, over the wireless communication link wirelessly 
established in (5), based on having wirelessly provided 
the security information or the authentication information 
from the mobile information apparatus to the output 
system in (4). 

 This second wherein clause adds nothing that was unconventional by 

late 2000.  It describes the result of performing the previous functions, namely that 

the mobile information apparatus accesses services of the output system.  This is 

substantially the same result that would be achieved when a conventional PC 

successfully connects to a printer over the network.  This language requires 
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“wirelessly” accessing the services of the output system, but, as I have explained, 

the ’031 patent discloses no new or improved wireless technologies.  Additionally, 

a POSA would have known it was possible to use wireless networking to connect 

to output devices such as printers in 2000.  See supra ¶¶ 24-27 (discussing network 

printing). 

f. The elements of claim 1 as an ordered combination 

 In my opinion, there is nothing unconventional in claim 1 when its 

claim elements are considered as an ordered combination.  The mobile information 

apparatus discovers the output system, displays it, the user selects it, and a 

communication link to that system is established.  The mobile information 

apparatus is given access to the services of the output system if it provides security 

or authentication information.  All of this is consistent with the process I discussed 

above whereby a conventional Windows or Mac computer adds a network printer 

that requires a password. 

 Although claim 1 lists function (4) which involves sending the 

security or authentication information before function (5) which involves 

establishing the wireless communication link to the output system, I see nothing in 

the claim that requires the functions to be performed in this order.  The ’031 patent 

specification describes establishing the communication link before the 

authentication information is provided.  Specifically, the ’031 patent states that the 
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communication link between the information apparatus and the output device is 

“locked” at step 1112 of the discovery process shown in Fig. 11.  ’031 patent at 

32:37-43.  The authentication step is described as being performed as part of the 

client application process shown in Fig. 12A.  Id. at 36:12-49.  The patent 

describes the client application process as coming after the discovery process as 

shown in Fig. 10. 

2. Independent Claims 8, 14, 21, 28, and 34 

 The five other independent claims of the ’031 patent are similar to 

claim 1.  Although there are some differences between the claims that I discuss 

below, none of these claims require anything beyond routine and conventional 

computer technology at the time of the alleged invention. 

a. Claims 8 and 28 

 Claim 8 uses the term “mobile device” instead of “mobile information 

apparatus.”  Just as I discussed for claim 1 in addressing its “mobile information 

apparatus,” the ’031 patent does not describe any new “mobile device” or suggest 

that the alleged invention works any differently when the information apparatus is 

a “mobile device” as opposed to a desktop computer.   

 Claim 8 adds an additional step, step (2), of “wirelessly receiving … 

device information from the output system that has been wirelessly discovered by 

the mobile device” and then states that the information displayed to the user in step 
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(3) is “related, at least in part, to the device information wirelessly received from 

the output system in (2).”  There was nothing unconventional about receiving 

information about a discovered device.  In the Windows and Mac OS examples I 

discussed above, the user’s computer receives information including the name of 

the printer.  In Windows, a comment about the shared printer is also displayed in 

Network Neighborhood: 

 

Ex. 1012 (Poole, The Little Network Book for Windows and Macintosh, 1999) at 

134 (highlighting added); see also id. at 125 (“This name [in the Share Name field] 

will appear on other network users’ machines when they access your computer in 

their Network Neighborhood.  In the comment field, you can type a phrase that 

describes the printer or its location.  If you have more than one printer, this 
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comment will help users identify the printer.”).  Mac OS allowed users to “Get 

Info” about a printer shown in the Chooser and see additional information, 

including the Mac OS version and computer type of its host computer and whether 

the selected printer includes the fonts on the user’s own machine.  Ex. 1012 (Poole, 

The Little Network Book for Windows and Macintosh, 1999) at 141. 

 The discovery protocols and standards mentioned in the ’031 patent 

specification provided for obtaining device information about the discovered 

device.  For example, UPnP included “description” functionality that control point 

devices could use to obtain information about controlled devices and their services: 

Step 2 in UPnP networking is description. After a control 
point has discovered a device, the control point still 
knows very little about the device. For the control point 
to learn more about the device and its capabilities, or to 
interact with the device, the control point must retrieve 
the device's description from the URL provided by the 
device in the discovery message. Devices may contain 
other, logical devices, as well as functional units, or 
services. The UPnP description for a device is expressed 
in XML and includes vendor-specific, manufacturer 
information like the model name and number, serial 
number, manufacturer name, URLs to vendor-specific 
Web sites, etc. The description also includes a list of any 
embedded devices or services, as well as URLs for 
control, eventing, and presentation. For each service, the 
description includes a list of the commands, or actions, 
the service responds to, and parameters, or arguments, for 
each action; the description for a service also includes a 
list of variables; these variables model the state of the 
service at run time, and are described in terms of their 
data type, range, and event characteristics. The section on 
Description below explains how devices are described 
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and how those descriptions are retrieved by control 
points. 

Appx U (UPnP Specification v 1.0, June 8, 2000) at 3.  Bluetooth’s service 

discovery protocol (SDP) also allowed client devices to request attributes from 

other devices they discovered.  Appx. P at 337 (“Once an SDP client has a service 

record handle, it may easily request the values of specific attributes …”); 351-353 

(discussing service attribute requests and responses); 376-383 (example where 

SDP client requests and receives attributes such as the service name and service 

description).  Similar to Bluetooth’s SDP, SLP provides for attribute requests.  

Appx. V (Guttman, Service Location Protocol: Automatic Discovery of IP Network 

Services, 1999) at 79 (“A UA [user agent] can use the Attribute Request to retrieve 

all the attributes of a given service in a manner similar to a directory lookup 

operation.”). 

 Claim 8 also recites that the user interface item displayed on the touch 

screen is related to the device information received from the output system.  It was 

well understood that device information received from a discovered device might 

be displayed to the user to aid in the selection of a particular discovered device 

such as when more than one device is discovered.  For example, when a user 

shared a printer in Windows, in addition to providing a printer name, the user 

could provide a comment about the printer to be viewed by another user to help 

them select the correct printer.  Ex. 1012 (Poole, The Little Network Book for 
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Windows and Macintosh, 1999) at 125 (“This name [in the Share Name field] will 

appear on other network users’ machines when they access your computer in their 

Network Neighborhood.  In the comment field, you can type a phrase that 

describes the printer or its location.  If you have more than one printer, this 

comment will help users identify the printer.”).  As I mentioned above, the 

Bluetooth specification, describes an example of using SDP where “an SDP client 

is searching for available Synchronization services that can be presented to the user 

for selection.”  Appx. P at 376.  That discussion explains that “[t]he SDP client is 

retrieving … those attributes that are relevant for presenting information to the 

user about the services.”  Id. 

 Claim 28 is similar to claims 1 and 8 discussed above.  Like claim 1, 

it recites a “mobile information apparatus” and it requires receiving device 

information about the discovered output device similar to claim 8.  Claim 28 lists 

the function of establishing the wireless communication link (function (4)) before 

the function of sending the security or authentication information (function (5)), 

but I see nothing in the claim that requires these two functions to be performed in 

the order they are listed. 

 In my opinion, claims 8 and 28 contain nothing that was not already 

routine and conventional by the time of the alleged invention. 
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b. Claims 14, 21, and 34 

 Claims 14, 21, and 34 are similar to the claims discussed above, but 

they do not require the client device to send security or authentication information 

to the output system in order to access its services.  These claims add functions or 

steps that require the client device to send “first information or a query” to the 

output system and receive second “information or a response” back.  Dependent 

claims 26 and 39 indicate that the claimed “second information” can be “status 

information, response information related to the first information, device attribute 

information, or user interface information, individually or in any combination.”  

There was certainly nothing unconventional by late 2000 about one device 

querying or exchanging information with another device over a network. 

 The ’031 patent does not describe queries sent to the output system in 

any detail.  The patent merely mentions that one of the possible functionalities of 

output device 220 may be “Components and operations to receive multiple 

requests or queries (e.g., a service request, a data query, an object or component 

query etc.) from a plurality of information apparatus 200 and properly respond to 

them by returning components, which may contain data, software, instructions, 

and/or objects.”  ’031 patent at 22:12-19.  There is no description of any new 

approach or new technology needed or used in making or responding to these 

queries.  Nor is there any meaningful discussion in the ’031 patent regarding how 
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to request and receive “status information” or “user interface information.” 

 As I discussed above, UPnP included “description” functionality 

whereby devices would request and obtain device attribute information in an XML 

device description document.  UPnP devices could also “query” other devices to 

receive “status information” about their services.  Id. at 38 (“To determine the 

current value of a state variable, a control point may poll the service.  Similar to 

invoking an action, a control point sends a suitable query message to the control 

URL for the service.  In response, the service provides the value of the variable 

….”).  UPnP also allowed devices to request and receive “user interface 

information.”  Appx. U at 3 (“Step 5 in UPnP networking is presentation. If a 

device has a URL for presentation, then the control point can retrieve a page from 

this URL, load the page into a browser, and depending on the capabilities of the 

page, allow a user to control the device and/or view device status.”). 

 Bluetooth enabled devices to request and receive device attribute 

information.  For example, Bluetooth provided a request to obtain the user-friendly 

name of another Bluetooth device.  Appx. P at 207 (“LMP supports name request 

to another Bluetooth device.  The name is a user-friendly name associated with the 

Bluetooth device ….”).  As I discussed above, Bluetooth’s SDP discovery protocol 

allowed devices to request attribute information about the services of another 

Bluetooth device.  Id. at 351-353 (discussing service attribute transactions).  As I 
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also discussed above, Service Location Protocol (SLP)—also mentioned in the 

’031 patent—included functionality for allowing devices to request attribute 

information from other devices.  Appx. V (Guttman, Service Location Protocol: 

Automatic Discovery of IP Network Services, 1999) at 79 (discussing “Attribute 

Requests”). 

 Additionally, Windows allowed users to receive status information for 

a network printer they were using.  Appx. S (Person, Using Windows 95: Special 

Edition, 1995) at 784 (“You can check the print job status on both local and remote 

printers by using the Windows Printer Driver.”); id. (“To view the [network 

printer] queue, simply double-click the printer’s icon in the Printers folder or on 

the desktop.  Windows displays the Printer Driver and print queue.”).  A POSA 

would have known that the status information comes from the printer or its 

associated print server (i.e., part of the “output system”).  Mac OS included a 

PrintMonitor feature that showed status information, such as whether a print 

request was currently printing.  Appx. T (Pogue, Mac OS 9: The Missing Manual, 

2000) at 355-356. 

 Claim 14 requires the mobile information apparatus to “manag[e] or 

driv[e]” the output device and recites the sending of the first information or query 

as part of that process.  The ’031 patent does not clearly describe how an 

information apparatus “manages or drives” an output device, at least not in 
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technical terms.  The Abstract of the ’031 patent refers to “wirelessly managing or 

wirelessly setting up an output system,”5 “management of settings of the output 

system” and “wirelessly driv[ing] or control[ling] the output system.”   

 Conventional Windows and Mac computers could “drive” or control 

networked printers to cause them to print selected documents, as I have discussed 

above.  Client computers could also “manage” settings of networked printers.  See, 

e.g., Appx. S (Person, Using Windows 95: Special Edition, 1995) at 783 

(discussing print quality issues when using a network printer: “Before printing, 

check the printer’s Properties sheet.  Change the settings if required….  Change 

your printer’s properties and make test printouts to see how these changes affect 

the printouts.”); Appx. T (Pogue, Mac OS 9: The Missing Manual, 2000) at 357-

362 (discussing user configuration of printer options).   

 Additionally, it was well understood that the discovery standards and 

protocols mentioned in the ’031 patent could be used in scenarios where a device 

would command and/or control the discovered device.  UPnP, for example, 

provided for one device (the control point) to control another (the controlled 

5 As I noted above in addressing similar language in the preamble of claim 1, 
the language here concerning “setting up an output system” seems to refer to 
setting up the output system for use by a given information apparatus, as opposed 
to setting up a new output system in the abstract (turning it on, connecting it to the 
network, etc.). 
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device).  Appx. U (UPnP Specification v.1.0, June 8, 2000) at 3 (“Step 3 in UPnP 

networking is control.  After a control point has retrieved a description of the 

device, the control point can send actions to a device’s service.”).  As another 

example, Guttman describes using Service Location Protocol (SLP) to locate “an 

overhead projection server to display a presentation.”  Appx. V at 74. 

 Claim 21 is similar to claim 14 but also requires the mobile 

information apparatus to receive device information about the discovered output 

system, similar to claims 8 and 28.  As I discussed for claim 8, this added function 

of receiving device information about a discovered device was routine and 

conventional. 

 Claim 34 is similar to claims 14 and 21, except for its seventh step 

which adds the following: 

(7) repeating any combination of steps or operations in 
(5) and in (6), by the mobile information apparatus, for 
the mobile information apparatus to wirelessly manage or 
wirelessly drive the output system without a need to 
repeat at least steps or operations in (1)—(4). 

 Essentially, this seventh step states that the mobile information 

apparatus can repeatedly send queries or information to and/or receive responses 

from the output system without having to repeat steps (1) - (4) which recite 

discovering the output system, selecting it, and establishing a wireless 

communication link to it. 
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 The ’031 patent explains that there are scenarios where the discovery 

process may be skipped: 

The optional discovery process 1020 may sometimes be 
unnecessary. For example, a user may skip the discovery 
process 1020 if he or she already knows the output 
device (e.g., printer) 220 to which the output is to be 
directed. In this case, the user may simply connect the 
information apparatus 200 to that output device 220 by 
wired connections or directly point to that output device 
220 in a close proximity such as in the case of infrared 
connectivity. As another example, a user may pre-select 
or set the output device or devices 220 that are used 
frequently as preferred defaults. As a result, the 
discovery process 1020 may be partially or completely 
skipped if the default output device 220 or printer is 
found to be available. 

’031 patent at 29:46-58. 

 Both Windows and Mac OS allow users to add a network printer to 

their system which essentially designates it as a printer likely to be used to avoid 

having to repeat the discovery process later.  Once the network printer is “added,” 

it did not need to be “discovered” again.  See Ex. 1012 (Poole, The Little Network 

Book for Windows and Macintosh, 1999) at 133 (discussing Windows: “If your 

Printers folder already contains an icon for a shared printer that you want to use, 

you’re all set.  You can begin printing to this printer whenever you like.”); id. at 

141 (discussing Mac: “When you finish selecting a driver, selecting a specific 

printer, and doing the necessary printer setup, you should close the Chooser.  The 

printer you selected is now the default printer and will be used by Page Setup and 
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Print commands in all Mac applications.”). 

 The discovery standards and protocols mentioned in the ’031 patent 

included the same functionality.  In UPnP, for example, service announcements 

and responses to discovery searches included “CACHE-CONTROL” information 

to specify how long the information is valid in cache.  Appx. U (UPnP 

Specification v1.0, June 8, 2000) at 11, 15.  The UPnP specification states that the 

cache control window should be at least 30 minutes.  Id.  The idea here is that if 

device A learns about the services of device B, device A can cache that 

information to avoid having to re-discover the same device / service at least for a 

period of time (e.g., 30 minutes). 

 Service Location Protocol (SLP) included similar functionality via the 

“lifetime” field specified when a service URL is advertised.  Appx. W (RFC 2165, 

1997) at 19 (“The Lifetime field is set to the number of seconds the reply can be 

cached by any agent.  A value of 0 means the information must not be cached.  

User Agents MAY cache service information, but if they do, they must provide a 

way for applications to flush this cached information and issue the request directly 

onto the network.”). 

 In my opinion, claims 14, 21, and 34 contain nothing that was not 

routine and conventional by the time of the alleged invention. 
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3. Dependent Claims 

 In general, the dependent claims require particular types of devices 

(e.g., “smart phone”) or added functions that are mentioned or described in passing 

using functional language.  None of the dependent claims adds any limitations that 

require any new or improved technology actually described in the ’031 patent. 

a. Claims 2, 3, 10, 15, 16, 22, 29, and 35 

 All of these claims require use of either Bluetooth or IEEE 802.11 for 

wireless communications, or permit the use of either standard.  As I discussed 

above, IEEE 802.11 and Bluetooth were well-known by the time of the alleged 

invention.  See supra ¶¶ 15-16.  As a result, these dependent claims add nothing 

that was not already routine and conventional.  

b. Claim 4 

 Claim 4 recites that “the mobile information apparatus further 

synchronizes or exchanges information with the output system wirelessly 

discovered in (1).”  With respect to “synchronizing,” the ’031 patent does not 

describe any new or improved approach to synchronizing information between the 

information apparatus and output system.  The patent discusses synchronization 

only at a high level.  See, e.g., ’031 patent at 6:5-8 (“the client application in the 

information apparatus may be capable of communicating with, managing and 

synchronizing data or software components with an output device equipped with 

an output controller of present invention.”)   
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 There was nothing unconventional about synchronizing or exchanging 

information with a device that has been discovered.  As I discussed above in 

addressing independent claims 14, 21, and 34, the discovery standards and 

protocols mentioned in the ’031 patent such as UPnP, Bluetooth, and SLP provided 

functionality that enabled devices to request and receive information from 

discovered devices.  See supra ¶¶ 107-109.  Accordingly, claim 4 adds nothing that 

was not already routine and conventional in my opinion. 

c. Claim 5 

 Claim 5 recites that the mobile information apparatus is a smart phone 

or an information pad, that the output system includes at least one audio output 

device, and that the mobile information apparatus wirelessly transmits audio digital 

content to the output system for output at the output system: 

The medium according to claim 2, wherein the mobile 
information apparatus is embodied as a smart phone or an 
information pad, and the output system includes at least 
one audio output device for outputting audio digital 
content, and wherein, subsequent to the mobile 
information apparatus having wirelessly provided the 
security information or the authentication information to 
the output system in (4), the mobile information 
apparatus is operable to access the services, provided by 
the output system, which include outputting, at the output 
system, audio digital content wirelessly received from the 
mobile information apparatus via the wireless 
communication link wirelessly established in (5). 

 The ’031 patent describes no new technology related to anything 
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recited in claim 5.  The ’031 patent mentions smart phones and information pads as 

examples of information apparatuses (see, e.g., ’031 patent at 1:47-54), but never 

discusses these devices in any meaningful way.  As I noted above, nothing in the 

’031 patent suggests that the invention works any differently when the information 

apparatus 200 is a smart phone as opposed to desktop or laptop computer. 

 As to wirelessly transmitting audio digital content, the ’031 patent 

describes no new or improved way of doing this either.  The patent does not 

describe audio digital content in any detail or how to transmit audio data any 

differently than any other type of output data.  As I have discussed, the patent 

merely suggests the use of standard wireless technologies such as IEEE 802.11 and 

Bluetooth for wireless communication. 

 Accordingly, claim 5 adds nothing that was not already routine and 

conventional in my opinion. 

d. Claim 6 

 Claim 6 recites that “the mobile information apparatus is embodied as 

a smart phone, and wherein the output system is at least one of a sound output 

system, a television system, an output controller connectable to a television, a 

projection system, a printing system, or an information apparatus that is at least an 

Internet appliance, individually or in any combination.”  Again, with the 

excerption of “a printing system,” these devices are not meaningfully described.  
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The ’031 patent does not describe new or improved smart phones or televisions, 

for example.   

 Claim 6 also recites two additional functions performed after the 

mobile information apparatus sends the security or authentication information in 

step (4) of claim 1: 

(i) obtain, via the touch sensitive screen interface at the 
mobile information apparatus, the digital content for 
outputting at the output system; and 

(ii) wirelessly transmit, using the one or more wireless 
communication units of the mobile information apparatus 
and over the wireless communication link wirelessly 
established in (5), output data, related to the digital 
content obtained in (i), to the output system for 
processing or outputting at least part of the digital content 
at the output system; and wherein the wireless 
communication link wirelessly established in (5), using 
the one or more wireless communication units of the 
mobile information apparatus, is compatible with at least 
a protocol within IEEE 802.11standards. 

 The two functions recited in claim 6 require using the touch screen to 

obtain digital content for output and wirelessly transmitting that digital content to 

the output system for output there.  Neither of these functions requires anything 

more than routine and conventional computer technology. 

 As to the first function, the ’031 patent does not describe any new way 

of obtaining digital content using a touch screen.  The specification describes this 

functionality only at a very high level with functional language: “the client 
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application 210 may obtain a digital document from other applications 205 (e.g. 

document browsing application, content creation and editing application, etc.), or 

the client application 210 may provide its own capability for user to browse, edit 

and or select a digital document.”  ’031 patent at 15:31-37.  This generic 

description of obtaining a digital document from another application does not 

mention use of a touch screen and is consistent with the scenario where a user is 

browsing or creating a document in another application and takes some action to 

cause that document to be output (e.g., printed).  Conventional applications like 

Microsoft Word provided this functionality for many years before the alleged 

invention.  The alternative mechanism suggested in the specification (where client 

application 210 has its own document browsing and selection functionality) was 

also well-known.  Many popular applications such as Microsoft Word had a File 

menu with an Open command that would allow a user to browse for a file and 

select it. 

 As to the second function, the ’031 patent does not describe any new 

or improved way to wirelessly transmit data to an output system.  As I have 

discussed, the patent merely suggests the use of standard wireless technologies 

such as IEEE 802.11 and Bluetooth. 

 Accordingly, claim 6 adds nothing that was not already routine and 

conventional in my opinion. 
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e. Claim 7 

 Claim 7 recites that the mobile information apparatus is a “smart 

phone” and that it “wirelessly manages or wirelessly drives the output system 

using the one or more wireless communication units of the mobile information 

apparatus and via the wireless communication link in (5).” 

 As I discussed in addressing claim 4 above, the ’031 patent describes 

no new technology related to smart phones.  Smart phones are merely mentioned in 

passing as a possible type of information apparatus. 

 In discussing claim 14 above I discussed a similar limitation requiring 

the information apparatus managing or driving the output system.  As I discussed, 

conventional Windows computers could drive output devices (e.g., printers).  In 

addition, it was well-understood that the discovery protocols mentioned in the ’031 

patent would be used in scenarios where one device would subsequently command 

or control the discovered device.  See supra ¶¶ 110-112. 

 Accordingly, claim 7 adds nothing that was not already routine and 

conventional in my opinion. 

f. Claim 9 

 Claim 9 recites the following: 

The medium according to claim 8, wherein the wireless 
discovering of the output system in (1) is based, at least 
in part, on physical proximity between the mobile device 
and the output system, and wherein, subsequent to the 
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mobile device having wirelessly provided the security 
information or the authentication information to the 
output system in (5), the mobile device wirelessly 
accesses the output services provided by the output 
system over the wireless communication link wirelessly 
established in (6). 

 The first part of claim 9 which requires the discovery to be based on 

physical proximity between the mobile device and the output system is something I 

discussed above in addressing claim 1 which recites the same requirement.  The 

’031 patent does not describe any new or improved way of accounting for 

“physical proximity” between the information apparatus and output system during 

discovery.  If, as Flexiworld asserts, this limitation is satisfied when the output 

system is discovered on the same local area network, that would be consistent with 

well-known discovery protocols including those mentioned in the ’031 patent.  See 

supra ¶ 79. 

 The second part of claim 9 states that the mobile device wirelessly 

accesses output services of the output system after providing the security or 

authentication information.  I addressed similar limitations above in addressing 

claim 1.  After entering a password to access a restricted network printer, a 

Windows or Mac OS user could access the print services of the network printer.  

See supra ¶¶ 87-90. 

 Accordingly, claim 9 adds nothing that was not already routine and 

conventional in my opinion. 

ROKU EXH. 1002



g. Claim 11 

 Claim 11 recites that, after providing the security or authentication 

information to the output system, the mobile device establishes a wireless LAN 

connection to the output system and uses that connection to transmit output data 

related to digital content to the output system for output. 

 There was nothing unconventional about establishing wireless LAN 

connections at the time of the alleged invention.  The ’031 patent acknowledges 

that “Bluetooth, Home radio frequency (Home RF) and implementations based on 

IEEE 802.11 standard … all provide solutions for wireless local area networks 

(LANs).”  ’031 patent at 25:15-20.  The patent also states that any of these wireless 

LAN standards can be used “in the present invention.”  Id. at 25:23-27. 

 As to transmitting output data to the output system over a wireless 

LAN connection, ’031 patent does not describe any new or improved way to 

transmit data over a wireless LAN to an output system. 

 Accordingly, claim 11 adds nothing that was not already routine and 

conventional in my opinion. 

h. Claim 12, 20, and 23 

 Claim 12 recites that the mobile device is a smart phone and that the 

security or authentication information provided to the output system includes “one 

or more of a name, a password, identification information, an ID number, a PIN, an 
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IP address, a security key, biometric information, fingerprint information, or voice, 

individually or in any combination.” 

 As I discussed in addressing claim 4 above, the ’031 patent describes 

no new technology related to smart phones.  Smart phones are merely mentioned in 

passing as a possible type of information apparatus.  There is nothing 

unconventional about the specific examples of security or authentication 

information listed in claim 12, either.  User names (i.e., “a name”) and passwords 

have traditionally been used to authenticate users.  As I discussed above, Windows 

and Mac OS allowed printers to be restricted with passwords so that a user at a 

client device would have to input the password in order to utilize the printer.  See 

supra ¶¶ 87-90.  

 Accordingly, claim 12 adds nothing that was not already routine and 

conventional in my opinion. 

 Claims 20 and 23 require the mobile information apparatus to send 

security or authentication information to access output services of the output 

device (claim 20) / output system (claim 23).  This feature was routine and 

conventional as I discussed above for claim 1.  See supra ¶¶ 87-90. 

 Claims 20 and 23 also require the security or authentication 

information to be one of the same examples listed in claim 12 (e.g., “a name, a 

password, identification information”) which, as I just discussed in addressing 
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claim 12, was routine and conventional. 

 Accordingly, claims 20 and 23 add nothing that was not already 

routine and conventional in my opinion. 

i. Claims 13 and 31 

 Claims 13 and 31 require that the mobile information apparatus is a 

“smart phone” or “information pad.”  As I have discussed, the ’031 patent 

describes no new “smart phone” or “information pad” technology.  These devices 

are only mentioned in passing as a possible type of information apparatus.  The 

patent does not indicate that the alleged invention works any differently for these 

types of devices than for a laptop or desktop computer. 

 Claim 13 requires the output system to be “at least one of a sound 

output system, a television system, a controller system connectable to a television, 

or a projector system, individually or in any combination, for outputting the digital 

content that includes audio data or video data, individually or in combination.”  

Claim 31 includes similar requirements.  As I have noted, the ’031 patent does not 

describe audio or video data in any meaningful way or describe these particular 

output devices beyond mentioning some of them when listing off possible types of 

output devices.  Although “output controllers” are discussed generally and in 

connection with printers, there is no specific discussion in the ’031 patent of any 

“controller system connectable to a television.”  Moreover, as I discussed above, 
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the patent confirms that output controllers can be implemented with conventional 

technology such as a “conventional personal computer (PC).” 

 Accordingly, claims 20 and 23 add nothing that was not already 

routine and conventional in my opinion. 

j. Claim 17 

 Claim 17 recites: 

The medium according to claim 16, wherein subsequent 
to the wireless discovery of the output device in (1), the 
mobile information apparatus further wirelessly receives, 
using the one or more wireless communication units of 
the mobile information apparatus, device information 
from the output device, the device information includes 
an attribute related, at least in part, to the output device 
wirelessly discovered in (1), and wherein the user 
interface item, displayed on the touch sensitive screen 
interface in (2), is related to the device information 
wirelessly received from the output device. 

 I addressed similar limitations above in discussing claim 8.  See supra 

¶¶ 100-102.  For the same reasons, claim 17 adds nothing that was not already 

routine and convention in my opinion. 

k. Claims 18, 24, and 36 

 These claims recite that the mobile information apparatus receives 

user selection of the output system via the touch screen prior to establishing the 

wireless communication link to the output system. 

 There is nothing unconventional about a user selecting an output 

system using a touch screen.  As I discussed for claim 1, the ’031 patent does not 
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even describe selection of the output system using a touch screen specifically.  See 

supra ¶ 84.  Nor is there anything unconventional about requiring the user to select 

a discovered output system prior to connecting to it.  This is again consistent with 

the process used to add network printers in Windows and Mac OS. 

l. Claim 19 

 Similar to claims 13 and 31, claim 19 requires the mobile information 

apparatus to be a smart phone or an information pad, and requires the output device 

to be “at least one of a sound output device, a television device, a controller device 

connectable to a television, a projector device, or an Internet appliance, 

individually or in any combination.”  The ’031 patent describes no new technology 

related to these types of devices; they are merely mentioned as possible 

information apparatuses or output devices. 

 Claim 19 also recites that the mobile information apparatus’ “software 

is either pre-installed, at least partly, at the mobile information apparatus or 

downloadable, at least partly, to the mobile information apparatus from the one or 

more servers accessible by the mobile information apparatus over a network.”6  

There was nothing unconventional about a mobile information apparatus having 

6 It is not clear what “servers” claim 19 is referring to when it references 
“the one or more servers accessible by the mobile information apparatus over a 
network.”  Claim 19 depends from claim 15 which depends from independent 
claim 14.  Neither claim 14 nor claim 15 mentions any servers. 
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“pre-installed” application software.  Laptops and handheld computers were sold 

with pre-installed operating system software (e.g., Windows, Windows CE) and, 

often, at least some pre-installed application software.  For example, the user guide 

for the HP Jornada 600 Series states that “[y]our HP Jornada includes the full suite 

of software that you need to function as a mobile professional.”  Appx. X at 5; id. 

at 5-8 (describing various pre-installed applications). 

 There was also nothing unconventional about downloading software 

from servers over a network.  The background section of the ’031 patent mentions 

that drivers (a type of software) can be downloaded over a network.  ’031 patent at 

2:67-3:5 (“[A]lternatively, a user may be able to download a particular driver or 

application from a network.”).  The ’031 patent specification does not describe any 

particular way of downloading software from a server over a network, let alone 

any new or improved way of doing so.  The ’031 patent merely states that 

“information apparatus 200 may allow users to install additional hardware 

components and or application software 205 to expand its functionality.”  Id. at 

14:26-29.  There is no discussion of any particular way of downloading software to 

smart phones or information pads specifically; again, these devices are merely 

mentioned as possible types of information apparatuses.  In any event, by late 

2000, laptops and some mobile computing devices would have been able to 

download software in a number of ways.  For example, the JP Jornada 600 Series 

ROKU EXH. 1002



User’s Guide notes that some applications can be directly downloaded from the 

web and installed: 

 

Appx. X at 103. 

 Accordingly, claim 19 adds nothing that was not already routine and 

conventional in my opinion. 

m. Claims 25 and 37  

 Claims 25 and 37 require the mobile information apparatus to be a 

smart phone or an information pad, and require the output system to include a 

television or an output controller that is wire connectable to a television.  Again, 

the ’031 patent describes no new technology related to any of these devices types; 

they are merely mentioned as possible information apparatuses or output devices. 

 Claims 25 also recites three additional functions: 

(a) obtaining, by the software application running a the 
mobile information apparatus, audio or video digital 
content; 

(b) wirelessly transmitting, using the one or more 
wireless communication units of the mobile information 
apparatus and over the wireless communication link 
wirelessly established in (4), and from the mobile 
information apparatus to the output system, output data 
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related to the audio or video digital content obtained by 
the software application in (a); and 

(c) outputting, at the output device included in or 
connected to the output system, at least part of the audio 
or video digital content that is related, at least in part, to 
the output data wirelessly transmitted in (b) and that is 
obtained by the software application in (a). 

Claim 37 recites three similar functions. 

 These functions do not require any technology that was not routine or 

conventional by the time of the alleged invention.  As to function (a), the ’031 

patent does not describe any way of obtaining audio or video content on a mobile 

information apparatus, let alone on a “smart phone” or “information pad” as 

claimed.  As I discussed above for claim 6, the discussion in the ’031 patent as to 

how digital content is obtained by the information apparatus describes, in 

functional terms, approaches that were well-known and conventional.  See supra 

¶¶ 130-132. 

 As to function (b), the ’031 patent describes no new way or improved 

way of transmitting any type of data to an output system; the patent merely 

suggests the use of standards such as IEEE 802.11 and Bluetooth. 

 As to function (c), the ’031 patent does not describe any new or 

improved way of outputting audio or video digital content.   

 Accordingly, claims 25 and 37 add nothing that was not already 

routine and conventional in my opinion. 
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n. Claim 26 

 Claim 26 restricts the type of “second information” that is received 

from the output system in response to the mobile information apparatus sending 

the “first information” or “query” to the output system.  Specifically, claim 26 

recites that “the second information includes information that is related to at least 

one of the following: status information, response information related to the first 

information, device attribute information, or user interface information, 

individually or in any combination.” 

 The types of information recited in claim 26 are extremely generic.  In 

addressing claims 14, 21, and 34, I explained that use of the discovery standards 

and protocols mentioned in the ’031 patent would involve receipt of status 

information, response information, device attribute information, and user interface 

information.  See supra ¶¶ 105-109. 

 Accordingly, claim 26 adds nothing that was not already routine and 

conventional in my opinion. 

o. Claims 27 and 38 

 Claim 27 adds a function (7) to claim 21: 

(7) wirelessly sending, from the mobile information 
apparatus, using the one or more wireless communication 
units of the mobile information apparatus, and over the 
wireless communication link wirelessly established in 
(4), voice data to the output system, the voice data is 
related, at least in part, to a voice activated command 
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from the user operating the mobile information 
apparatus. 

Claim 38 recites a very similar step. 

 The ’031 patent does not describe a new or improved way of 

transmitting voice data from an information apparatus to an output system.  The 

patent does not meaningfully discuss voice data specifically.  Nothing in the ‘’031 

patent suggests that “voice data” should be transmitted any differently than 

document data.  In terms of wireless data transmission, the ’031 patent merely 

embraces standards such as IEEE 802.11 and Bluetooth.   

 The ’031 patent does not describe any new technology related to voice 

activated commands either.  That computers could be commanded by voice was 

well-known by the time of the alleged invention.  Mac OS included voice 

command functionality called “PlainTalk.”  Appx. T (Pogue, Mac OS 9: The 

Missing Manual, 2000) at 393-394 (“PlainTalk is what’s known as a command-

and-control program.  It lets you open programs, trigger AppleScripts, and click 

menu items by speaking their names.”). 

 Accordingly, claims 27 and 38 add nothing that was not already 

routine and conventional in my opinion. 

p. Claim 30 

 Claim 30 recites displaying device information received from the 

output device on the touch screen prior to receiving user selection of the output 
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device.  This functionality was routine and conventional as I discussed above in 

addressing claim 1. 

 Claim 30 also recites two functions: 

(i) obtaining, by the mobile information apparatus, digital 
content for output; and 

(ii) wirelessly transmitting, using the one or more 
wireless communication units of the mobile information 
apparatus and over the wireless communication link 
established in (4), output data related to the digital 
content obtained in (i), from the mobile information 
apparatus to the output device for processing or 
outputting at least part of the digital content at the output 
system. 

 These functions are very similar to those recited in claim 6 that I 

discussed above and are routine and conventional for the same reasons. 

 Accordingly, claim 30 adds nothing that was not already routine and 

conventional in my opinion. 

q. Claim 32 

 Claim 32 recites that the output device is discovered “at least in part, 

based on physical proximity between the mobile information apparatus and output 

device.”  I discussed this requirement above in addressing claim 1. 

 Claim 32 also requires the security or authentication information to 

“include[] one or more of a name, a password, identification information, an ID 

number, a PIN, an IP address, a security key, a biometric ID, a fingerprint, or a 

voice ID, individually or in any combination.”  I discussed these examples of 
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security or authentication information above in addressing claims 12, 20, and 23. 

 Accordingly, claim 32 adds nothing that was not already routine and 

conventional in my opinion. 

r. Claim 33 

 Claim 33 first recites that “the mobile information apparatus is further 

configurable to synchronize or exchange information with the output device, that is 

wirelessly discovered in (1), over the wireless communication link established in 

(4).”  I addressed this limitation in discussing claim 4 above. 

 Claim 33 also recites the mobile information apparatus is configured 

to perform two additional functions: 

(a) wirelessly send, using the one or more wireless 
communication units of the mobile information apparatus 
and via the wireless communication link wirelessly 
established in (4), first information or a query to the 
output device; and 

(b) wirelessly receive, using the one or more wireless 
communication units of the mobile information apparatus 
and via the wireless communication link wirelessly 
established in (4), second information or a response from 
the output device, the second information or the response 
wirelessly received from the output device is in response 
to the mobile information apparatus having wirelessly 
sent the first information or the query to the output 
device in (a). 

I addressed these functions in discussing claims 14, 21, and 34 above. 

 Accordingly, claim 33 adds nothing that was not already routine and 

conventional in my opinion. 

ROKU EXH. 1002



s. Claim 39 

 Claim 39 recites two additional steps to the method of claim 34 

performed by the mobile information apparatus: 

wirelessly synchronizing, by the mobile information 
apparatus, software or data between the mobile 
information apparatus and the output system over the 
wireless communication link wirelessly established in 
(4); and 

wherein the second information includes information that 
is related to at least one of status information, response 
information related to the first information, device 
attribute information, or user interface information, 
individually or in any combination. 

 As to the first step, a step of synchronizing software or data between 

the information apparatus and output system is described, for example, in Appl. 

No. 13/710,299 (“’299 application”) which is incorporated by reference into the 

’031 patent.  The application describes “synchronization” of output device 

information to aid the user in selecting an output device.  Ex. 1009 (’299 

application) at [0117] (“Based on the information provided and obtained in the 

service negotiation process 514, the user may choose one or more output devices 

140 that can take the print or output job.”); see also id. at [0116] (giving examples 

of output device information that may be synchronized).  As I discussed above in 

addressing claim 8, receiving device information in connection with discovery was 

routine and conventional.  See supra ¶¶ 100-101. 

 As for synchronizing software, the ’031 patent specification itself 

ROKU EXH. 1002



states only that “The client application in the information apparatus may be 

capable of communicating with, managing and synchronizing data or software 

components with an output device equipped with an output controller of present 

invention.”  ’031 patent at 6:5-8.  The ’031 patent does not discuss what software 

is synchronized between these devices.  The ’299 application, however, discusses a 

“synchronization” process to download a “device driver, printer driver, application 

software, software components, … user interface etc.”  Ex. 1009 (’299 application) 

at [0119].  To the extent the claim 39 is referring to this kind of synchronization of 

software including drivers, it was well-known that drivers for printers could be 

installed on print servers to enable them to be downloaded by clients as needed.  

When Windows NT servers was set up as a print server for a network printer, the 

printer installation process included installing drivers for the various operating 

systems of client computers expected to access the printer.  Appx. K (Frisch, 

Essential Windows NT Systems Administration, 1998) at 262-263 (“The lower 

portion of this dialog box is used to install printer drivers for other operating 

systems that may be downloaded to such systems as needed ….”); see also Appx. 

S (Person, Using Windows 95: Special Edition, 1995) at 776 (describing use of 

Add Printer Wizard to add a network printer: “The Wizard accesses the selected 

printer and determines whether its server can download an appropriate printer 

driver.  If a driver is available, the Wizard automatically loads the driver and sets a 

ROKU EXH. 1002



default configuration for the printer.”). 

 As to the second step, the types of information recited are generic.  In 

addressing claims 14, 21, and 34 above, I explained that use of the discovery 

standards and protocols mentioned in the ’031 patent would involve receipt of 

status information, response information, device attribute information, and user 

interface information.  See supra ¶¶ 105-109. 

 Accordingly, claim 39 adds nothing that was not already routine and 

conventional in my opinion. 
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IV. CONCLUSION 
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16. Suman Banerjee and Samrat Bhattacharjee. “Spatial Clustering for IP Multicast: Al-
gorithms and an Application”, University of Maryland, Dept. of Computer Science
Technical Report, CS-TR-4177, 2001.
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25. Tuna Guven, Chris Kommareddy, Richard J. La, Mark A. Shayman, and Bobby Bhat-
tacharjee. “Measurement Based Optimal Multi-path Routing”, University of Maryland,
Dept. of Computer Science Technical Report, CS-TR-4500, 2003.

26. Ruggero Morselli, Bobby Bhattacharjee, Jonathan Katz, and Pete Keleher. “Trust-
Preserving Set Operations”, University of Maryland, Dept. of Computer Science Techni-
cal Report, CS-TR-4499, 2003.

27. Suman Banerjee, Ryan Braud, Seungjoon Lee, Bobby Bhattacharjee, and Aravind Srini-
vasan. “Scalable Resilient Media Streaming”, University of Maryland, Dept. of Computer
Science Technical Report, CS-TR-4482, 2003.

28. Bujor Silaghi, Pete Keleher, and Bobby Bhattacharjee. “Multi-dimensional Quorum Sets
for Read-Few Write-Many Replica Control Protocols”, University of Maryland, Dept. of
Computer Science Technical Report, CS-TR-4440, 2003.
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29. Tuna Guven, Richard La, Mark Shayman, and Bobby Bhattacharjee. “Measurement-
based Multicast on an Overlay Architecture”, University of Maryland, Dept. of Computer
Technical Report, CS-TR-4603, 2004.

30. Vijay Gopalakrishnan, Bobby Bhattacharjee, Sudarshan Chawathe, and Pete Keleher.
“Efficient Peer-to-Peer Namespace Searches”, University of Maryland, Dept. of Computer
Technical Report, CS-TR-4568, 2004.

31. Rob Sherwood, Bobby Bhattacharjee, and Ryan Braud. “Misbehaving TCP Receivers
Can Cause Internet-Wide Congestion Collapse”, University of Maryland, Dept. of Com-
puter Science Technical Report CS-TR-4737, 2005.

32. Jik-Soo Kim, Bobby Bhattacharjee, Peter Keleher, and Alan Sussman. “Matching Jobs
to Resources in Distributed Desktop Grid Environments”, University of Maryland, Dept.
of Computer Science Technical Report CS-TR-4791, 2006.

33. Ruggero Morselli, Bobby Bhattacharjee, Jonathan Katz, and Michael Marsh. “Key-
Chains: A Decentralized Public-Key Infrastructure”, University of Maryland, Dept. of
Computer Science Technical Report CS-TR-4788, 2006.

34. Ruggero Morselli, Bobby Bhattacharjee, Michael Marsh, and Aravind Srinivasan. “Effi-
cient Lookup on Unstructured Topologies”, University of Maryland, Dept. of Computer
Science Technical Report CS-TR-4772, 2006.

35. Seungjoon Lee, Bobby Bhattacharjee, and Suman Banerjee. “Efficient Geographic Rout-
ing in Multihop Wireless Networks”, University of Maryland, Dept. of Computer Science
Technical Report CS-TR-4625, 2006.

36. Vijay Gopalakrishnan, Ruggero Morselli, Bobby Bhattacharjee, Peter Keleher, and Ar-
avind Srinivasan. “Ranking Search Results in Peer-to-Peer Systems”, University of Mary-
land, Dept. of Computer Science Technical Report CS-TR-4779, 2006.

37. Randy Baden, Adam Bender, Dave Levin, Rob Sherwood, Neil Spring, and Bobby Bhat-
tacharjee. “A Secure DHT via the Pigeonhole Principle”, University of Maryland, Dept.
of Computer Science Technical Report CS-TR-4884, 2007.

38. Jik-Soo Kim, Peter Keleher, Michael Marsh, Bobby Bhattacharjee, and Alan Sussman.
“Using Content-Addressable Networks for Load Balancing in Desktop Grids”, University
of Maryland, Dept. of Computer Science Technical Report CS-TR-4863, 2007.

2.5 Tutorials, Talks, Abstracts, and Other Professional Papers Presented

• Privacy by Design, NEC Labs, Princeton, November 2012.

• Systems without Cooperation, South China University of Technology, October 2008.

• Systems without Cooperation, Sichuan University, October 2008.

• Systems without Cooperation, University of Maryland, September 2008.
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• Decentralized Applications on the Internet, University of Lisbon, Portugal, July 2006.

• Decentralized Applications on the Internet, Bell Labs, January 2006, Murray Hill, New
Jersey.

• An Overview of Decentalized Applications, at the Algorithms in Networking Workshop,
FSCCTS 2005, Hyderabad, India.

• Security Architectures for Peer-to-Peer Applications, at the Marconi Foundation Video
P2P Conference, Columbia University, 2004, New York City, NY.

• Replication and Search in Distributed Namespaces, at IBM Research, 2004, Hawthorne,
NY.

• Invited Panelist, Network Security: How Good Does it Have to Be? at IEEE INFOCOM,
2003, San Francisco, CA.

• P5: A Protocol for Scalable Anonymous Communications, at IEEE S&P, 2002, Oakland,
CA.

• Cooperative Peer Groups in NICE, at IEEE INFOCOM, April 2003, San Francisco, CA.

• Overlay and P2P Systems: Protocols, Applications, and Analysis, Tutorial (with Dan
Rubenstein) at Networking Group Communications (NGC ’02), October 2002, Boston,
MA.

• Cooperative Peer Groups in NICE, Invited talk at BBN Technologies, Cambridge, MA,
October 2002.

• Finding Close Friends over the Internet, at the International Conference on Network
Protocols (ICNP), 2001, Riverside, CA.

• Adaptive Network Processing, at the Washington University Gigabit Switch Seminar,
Washington University at St. Louis, St. Louis, January, 2001.

• Active Networks: A Possible Future for the Internet?, Invited Talk to the Washington
DC/Northern VA Chapter for the IEEE/Microwave Theory and Techniques Society, April
2000.

• Invited Panelist at Gigabit Networking Workshop, San Francisco, CA, 1998 and Interna-
tional Communications Conference, Atlanta, GA 1998.

• LIANE - Composition for Active Networks, at IEEE Computer Communications Work-
shop, September 1998, Oxford, MS.

• Self-Organizing Wide Area Network Caches, at IEEE INFOCOM 1998, San Francisco,
CA.

• Reasoning about Active Networks, at ICNP 1998, Austin, TX.

• Finding the Best Server within the Application-Layer Anycasting Architecture, at IEEE
INFOCOM 98, San Francisco, CA.
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• High Speed Web: An Application for Active Caching. Presented at Gigabit Networking
Workshop ’97, March 1997, Kobe, Japan.

• Application-Layer Anycasting, at IEEE INFOCOM 1997, Kobe, Japan.

• Active Networking and the End-to-End Argument, at IEEE ICNP’97, Atlanta, GA.

• Tera-Op Networking: Local Adaptation to Congestion. Presented at Gigabit Networking
Workshop ’96, March 1996, San Francisco, CA.

2.6 Patents

1. Scalable wide-area upload system and method, Leana Golubchik, William C. Cheng, Samir
Khuller, Samrat Bhattacharjee, and Cheng-Fu Chou. United States Patent # 7,181,623.
Granted: February 20, 2007.

2. Method for encoding frame data, Lusheng Ji, Samrat Bhattacharjee, Bo Han, Seungjoon
Lee, Robert Miller. United States Patent # 7,940,850. Granted: May 10, 2011.

3. Detection of distributed denial of service attacks in autonomous system domains, Chris
Kommareddy, Samrat Bhattacharjee, Mark Shayman, Richard La. United States Patent
# 8,397,284. Granted: March 12, 2013.

2.7 Contracts and Grants

1. “EAGER: Decomposing Operating Systems for Better Control over Policy and Privacy”,
National Science Foundation, PI,

2. “LTS - Securing Critical Networking Infrastructure: DNS Root Servers”, Department of
Defense, PI, (Co-PIs: Neil Spring and David Levin), 2014-2015, $199,799.00

3. “Interference Management in Heterogeneous Networks”, Air Force Research Laboratory,
Co-PI, (PI: Mark Shayman), 2012-2013, $358,054.

4. “University Partnership with the Laboratory for Telecommunications Science”, Depart-
ment of Defense, Co-PI, 2010-2013, (PI: Joseph Jaja) $896,814.

5. “University Partnership with the Laboratory for Telecommunications Science”, Depart-
ment of Defense, Co-PI, 2010-2013, (PI: Joseph Jaja) $496,228.

6. “Privacy Preserving Social Systems”, National Science Foundation, PI, Co-PIs: Neil
Spring, Jonathan Katz, 2010 – 2013, $880,000.

7. “Greed Resistant Protocols”, National Science Foundation, Co-PI, (PI: Neil Spring), 2009
– 2012, $499,344.

8. “An Integrated Approach to Computing Capacity and Developing Efficient Cross-Layer
Protocols for Wireless Networks”, National Science Foundation, Co-PI, (Principal Inves-
tigator: Aravind Srinivasan), September 2006 – September 2009, $365,000.
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9. “A Postmodern Internetwork Architecture”, National Science Foundation, Co-PI, Princi-
pal Investigator: Neil T. Spring, September 2006 – September 2009, $400,000.

10. “Robust Grid Computing using Peer-to-Peer Services”, NASA, Co-PI. Principal Investi-
gator: Alan Sussman. Other co-PIs: P. Keleher, D. Richardson, February 2006 – February
2009, $1,008,251.

11. “A Wide-Area Event Notification System for MENTER”, Laboratory for Telecommuni-
cation Sciences, National Security Agency, January 2001 – August 2008, $625,000.

12. “Employing Peer-to-Peer Services for Robust Grid Computing”, Co-PI. Principal Investi-
gator: Alan Sussman. Other co-PIs: P. Keleher, D. Richardson, September 2005 – August
2006, $60,000.

13. “Resilient Storage and Querying in Decentralized Networks”, National Science Founda-
tion, Principal Investigator (Co-PI: Aravind Srinivasan, Sudarshan Chawathe, Jonathan
Katz, Michael Marsh), Fall 2004 – Fall 2007, $720,000.

14. Alfred P. Sloan Jr. Fellowship, September 2004 – September 2007, $40,000.

15. “Distributed Trust Computations for Decentralized Systems”, National Science Founda-
tion, Principal Investigator (Co-PI: Jonathan Katz), Fall 2003 – Fall 2006, $375,000.

16. “CAREER: Adaptive Network Processing”, National Science Foundation CAREER Award,
Fall 2001 – Spring 2006, $500,000.

17. “Decentralized Directories for the Internet”, National Science Foundation, Principal In-
vestigator (Co-PI: P. Keleher), Fall 2001 – Spring 2004, $710,000.

18. “Parametric Design of Embedded Real-Time Systems”, National Science Foundation,
Principal Investigator, Summer 2002 – Summer 2003. (Original PI: Richard Gerber, Fall
1998 – Summer 2002), $200,154.

19. Washington University Gigabit Switch Kit. NSF, Washington University at St. Louis,
Fall 1999 (Equipment only).

2.8 Fellowships, Prizes and Awards

1. Department of Computer Science Faculty Award for Teaching Excellence, 2012.

2. Department of Computer Science Faculty Award for Teaching Excellence, 2008.

3. Best paper award, 14th Annual IEEE International Conference on High Performance
Computing (HiPC), 2007; paper co-authored with Vijay Gopalakrishnan, Ruggero Morselli,
Peter J. Keleher, and Aravind Srinivasan.

4. Best paper award, 7th IEEE/ACM Conference on Grid Computing, 2006; paper co-
authored with Jiksoo Kim, Byomsuk Nam, Peter Keleher, Michael Marsh, and Alan
Sussman.
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5. Alfred P. Sloan Jr. Fellowship, 2004.

6. Department of Computer Science Faculty Award for Teaching Excellence, 2004.

7. NSF CAREER award, 2001.

8. Recipient of Distinguished Teaching Assistant award from College of Computing, Georgia
Tech, Spring 1997.

2.9 Editorial Boards and Reviewing Activities for Learned Publications

Reviewer for

ACM/IEEE Transactions on Networking

IEEE Journal on Selected Areas in Communications

Computer Communications Journal (Special Issue on Network Security)

ACM Transactions on Computer Systems

Performance Evaluation Journal

Computer Communications Review

European Transactions on Telecommunications

IEEE Transactions on Parallel and Distributed Systems

ACM Transactions on Internet Technology

Virtually all conferences in Networking and Systems including SOSP, OSDI, SIGCOMM,
Sigmetrics, INFOCOM, SCW, DISC (formerly WDAG), Global Internet Conference,
Infocom, IC3N, ICDCS, ICNP, ICPP, ICS, OpenArch, and WWW.

2.10 Research Software

1. Odyssey: An active networking platform. This distribution includes complete source
and documentation for the Bowman Node OS and the CANEs Execution Environment.
Released on the Internet, Summer 1999.

2. NICE protocol simulator. This distribution includes source for simulators of the NICE
multicast protocols and complete implementation of the NICE protocols for video multi-
cast. Released on the Internet, 2002.

3. Slurpie. This distribution includes the entire source code for a file-swarming system.
Released on the Internet, 2004.

4. OptAck Random Segment skip patch. This software fixes a protocol fault (for Linux
kernel versions 2.4 and 2.6). The fault exists in all known versions of TCP. Released on
the Internet, 2005.

5. Local Minima Search (LMS). LMS is a protocol for unstructured search using virtual
namespaces in distributed environments. Released on the Internet, 2006.
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6. KeyChains PKI. KeyChains is a web-of-trust public key distribution/discovery system; it
is built based on LMS local minima search algorithm, and uses CODEX libraries (from
Cornell). Released on the Internet, 2006.

7. Distributed Grid Software The Distributed Grid software implements a complete dis-
tributed job matching system. The software suite is currently being field tested by re-
searchers in Astronomy, and is available upon request, 2007.

8. Cryptographic library for Chit-based access. Developed cryptographic library for “chit”-
based security. Library is used for different chit-based applications, including a filesystem
and a distributed calendar application. Code available upon request, 2007.

9. CPM on-demand video service. The CPM software includes a novel video server and
associated client software (and other supporting code) for implementing Cooperative Peer-
Assisted Multicasting. Co-implemented the full software suite at AT&T Research. Code
available upon request, 2007.

10. IBOBSP. IBOBSP is an in-network platform targeted towards reducing latency in interac-
tive applications (in particular, games). The software distribution includes the in-network
server pieces, and several graphical test applications and games. Co-implemented the full
IBOBSP suite at AT&T Research. Code available upon request, 2007.
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3 Teaching

3.1 Teaching Awards and Other Special Recognition

1. Teaching Excellence Award for Faculty, Department of Computer Science, Spring 2008.

2. Teaching Excellence Award for Faculty, Department of Computer Science, Spring 2004.

3. Distinguished Teaching Assistant, College of Computing, Georgia Tech, Spring 1997.

3.2 Advising: Research Advisor

3.2.1 Undergraduate

• Sebastian Gomez, Fall 2010 – Spring 2011.

• Chris Heistand, Fall 2010 – Spring 2011.

• Robert Kiefer, Spring 2009 – Summer 2010.

• Anika Cartas, Summer 2008 – Spring 2009.

• Katrina LaCurts, Fall 2007 – Summer 200.

• David Renie, Spring – Fall 2004.

• Ryan Evans Braud, Graduated Spring 2004.

• Mentor for Joseph Barrett, Colin Dixon, Tianzhou Duan, Kevin Genson, Bryant McIver,
Ben Roseman, as part of the University of Maryland GEMSTONE program. Project
title: Anonymous Communications, 2002-2005.

3.2.2 Masters

• Randolf Baden, Spring 2008.

• Chunyuan Liao, Fall 2004.

• Vijay Gopalakrishnan, Spring 2003.

• Kuo-Tung Kuo, Spring 2003.

• Dave Hovemeyer, Fall 2001.

• Vaibhav Kumar (ECE), Spring 2001.

• William Shapiro, Spring 2000.
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3.2.3 Doctoral (completed)

• Suman Banerjee, graduated Summer 2003. Current position: Assistant Professor at Uni-
versity of Wisconsin.

• Laura Bright, graduated Spring 2003 (co-advisor). Current position: Research Associate,
Oregon Graduate Institute.

• Vijay Gopalakrishnan, graduated Summer 2006. Current position: MTS, AT&T Re-
search.

• Seungjoon Lee, graduated Summer 2006. Current position: MTS, AT&T Research.

• Ruggero Morselli, graduated Summer 2006. Current position: MTS, Google Inc.

• Christopher Kommareddy, graduated Summer 2006. Current position: Researcher, Ama-
zon, Inc.

• Rob Sherwood, graduated Summer 2008. Current position: MTS, Deutsche Telekom
Labs.

• Adam Bender, gradudated Fall 2010, Current Position: MTS, Google.

• Dave Levin, graduated Summer 2010, Current Position: Visiting Research Professor,
University of Maryland.

• Randolf Baden, graduated Summer 2012, Current Position: MTS, LTS-NSA.

3.2.4 Doctoral (current)

• Matthew Lentz

• Yeongsam Park

• Kookjin Lee

• James Litton

• Also advised visiting Ph.D. student Paolo Massa (Univ. of Trento) during Winter 2003-
2004

3.3 Advising: Ph.D. Committees

• Nikhil Swami, Expected July 2008.

• Arun Vasan, 2008.

• Stephen Birrer (Northwestern University), 2007.

• Tuna Guven (ECE), 2006.

• Wan, Yung Chun, 2005.
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• Andrzej Kochut, 2005.

• Yoo Ah Kim, 2005.

• Mehdi Kalantari (ECE), 2005.

• Arunesh Mishra, 2005.

• Surapich Phuvoravan (ECE), 2003.

• Bujor Silaghi, 2003.

• Suman Banerjee, 2003.

• Laura Bright, 2003.

• Kaushik Kar (ECE), 2002.

• Sungjoon Ahn, 2001.

• Ugur Cetintemel, 2001.

• Gabriel Rivera, 2001.

• Cuneyt Akinlar, 2001.

• Jung-Min Kim, 2001.

• Kritchalach Thitikamol, 2000.

• Saswati Sarkar (ECE), 2000.

• Demet Aksoy, 2000.

4 Service

4.1 Professional

4.1.1 Unpaid Reviewing Activities for Agencies

1. NSF workshop on Network Testbeds, attended workshop and co-authored report, 2002.
Report basis for new NSF program on research testbeds.

2. NSF Networking Research Panel, Fall 2000, Fall 2001, Spring 2002, Fall 2002, Spring
2003, Spring 2004, Fall 2005, Spring 2008.

3. DoE High Performance Networking Panel, Spring 2001.

4. Evaluator for Intel Science Talent Search, 2001, 2002, 2003, 2004, 2005, 2007.
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4.1.2 Other non-University Panels and Positions

• Program Committee Member, W-PIN+Netecon, 2013.

• Program Committee Member, WWW, 2013.

• Program Co-Chair, IEEE ICNP 2012.

• Program Committee Member, IMC, 2011.

• Co-Chair, Internet Research Task Force (IRTF) Peer-to-Peer Research Group, 2003 –
2009.

• Member, Internet Research Steering Group (IRSG), 2003 – current.

• Co Program Committee Chair, NetEcon 2009 Workshop.

• Program Committee Member, INFOCOM, 2009.

• Program Committee Member, Sigmetrics, 2009.

• Program Committee Member, Area TPC Chair, ICNP, 2008.

• Program Committee Member, INFOCOM, 2008.

• Program Committee Member, LANMAN, 2008.

• Program Committee Member, Sigmetrics, 2008.

• Program Committee Member, Workshop on Social Network Systems, 2008.

• Program Committee Member, ACM SIGCOMM, 2007.

• Program Committee Member, NetDB, 2007.

• Program Committee Member, Sigmetrics, 2007.

• Program Committee Member, ICDCS (P2P track), 2007.

• Program Committee Member, ICNP (P2P track), 2007.

• Program Committee Member, Electronic Commerce (EC), 2007.

• Area Chair (Dependeable and Trustworthy Computing), ICPADS, 2007.

• Program Committee Member, IEEE Consumer Communications and Networking Confer-
ence - Workshop on Peer-to-Peer Multicasting, 2007.

• Program Committee Member, IEEE INFOCOM, 2006.

• Associate Chair (P2P, Grids Track), Fifteenth International Conference on Computer
Communications and Networks (IC3N), 2006.
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• Associate Chair (P2P Track), The 26th International Conference on Distributed Com-
puting Systems (ICDCS), 2006.

• Program Committee Member, Global Internet (GI), 2006.

• Program Committee Member, IWAN, 2006.

• Program Committee Member, ICNP, 2006.

• Program Committee Member, IEEE INFOCOM, 2006.

• Program Committee Member, The 25th International Conference on Distributed Com-
puting Systems (ICDCS), 2005.

• Program Committee Member, International Workshop on Active Networking (IWAN),
2005.

• Program Committee Member, IEEE INFOCOM 2005.

• Program Committee Member, IPTPS, 2005.

• Program Committee Member, HICSS, 2005.

• Program Committee Member, ACM SIGCOMM, 2004.

• Program Committee Member, 6th International Workshop on Distributed Computing
(IWDC), 2004.

• Program Committee Member, 24th International Conference on Distributed Computing
Systems (ICDCS), 2004.

• Program Committee Member, IEEE Global Internet Conference, 2004.

• Program Committee Member, International Workshop on Active Networking (IWAN),
2004.

• Program Committee Co-Chair, OpenArch, 2003.

• Program Committee Member, IEEE International Conference on Network Protocols,
2003.

• Program Committee Member, IEEE OpenSig, 2003.

• Program Committee Member, International Workshop on Networked Group Communi-
cations (NGC), 2003.

• Program Committee Member, International Workshop on Active Networking (IWAN),
2003.

• Program Committee Member, IEEE Global Internet Conference, 2003.

• Program Committee Member, IEEE International Conference on Network Protocols,
2002.
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• Program Committee Member, International Workshop on Networked Group Communi-
cations (NGC), 2002.

• Program Committee Member, IEEE Global Internet Conference, 2002.

• Program Committee Member, International Workshop on Active Networking (IWAN),
2002.

• Program Committee Member, IEEE International Conference on Network Protocols,
2001.

• Program Committee Member, Workshop on Performance and Architecture of Web Servers
(PAWS), 2001.

• Publications Chair, Member of Organizing and Program Committee, IEEE/ACM Open-
Arch, 2001.

• Program Committee member, IEEE Global Internet Conference, 2001.
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Supermarket scanners and most diffused infrared wireless LANssatisfy Class I
requirements, where there is no hazard under any circumstance. Class IV specifies
devices, such as laser-scalpels, which can cause grave danger if the operator handles

them improperly. Most long-range, laser-based wireless networks are rated as Class
III devices, whereby someone could damagehis eyes if looking directly at the laser
beam. Therefore, care should be taken whenorienting lasers between buildings.

The Components of a Wireless Network
Wireless networks perform similar functions as their wired ethernet and token ring

counterparts. In general, networks perform the following functions to enable the
transfer of information from source to destination:

1. The medium provides a bit pipe (path for data to flow) for the transmission of
data.

2. Medium access techniques facilitate the sharing of a common medium.

3. Synchronization and error control mechanisms ensure that each link transfers
the data intact.

4. Routing mechanisms movethe data from the originating source to the
intended destination.

5. Connectivity software interfaces an appliance, such as pen-based computer or
bar code scanner, to application software hosted onaserver.

A good wayto depict these functionsis to specify the network’s architecture. This
architecture describes the protocols, major hardware, and software elements that
constitute the network. A network architecture, whether wireless or wired, may be
viewed in two ways, physically and logically.

Physical Architecture of a Wireless Network
The physical components of a wireless network implement the Physical, Data Link,
and Network Layer functions (see Figure 1.7) to satisfy the functionality needed
within local, metropolitan, and wide areas. The following sections explain the vari-
ous components of a wireless LAN.

End-User Appliances

As with any system, there needs to be a wayfor users to interface with applications
and services. Whether the network is wireless or wired, an end-user appliance is an
interface between the user and the network. Following are the classes of end-user
devices that are most effective as appliances for wireless networks:

¢ Desktop workstations

« Laptop computers
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Notebook PC with

Radio NIC and Antenna

FiGuRE 1.7 The physical componentsofa wireless network extend the capability of ethernet and
token ring.

e Palmtop computers

e Handheld PCs

° Pen-based computers

e Personal digital assistants (PDA)

e Handheld scanners and data collectors

¢ Handheld printers

Today, the handheld PC, introduced by Microsoft (but developed and manufac-
tured by other companies), is the primary hardwareplatform forWindows CE,
whichmakes an excellent handheld wireless appliance. The main goals in develop-
ing the handheld PC include longbatterylife, affordable price (around $500), com-
pactness and light weight, familiar interfaces, easy PC connection,and effective
keyboard input.

Nate

Microsoft, being mostly a software house, signed up seven partners to develop a variety ofhandheld PCs
that provide commonfunctionality and vendor-specific features that support WindowsCE. Thesepartners
are Casio, Compaq, Hewlett-Packard, Hitachi, Phillips Electronics, NEC, and LG Electronics. 
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Commonfeatures of handheld PCsincludethe following:

Embedded QWERTYkeyboard with alphanumeric keys, standard punctua-
tion, a Ctrl key, an Alt key, and two Shift keys. Other vendor-specific keys are
optional. A word ofwarning: Ifyou have large fingers, you may have a diffi-
cult time pressing keys. Japanese and Chinese versions do not have keyboards;
they have handwriting recognition as input. .

Embedded touch screen with resolutions of 480x240 or 640x240 pixels, four

 

gray scales (2-bit pixel depth).

* Styles that acts like a mouse when tapped on the touch screen.

¢ Dockingcradle to recharge the machine’s batteries and connect it to your
desktop PC.

* One PC Card (PCMCIA)slot, oneserial connector, and one infrared port
(IrDA).

e« At least 2 MB RAM and 4 MB of ROM.

   

PalmPilot

As an example of handheld PCs, consider

the PalmPilot by 3Com.It is a pocket-size

organizer designed to connect seamless-

ly with a Windows-based or Macintosh
computer.This combination of portability
and one-touch connectivity provides a

practical way to carry personal data any-
where. The PalmPilotfits in a shirt pocket

and containsa suite of personal informa-

tion management(PIM) applications.

A touchscreen and physical buttons pro-

vide one-finger data access. The compact
Palm Connected Operating System

switches screens and launches applica-

tions instantly, yetis efficient enough that
two AAAbatteries can powerthe device

for several months. The organizer con-

tains a memory module that the user can

replace to add memory or upgrade the
device. In addition, users will be able to

attach communications add-on products,

such as modems and pagers as they
becomeavailable.

The PaimPilot drops into a docking sta-

tion that is connected to the desktop bya

serial cable. Pressing the HotSync button

on the cradle automatically backs up and

synchronizes data with the desktop.

Because the desktop synchronization

software runsin the background, the user

does not need to managethe process on

the desktop and viewer. As a result, syn-

chronizing data requires less user interac-

tion than printing a document.

The PalmPilot includes Microsoft

Windows or Macintosh OS companion

versions of applications. Desktop soft-

ware serves as the gateway between

PalmPilot and desktop applications. For

example, a mail merge between the
PalmPilot Address Book and Microsoft

continues
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continued

Word is accomplished with a simpleclick- computer. Itronix, for example, sells the
and-drag operation. X-C 6000 Cross Country portable comput-

er.The X-C 6000's caseis built from strong,

lightweight magnesium and includes a
elastomer covering that protects the unit
from weather and shock. The unit is

impervious to rain, beveragespills, and
other work environmenthazards.

Because wireless network appliances are

often putinto the hands of mobile people
who work outdoors, the appliance must

be tough enoughto resist damageresult-
ing from dropping, bumping, moisture,
and heat. Some companies offer
more durable versions of the portable

 
  

Note

Whenevaluating appliances for use with a mobile application, be certain to consider the ergonomics of
the unit. You certainly won'tbeable to realize anyofthe benefits ofa wireless network if users don't use
the system becauseofappliances that weigh too muchorare difficult to use. 

Network Software

A wireless network consists of software that resides on different parts of the net-
work, A network operating system (NOS), such as Microsoft NT Server, hosted on
a high-end PC providesfile, print, and application services. Many NOS’sare server
oriented, as shownin Figure 1.8, where thecore application software and databases
reside. In mostcases, the applianceswill interface via TCP/IP with application soft-
ware or a database running on the NOS.

Client software, located on the end-user’s appliance,directs the user’s commandsto
the local appliance software, or steers them out through the wireless network. The
software residing on a wireless applianceis very similar to software that runs on a
wired appliance. The main differenceis that itis important to develop the wireless
software to optimize the use of the wireless network’s relatively small amount of
bandwidth.

The software performing application functions can run on a server/host, the appli-
ance, or a combination ofboth. In some cases, such as with applications running on
an IBM mainframe, IBM AS/400, or UNIX-basedhosts, the wireless appliances
may need to run terminal emulation. This makes the applianceact as a dumb termi-
nal, just interfacing the keyboard,screen, printer, and so on, with the application
running on the host. With client/server systems, the software on the appliance may
performpartorall of the application’s functionality and merely interface witha
database located onaserver, such as Microsoft NT Server. Chapter6, “Wireless

SystemIntegration,” covers this in more detail.
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PC Server

 
PC Client PC Client

Figure 1.8 The server-based network operating system provides a centralized platformfor appli-
cations and data storagefor mobile users.

Note
A wireless network appears transparent to application software and operating systems on the network.
As a result, applications written for a wired network can generally run without changesovera wireless
network.

In some cases, a gateway running middleware is necessary to provide an interface
between the applianceandthe application software running on the server. The
appliances communicate with the host/server through the gateway. The gateway
acts as a proxy for the various appliances. The advantages of using the gateway are as
follows:

¢ Better RF throughput: With the presence of a transport and application gateway,
the appliances communicate with the gateway by using a “lightweight” proto-
col that is wireless friendly, unlike TCP/IP.

° Reliability: Because the gateway proxies all the appliances, any outages in com-
munication due to the appliances roaming outof range are transparent to the
host/server.

° Longer battery life: When the appliances are idle, the network software does not
have to periodically send out keep-alive packets to keep the connection to the
host/server open. The gateway does this.
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Wireless Network Interface

Computers process information indigital form, with low direct current (DC) volt-
ages representing data 1s and Os. These signals are optimumfortransmission within
the computer, notfor transporting data through wired or wireless media. A wireless
network interface couples the digital signal from the end-user appliance to the wire-
less medium, whichis air, to enable an efficient transfer ofdata between sender and
receiver. This process includes the modulation and amplification of the digital signal
to a formacceptable for propagation to the receiving location.

Note

Modulationis the process oftranslating the basebanddigital signalusedin the appliance to an analog
form suitable for transmission through theair. This processis very similar to the common telephone
modem,which converts a computer's digital data into an analogform within the 4 KHz limitation of the
telephonecircuit. The wireless modulatortranslates thedigitalsignalto a frequency that propagates well
through the atmosphere. Ofcourse wireless networks employ modulationby using radio waves and
infrared light. 

The wireless network interface generally takes the shape of a wireless NIC or an
external modemthatfacilitates the modulator and communications protocols.

These componentsinterface with the user appliance via a computer bus, such as ISA
(Industry Standard Architecture) or PCMCIA (Personal Computer Memory Card
International Association). The ISA bus comesstandard in most desktop PCs. Many
portable computers have PCMCIAslots that accept credit card-sized NICs.
PCMCIAspecifies three interface sizes: Type I (3.3 millimeters), Type II (5.0 mil-
limeters), and TypeIII (10.5 millimeters). Some companies also produce wireless
components that connect to the computervia the RS-232 serial port.

The interface betweenthe user’s appliance and NIC also includes a software driver
that couples the client’s application or NOSsoftware to the card. The following
driver standards are common:

« NDIS (Network Driver Interface Specification): Driver used with Microsoft net-
work operating systems

* ODI (Open Datalink Interface): Driver used with Novell network operating
systems

° PDS (Packet Driver Specification): A generic DOS-based driver developed by
FTP Software, Inc. for use with TCP/IP-based implementations

Note

Be sureto investigate the existence ofsuitable (NDIS, OD], PACKET) drivers for the wireless NIC, andfully
test its functionality with your chosen appliance before making large investmentsin wireless network
hardware. 
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Radio cards traditionally come in a two-piece version configuration—thatis, a
PCMCIAcard that inserts into the appliance and an external transceiver box. This
setup is okay for someapplications, such as forklift-mountedappliances; however,it
is not ergonomic for most handheld appliances. Some vendors, especially with their
newestradio cards, offer one-piece units having an integrated radio and transceiver
assembly thatall fits within the PCMCIA form factor.

Antenna

The antennaradiates the modulatedsignal through theair so that the destination
can receive it. Antennas come in many shapesand sizes and havethe following spe-
cific electrical characteristics:

e Propagation pattern

° Gain

e Transmit power

° Bandwidth

The propagation pattern of an antennadefinesits coverage. A truly omnidirectional
antenna transmits its power in all directions; whereas, a directional antenna concen-
trates most of its power in onedirection. Figure 1.9 illustrates the differences.

A directional antenna has more gain (degree of amplification) than the omnidirec-
tional type andis capable ofpropagating the modulatedsignal farther because it
focuses the powerina single direction. The amountofgain depends on the direc-
tivity of the antenna. An omnidirectional antennahas a gain equal to one; thatis, it
doesn’t focus the powerin anyparticular direction. Omnidirectional antennas are
best for indoor wireless networks because ofrelatively shorter range requirements

and less susceptibility to outward interference.

Directional antennas will bestsatisfy needs for interconnecting buildings within
metropolitan areas because of greater range and the desire to minimuzeinterference
with other systems.

The combination of transmit power and gain of an antennadefinesthe distance the
signal will propagate. Long-distance transmissions require higher powerand direc-
tive radiation patterns; whereas, shorter distance transmissions can get by with less
powerandgain. With wireless networks, the transmit poweris relatively low, typi-
cally one watt orless.
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Directional Radio Propagation

FIGURE 1.9 An omnidirectional antenna broadcasts radio waves inall directions; whereas, a

directional antennafocuses the powerin a particulardirection.

Note

Mostspread spectrum radio vendorssell the following types ofantennas:

* Snap-on antenna: Connectsdirectly to the radio card andprovidesrelatively low gain via an omni-
directional radio propagation pattern.This relatively small antennais bestfor highly mobile appli-
cations when a larger antennais impractical.

* Dipole antenna:Sits on a desk or table and connects to the radio card via a short antennacable.
This approach providesrelatively low gain. This antennais best for portable applications.

* High gain antenna:Attachesto a wall or antenna pole/tower and connects to the radio card or
access pointvia a relatively long antenna cable, This approach providesrelatively high gain andis
best for access points and permanentstations.   

Bandwidth is the effective part of the frequency spectrum that the signal propagates.
The telephone system, for example, operates over a bandwidth roughly from 0 to 4
KHz. This is enough bandwidth to accommodate most ofthe frequency compo-
nents within our voices. Radio wave systems have greater amounts ofbandwidths
located at much higher frequencies. Data rates and bandwidth are directly propor-
tional: the higher the data rates, the more bandwidth you will need.
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Note

Ifyou're considering integrating a radio NICinto a particular PCMCIA-based appliance, such as a hand-
held data collector, you may have to redesign the antenna mounting hardware to accommodate the con-
struction ofthe appliance.

The Communications Channel

All information systems employ a communications channel along which informa-
tion flows from source to destination. Ethernet networks mayutilize twisted-pair or
coaxial cable. Wireless networks use air as the medium. Atthe earth’s surface,

where most wireless networksoperate, pure air contains gases, such as nitrogen and
oxygen. This atmosphere provides an effective medium for the propagation of radio
waves and infrared light.

Troubleshooting Tip
The communications channel offers unforeseen obstacles to wireless systems. Always perform a site sur-
vey to investigate the effects ofphysical structures and atmospheric conditions on the propagation of
wireless signals before finalizing the design and purchase ofa wireless system. (See “Identifying the
Location ofAccess Points” in Chapter8, “Implementing a Wireless LAN,”for information on conducting a
site survey.)

Rain, fog, and snow can increase the amount ofwater molecules in the air, howev-
er, and can cause significant attenuation to the propagation of modulated wireless sig-
nals. Smogclutters the air, adding attenuation to the communications channel as
well. Attenuation is the decrease in the amplitude of the signal, and it limits the

operating range of the system. The ways to combat attenuation are to either increase
the transmit powerofthe wireless devices, which in mostcasesis limited by the
FCC,or incorporate special amplifiers called repeaters that receive attenuated signals,
revamp them,and transmit downlineto the end station or next repeater.

Logical Architecture of a Wireless Network
A logical architecture defines the network’s protocols, which ensures a well-managed
and effective means of communication. PCs, servers, routers, and other active

devices must conform to verystrict rulesto facilitate the proper coordination and
transfer of information.

Onepopular standardlogical architecture is the seven-layer Open System
Interconnect (OSI) Reference Model, developed by the International Standards
Organization (ISO). OSI specifies a complete set of network functions, grouped
into layers. Figure 1.10 illustrates the OSI Reference Model.
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Figure 1.10 The Open System Interconnect Reference Modelillustrates all levels of network
functionality.

The OSI layers provide the following network functionality:

Note

Layer 7—Application Layer: Establishes communications with other users and
provides such servicesas file transfer and email to the end users of the net-
work.

Layer 6-—Presentation Layer: Negotiates data transfer syntax for the Application
Layerand performstranslations betweendifferent data types, if necessary.

Layer 5—Session Layer: Establishes, manages, and terminates sessions between
applications.

Layer 4—Transport Layer: Provides mechanismsfor the establishment, mainte-
nance,and orderly termination ofvirtual circuits, while shielding the higher
layers from the network implementation details. Such protocols as TCP oper-
ate at this layer.

Layer 3—Network Layer: Provides the routing ofpackets thoughrouters from
source to destination. Such protocols as IP operateat this layer.

Layer 2—Data Link Layer: Ensures synchronization and error control between
two entities.

Layer 1—Physical Layer: Provides the transmissionofbits through a
communication channel by defining electrical, mechanical, and procedural
specifications.

Each layer ofOSI supports the layers aboveit. 
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Does a wireless network offer all OSI functions? No, not in a theoretical sense. As

shown in Figure 1.11, wireless networks operate only within the bottom three lay-
ers. Only wireless wide area networks, however, perform Network Layer functions.

In addition to the wireless network functions, a complete network architecture
needs to include such functions as end-to-end connection establishment and appli-

cation services to make it useful. Chapter 3, “Overview of the IEEE 802.11
Standard,” provides details on the architecture of 802.11-compliant LANs which
only covers the Network and Physical Layers of OSI. Chapter 6, “Wireless System
Integration,” explains other components necessary to design and implement a com-
plete system.

End User A End User B

 Wireless A | Datalink | Wireless
WANS wireless Layer " WLANG Network

Physical p
y __ y_ __ Layer

Figure 1.11 Wireless LANs and MANsfulfill Data Link and Physical Layerfunctionality;
whereas, wireless WANsalso includefunctions at the Network Layer.

The History ofWirelessNetworks
Network technologies and radio communications were brought togetherfor thefirst
time in 1971 at the University of Hawaii as a research project called ALOHANET.
The ALOHANETsystem enabled computersites at seven campuses spread out over
four islands to communicate with the central computer on Oahu withoutusing the

existing unreliable and expensive phone lines. ALOHANEToffered bidirectional
communications, in a star topology, between the central computer and each of the
remote stations. The remotestations had to communicate with one anothervia the

centralized computer.

In the 1980s, amateur radio hobbyists, hams, kept radio networking alive within the
United States and Canada by designing and building terminal node controllers (TINCs)
to interface their computers through ham radio equipment(see Figure 1.12). TNCs
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act muchlike a telephone modem, converting the computer’s digital signal into
one that a ham radio can modulate andsend overthe airwavesby using a packet-
switching technique.In fact, the American Radio Relay League (ARRL) and the
Canadian Radio Relay League (CRRL) have been sponsoring the Computer
Networking Conference since the early 1980s to provide a forum for the develop-
ment ofwireless WANs. Thus, hams have beenutilizing wireless networking for

years, much earlier than the commercial market.

Radio Waves
Packet Data Transmission

<\\ \/Z-
\/

 
 
 

 

Antenna

 
 

Terminal

 
  

 RS-232 hts UHF/VHF
"=, Digital Signal rate. Analog Ham Radio

Signal

FIGURE 1.12. Terminal node controllers enable a PC to interface with a hamradio toform a

packet radio network.

In 1985, the Federal Communications Commission (FCC) made the commercial
developmentof radio-based LAN componentspossible by authorizing the public
use of the Industrial, Scientific, and Medical (ISM) bands. This band offrequencies
resides between 902 MHzand 5.85 GHz,just above the cellular phone operating
frequencies. The ISM bandis very attractive to wireless network vendors because it
providesa part of the spectrum upon which to base their products, and end users do
not have to obtain FCClicenses to operate the products. The ISM band allocation
has had a dramatic effect on the wireless industry, prompting the developmentof
wireless LAN components. Withouta standard, however, vendors began developing
proprietary radios and access points.

In the late 1980s, the Institute for Electrical and Electronic Engineers (IEEE) 802
Working Group, responsible for the development of LAN standards, such as ether-
net and tokenring, began developmentofstandards for wireless LANs. Underthe
chairmanship ofVic Hayes, an engineer from NCR,the IEEE 802.11 Working
Group developed the Wireless LAN MediumAccess Control and Physical Layer
specifications.

The IEEE Standards Board approved the standard on June 26, 1997, and the IEEE
published the standard on November18, 1997, The finalizing ofthis standard is
prompting vendorsto release 802.11-compliantradio cards and access points
throughout 1998. Other vendors new to the wireless market are sure to develop and
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release 802.11-compliant products based on the standard blueprint provided by the
802.11 standard. 

Another widely accepted wireless network connection, however, has been wireless
WANservices, which began surfacing in the early 1990s. Companies such as
ARDIS and RAM Mobile Data werefirst in selling wireless connections between

portable computers, corporate networks, and the Internet. Companies then began
introducing Cellular Digital Packet Data (CDPD)services, which enable users to
send andreceive data packets via digital transmission services. These services enable
employees to access email and other information services from their personal appli-
ances without using the telephone system when meeting with customers, traveling
in the car, or staying in a hotel.

The Future ofWireless Networks

Where is wireless networking going? What will the future bring? Predicting what
the state of this technology and its products will be five years from now,or even a
year from now,is impossible. The outlook for wireless networks, however, is very
good. The maturation of standards should motivate vendors to produce new wire-
less products and drive the prices downto levels that are much easier to justify.

Thepresence of standards will motivate smaller companies to manufacture wireless
components because they will not need to invest large sums of moneyin the
research and developmentphases of the product. These investments already will
have been made and embodied within the standards, which will be available to any-

one interested in building wireless network components.

 



ROKU EXH. 1002

 

 

 -HAPTER

Wireless NetworkConfigurations

¢ Wireless LANs

It is important to understand the various types ofwireless LANsto choose
the best alternative technology andselect the right components for use within
a local area. You learn aboutthe different configurations of a wireless LAN
and how they operate.

¢ Wireless point-to-point networks
While providing network connectivity—mostly outdoors—wireless
point-to-point networksoffer additional challenges that are different from
wireless LANs. Understanding how to maximize the use ofwireless
point-to-point network technologiesis crucial to implementing their solutions.

° Wireless WANs

Wireless WANscan solve your wide area mobile network connectivity needs,
but you needto use the technology that is going to provide the necessary cov-
erage. You learn to differentiate the choices you have for wireless wide area
networks.

Wireless LANs

Most wireless LANsoperate over unlicensed frequencies at near-ethernet speeds (10
Mbps)usingcarrier sense protocols to share a radio waveorinfrared light medium.
The majority of these devices are capable of transmitting information up to 1,000
feet between computers within an open environment, and their costs per user range
from $150 to $800.In addition, most wireless LAN products offer Simple Network

Management Protocol (SNMP)to support network managementthrough the use
of SNMP-based managementplatforms and applications. Figure 2.1 illustrates the
concept of a wireless local area network interfacing with a wired network.
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Figure 2.1 A wireless local area network provides connectivity over the airwaves within a local
area, such as a building.

The components of a wireless LAN consist of a wireless NIC and a wireless local
bridge, which is often referred to as an access point. The wireless NIC interfaces the
appliance with the wireless network, and the access point interfaces the wireless net-
work with a wired network. Most wireless NICs interface appliances to the wireless

network by implementinga carrier sense access protocol and modulating the data
signal with a spreading sequence.

Thefollowing sections describe three approaches to wireless networking within a
local environment. These methodsinclude the following:

° Radio waves

e Infrared light

e Carrier currents

Radio-Based Wireless LANs

The most widely sold wireless LAN products use radio waves as a medium between
computers and peripherals. An advantage of radio waves over other forms ofwireless
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connectivity is that they can interconnectusers withoutline of sight and propagate
through walls and other obstructions with fairly little attenuation, depending on the
type ofwall construction. Although several walls might separate the user from the
server or wireless bridge, users can maintain connections to the network. This sup-
ports true mobility. With radio-LAN products, a user with a portable computer can
movefreely through thefacility while accessing data from a server or running an
application.

A disadvantage of using radio waves, however, is that an organization must manage
them along with other electromagnetic propagation. Medical equipmentand indus-
trial components mayutilize the same radio frequencies as wireless LANs, which
could cause interference. An organization must determine whether potential inter-
ference is present before installing a radio-based LAN. Because radio waves pene-
trate walls, security might also be a problem. Unauthorized people from outside the
controlled areas could receive sensitive information; however, vendors often scram-

ble the data signal to protect the information from being understood by inappropri-
ate people.

This section discusses the following topics that explain the operation and configura-
tion of radio-based wireless LANs:

* Medium access control

¢ Spread spectrum modulation

¢ Narrowband modulation

° Wireless local bridges

e Single-cell wireless LANs

¢ Multiple-cell wireless LANs

Medium Access Control

Medium access control, which is a Data Link Layer function in a radio-based wire-
less LAN,enables multiple appliances to share a commontransmission medium via
a carrier sense protocolsimilar to ethernet. This protocol enables a group ofwireless
computersto share the same frequency and space.

As an analogy, consider a room of people engaged in a single conversation in which
each person can hearif someonespeaks. This representsa fully connected bus topol-
ogy (where everyone communicates using the same frequency and space) that ether-
net and wireless networks, especially wireless LANs,utilize.

To avoid having two people speak at the same time, you should wait until the other
person hasfinished talking. Also, no one should speak unless the roomissilent.
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Overview oftheIEEE502.11 Standard

The importance of standards
This chapter begins with an introduction to the types of LAN standards and
the primary organization that makes the standards: the Institute for Electrical
and Electronic Engineers (IEEE). You learn the important benefits of using
the IEEE 802.11 wireless LAN standard.

IEEE 802 LAN standardsfamily
It is important to know how the IEEE 802.11 standardfits into other LAN
protocols to ensure proper interoperability. An overview of the802 series of
LANstandards describes the operation of the 802.2 Logical Link Control that
directly interfaces with 802.11.

Introduction to the IEEE 802.11 standard

Anexplanation ofthe scope and goals of the 802.11 standard provides an
understanding ofthe basic functionality of 802.11. Learn the peculiar wireless
network issues that were addressed when developing the standard.

IEEE 802.11 topology
An overview of the physical structure of 802.11-compliant LANsprovides an
understanding of 802.11 topology. Understand howbasic physical 802.11
elements, such as Basic Service Sets (single-cell wireless LANs) and access
points, form integrated, multiple-cell wireless LANsthat supporta variety of
mobility types.

IEEE 802.11 logical architecture
Coverage of the main elements of the 802.11 protocolstack provides an
overview of how the 802.11 protocol works. Learn the main functionality of
each of the following 802.11 protocol layers: MAC Layer and individual PHY
(Physical) Layers (frequency hopping, direct sequence, andinfrared).
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e |EEE 802.11 services

802.11-compliant LANsfunctionbased ona set of services that relate to sta-
tions and distribution systems. Discover how these services offer security
equivalent to wired LANs.

e |mplications of the IEEE 802.11 standard
Although the long-awaited 802.11 standard offers several benefits over using
proprietary-based wireless LANs, the 802.11 standard still has shortcomings
that implementors should be aware of. Learn someofthe 802.11 implications,
such asrelatively low data rates and lack of roaming.

e |EEE 802.11 standard compliance
The compliance with 802.11 depends on those having the need for wireless
networks. Become aware ofhow vendors are complying with 802.11, what
end users need to do to be compliant, and how different regions of the world
comply with 802.11 radio frequencies.

e |EEE 802.11 Working Group operations
Involvement in IEEE 802.11 standards developmentis open to anyone with a
desire to participate, but you need to understand the membership require-
ments and types of 802.11 members.

° Future of the IEEE 802.11 standard

When making decisions about wireless LANs,be sure to include whatthe
future holds for the 802.11 standard. Discoverthe projects IEEE 802.11 mem-
bers are working on to increase the performance of 802.11-compliant wireless
LANs.

The Importance of Standards
Vendors and someendusersinitially expected markets to dive headfirst into imple-
menting wireless networks. Markets did not respondas predicted, andflatsales
growthofwireless networking components prevailed through most ofthe 1990s,
Relatively low data rates, high prices, and especially the lack ofstandards kept many
end users from purchasing the wire-free forms of media.

For those having applications suitable for lower data rates and enoughcost savings to
warrant purchasing wireless connections, the only choice before 1998 wasto install
proprietary hardwareto satisfy requirements. As a result, many organizations today
have proprietary wireless networks for which you haveto replace both hardware and
software to be compliant with the IEEE 802.11 standard. Thelack ofstandards has
been a significant problem with wireless networking, but thefirst official version
ofthe standard is now available. In response to lacking standards, the Institute for
Electrical and Electronic Engineers (IEEE) developedthefirst internationally rec-
ognized wireless LAN standard: IEEE 802.11.
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Types of Standards
There are two main types of standards:official and public. An official standard is pub-
lished and knownto the public, but it is controlled by an official standards organiza-
tion, such as IEEE. Governmentor industry consortiums normally sponsor official
standards groups. Official standards organizations generally ensure coordination at
both the international and domestic level.

A public standard is similar to an official standard, except it is controlled by a private
organization, such as the Wireless LAN Interoperability Forum. Public standards,
often called defacto standards, are commonpractices that have not been produced or
accepted by an official standards organization. These standards, such as TCP/IP, are
the result ofwidespread proliferation. In somecases, public standards that prolifer-
ate, such as the original ethernet, eventually pass through standards organizations
and becomeofficial standards.

Companies shouldstrive to adopt standards and recommended products within
their organizationsforall aspects of information systems. Whattype of standards
should you use? For most cases, focus on the use of an official standardif oneis
available and proliferating. This will help ensure widespread acceptance and lon-
gevity ofyour wireless network implementation.If no official standard is suitable,a
public standard would be a good choice. In fact, public standards can often respond
faster to changes in market needs because they usually have less organizational over-
head for making changes. Be sure to avoid nonstandard or proprietary system com-
ponents, unless there are no suitable standardsavailable.
 

Case Study 3.1:

802.11 Versus Proprietary
Standards :

A large retail chain based in Sacramento, ___ brand Y proprietary wireless data collec-
California, had requirements to implement. | ~ tors.and:theirproprietarywireless network
a--wireless: network ‘to. provide mobility : (the vendor. doesn’t offer an 802.11-
within their 10. warehouses located all over compliantsolution). This decision elimi-
theUnited States. The applicationcalls for nates the need to work with additional —
clerkswithin the warehousetoutilize new i vendorsfor the new handhelddevicesand S
handheldwireless data collectors that :per- the wireless.network. Se

}

form inventory-management functions. “Ayear passes since the installation,and
The company, alreadyhaving: one vendor's enhancement requirements begin ‘to

_data -collection.-devices {we'll ‘call these pourinfor additional mobile appliances
brand..X), decides to use that vendor's |. that are not available fromthebrandX

continues
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continued

vendor. This forces the company to

consider the purchase of new brand Z
appliances from a different vendor. The
problem, however, is that the brand Z
appliances, which are 802.11-compliant,
don't interoperate with the installed
proprietary brand Y wireless network,
Because of the cost associated with

replacing their network with one that is
802.11 compliant (the brand Y wireless
network has no upgrade path to 802.11),

The companycould have eliminated the
problem of not being able to implement
the new enhancement if it would have

implemented the initial system with
802.11-compliant network components,
because most vendors offer products

that are compatible with 802.11, but not
all the proprietary networks. The result
would have been the ability to consider

multiple vendors for a wider selection of
appliances.

 
the company can't cost effectively imple-
ment the new enhancement.

 
 

Institute for Electrical and Electronic Engineers (IEEE)

The IEEEis a nonprofit professional organization foundedby a handful ofengineers
in 1884for the purpose of consolidating ideas dealing with electro-technology.In the
last 100 plus years, IEEE has maintained a steady growth. Today, the IEEE, whichis
based in the United States, has over 320,000 memberslocated in 150 countries. The
IEEE consists of 35 individual societies, including the CommunicationsSociety,

Computer Society, and Antennasand Propagation Society.

The IEEEplaysa significant role in publishing technical works, sponsoring confer-
ences and seminars, accreditation, and standards development. The IEEE has pub-
lished nearly 700 active standards publications, halfofwhich relate to power engi-
neering and most others deal with computers. The IEEE standards development
process consists of 30,000 volunteers (who are mostly IEEE members) and a
Standards Board of 32 people. In terms of LANs, IEEE has produced somevery
popular and widely used standards. The majority of LANsin the world utilize net-
work interface cards based on the IEEE 802.3 (ethernet) and IEEE 802.5 (token

ring) standards, for example.

Before someone can develop an IEEE standard, he must submit a Project
Authorization Request (PAR) to the IEEE Standards Board.If the board approves
the PAR, IEEEestablishes a standards working group to develop the standard.
Members of the working groups serve voluntarily and without compensation, and
they are not necessarily membersofthe institute. The working group begins by
writing a draft standard, and thensolicits the draft to a balloting group of selected
IEEE membersfor review andapproval. The ballot group consists of the standard’s
developers, potential users, and other people having general interest.
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Before publication, the IEEE Standards Board performsa review of the Final Draft
Standard, and then considers approval of the standard. The resulting standard repre-
sents a consensus of broad expertise from within IEEE and otherrelated organiza-
tions. All IEEE standards are subjected to review at least once every five years for
revision or reaffirmation.

in May 1991, a group ofpeople, led by Victor Hayes, submitted a Project Authorization Request (PAR) to
IEEE to initiate the 802.11 Working Group. Victor became Chairman of the working group and led the
standardseffort to its completion in June 1997.

Benefits of the 802.11 Standard

The benefits of utilizing standards, such as those published by IEEE, are great. The
following sections explain the benefits of complying with standards, especially IEEE
802.11.

Appliance Interoperability
Compliance with the IEEE 802.11 standard makes interoperability between multi-
ple-vendorappliances and the chosen wireless network type possible. This means
you can purchase an 802.11-compliant PalmPilot from Symbol and Pathfinder Ultra
handheld scanner/printer from Monarch Marking Systems, and they will both inter-
operate within an equivalent 802.11 wireless network, assuming 802.11 configura-
tion parameters are set equally in both devices. Standard compliance increases price
competition and enables companies to develop wireless LAN components with
lower research and development budgets. This enables a greater numberof smaller
companies to develop wireless components. Asa result, the sales ofwireless LAN
components should boom over the next few yearsas the finalization of the IEEE
802.11 standard sinks in.

As shownin Figure 3.1, appliance interoperability avoids the dependence on a single
vendor for appliances. Without a standard, for example, a company having a non-
standard proprietary Symbol network would be dependent on purchasing only
appliances that operate on a Symbol network. This would exclude appliances such as
ones from Telxon that only operate on proprietary Aironet networks. With an
802.11-compliant wireless network,you can utilize any equivalent 802.11-compliant
appliance. Because most vendors, including Symbol and Telxon, have migrated their
products to 802.11, you have a muchgreater selection of appliances for 802.11 stan-
dard networks.
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Appliance with
Brand A Distribution System

Radio Card (e.g., Ethernet
or Token Ring)

=TH
Appliance with Brand X

Brand 6 Access Point
Radio Card

 
Appliance with

Brand C
Radio Card

 
FIGURE 3.1 Appliance interoperability ensures that multiple-vendor hardware works within
equivalent wireless networks.

Fast Product Development
The 802.11 standard is a well-tested blueprint that developers can use to implement
wireless devices. The use of standards decreases the learning curve required to
understand specific technologies because the standard-forming group has already
invested the time to smooth out any wrinkles in the implementationofthe applica-
ble technology. This leads to the developmentofproducts in muchless time.

Stable Future Migration
Compliance with standards helps protect investments and avoids legacy systems that
must be completely replaced in the future as those proprietary products become
obsolete. The evolution ofwireless LANs should occurin a similar fashion as 802.3,
ethernet. Initially, ethernet began as a 10 Mbpsstandard using coaxial cable media.
The IEEE 802.3 Working Group enhancedthe standard overtheyears by adding
twisted-pair, optical-fiber cabling, and 100 and 1000 Mbpsdatarates.

Just as IEEE 802.3 did, the 802.11 Working Group recognizes the investments
organizations make in network infrastructure and the importancein providing
migration paths that maximize the installed base ofhardware. Asa result, 802.11
will certainly ensure stable migration from existing wireless LANsas higher perfor-
mancewireless networking technologies becomeavailable.
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Price Reductions

High costs have always plagued the wireless LAN industry; however, prices should
drop significantly as more vendors and endusers comply with 802.11. One of the
reasons for lowerprices is that vendors will no longer need to develop and support
lower-quantity proprietary subcomponents, cutting design, manufacturing, and sup-
port costs. Ethernet wentthrough a similar lowering ofprices as more and more
companies began complying with the 802.3 standard.

Avoiding Silos
Overthe past couple of decades, MIS organizations have had a difficult time main-
taining control of network implementations. The introduction of PCs, LANs, and
visual-based development tools has made it mucheasier for non-MISorganizations,
such as finance and manufacturing departments, to deploy their own applications.
Onepart of the company, for example, may purchase a wireless network from one
vendor, and then anotherpart of the company may buy a different wireless network.
Asa result, silos—noninteroperable systems—appear within the company, makingit
very difficult for MIS personnelto plan and support compatible systems. Some peo-
ple refer to these silos as stovepipes.

Acquisitions bring dissimilar systems together as well. One company having a
proprietary system may purchase another havinga different proprietary system,
resulting in noninteroperability. Figure 3.2 illustrates the features of standards that
minimize the occurrence ofsilos.

 
 
 
 

 

ject managers end upimplementing
- noncompatible proprietary wireless net-

— workstosatisfy their revereate a
ments. S 

“The§project.managers install, both

 
 
 

 
continues
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continued

operational supportand inflexibility. The
company must maintain purchasing and
warranty contracts with two different
wireless network vendors, service person-

nel need to acquire and maintain an
understanding in the operation of two
networks, and the company cannot share

appliances and wireless network compo-

 

nents between the warehouses and the
stores.

As a result, the silos in this case make the

networks more expensive to support and
limit their flexibility in meeting future
needs. The implementation of standard
802.11-compliant networks would have
avoided these problems.
 

Manufacturing
Facility

Appliance with

Warehouse

Appliance with
Brand B

Radio Card
Brand A

Radio Card <—
Appliances Can Be
Usedin Either the

Manufacturing Facility
or the Warehouse

a)
Brand X Brand Y

Access Point Access Point

Figure 3.2 Compliance with the IEEE 802.11 standard can minimize the implementation of
silos.

IEEE 802 LAN Standards Family
The IEEE 802 Local and Metropolitan Area Network Standards Committee is a
major working group charted by IEEE to create, maintain, and encourage the use of
IEEEandequivalent IEC/ISO standards. IEEE formed the committee in February
1980, and has metat least three times per year as a plenary body since then. IEEE
802 producestheseries of standards knownas IEEE 802.x, and the JTC1series of
equivalent standards are known as ISO 8802-nnn.

IEEE 802includesa family of standards, as depicted in Figure 3.3. The MAC and
Physical Layers of the 802 standard were organized into a separate set of standards
from the LLC because of the interdependence between mediumaccess control,
medium, and topology.
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IEEE 802.2

Logical Link Control (LLC) OSI Layer 2
_~__... (Data Link)

t
Mac

IEEE 802.3|IEEE 802.4| IEEE 802.5 /IEEE 802.11] 4 = = 2) ¥__ Le

Carrier Token Token Wireless hy os! tj P ayer 1
Sense Bus Ring (Physival)
 

Figure 3.3 The IEEE 802family ofstandardsfalls within the scope of layers 1 and 2 of the
OSI Reference Model. The LLCprotocolspecifies the mechanismsfor addressing stationsacross the
medium andfor controlling the exchange ofdata between two stations; whereas, the MAC and PHY
Layers provide medium access and transmissionfunctions.

The IEEE 802 family ofstandards includes the following:

© JEEE 802.1: Glossary, Network Management, and Internetworking: These docu-
ments, as well as IEEE 802 Overview and Architecture, form the scope of
work for the 802 standards.

© JEEE 802.2: Logical Link Control (LLC): This standard defines Layer 2 syn-
chronization and error controlforall types of 802 LANs, including 802.11.
Refer to the next section, “IEEE 802.2 LLC Overview,” for more detail on
the features and operation of the LLC.

¢ IEEE 802.3: CSMA/CD Access Method and Physical Layer Specifications: This
defines the widely accepted 10, 100, and 1000 Mbpsethernet asynchronous
protocolfor use over twisted-pair wiring, coaxial cable, and optical fiber.

¢ JEEE 802.4: Token-Passing Bus Access Method and Physical Layer Specifications:
This offers a token-passing protocol over a bus topology that can be embed-
ded in other systems.

e JEEE 802.5: Token-Passing Ring Access Method and Physical Layer Specifications:
This defines a 4 and 16 Mbpssynchronousprotocol that uses a token for
access control over a ring topology.

¢ JEEE 802.10:Security and Privacy Access Method and Physical Layer Specifications:
Provides security provisions for both wired and wireless LANs.

e JEEE 802.11: Wireless Access Method and Physical Layer Specification:
Encompassesa variety ofphysical media, including frequency hopping spread
spectrum, direct sequence spread spectrum, and infraredlight for data rates up
to 2 Mbps.

IEEE 802.2 LLC Overview

The LLCis the highest layer of the IEEE 802 Reference Modeland providessimilar
functionsofthe traditional Data Link Control protocol: HDLC (High-Level Data
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Link Control). The ANSI/IEEE Standard 802.2 specifies the LLC. The purpose of
the LLC is to exchange data between end users across a LAN using a 802-based
MACcontrolled link. The LLC provides addressing and data link control, andit is
independentofthe topology, transmission medium, and medium access control
technique chosen.

Higherlayers, such as TCP/IP, pass user data down to the LLC expecting error-free
transmission across the network. The LLC in turn appends a control header, creat-
ing an LLCprotocoldata unit (PDU). The LLCutilizes the control information in
the operation of the LLC protocol (see Figure 3.4). Before transmission, the LLC
PDUis handed down through the MACservice access point (SAP) to the MAC
Layer, which appends control information at the beginning and endofthe packet,
forming a MACframe. Thecontrol information in the frameis needed for the
operation of the MAC protocol.

Upper
Layers

IEEE 802.2

Logical Link
Control (LLC)

LLC Services:

¢ Unacknowledged Connectionless
IEEE 802.2 * Connectionless-Oriented

e Acknowledged Connectionless——   
 
 

Logical Link
Control (LLC)

IEEE 802.11
Wireless

IEEE 802.11
Wireless

 
Station A Station B

Figure 3.4 The LLC provides end-to-end link control over an 802.11-based wireless LAN.

IEEE 802.2 LLC Services

The LLC provides the following three services for a Network Layer protocol:

e Unacknowledged connectionless service

° Connection-oriented service

° Acknowledged connectionless service

Theseservices apply to the communication between peer LLC Layers—thatis, one
located on the sourcestation and onelocated on the destination station. Typically,

vendors will provide these services as options that the customercan select when
purchasing the equipment.

All three LLC protocols employ the same PDU formatthat consists of fourfields (see
Figure 3.5). The Destination Service Access Point (DSAP) and Source Service Access
Point (SSAP)fields each contains 7-bit addresses, which specify the destination and
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sourcestations of the peer LLCs. Onebit of the DSAP indicates whether the PDUis
intendedfor an individual or group station(s). Onebit of the SSAP indicates whether
it is a commandor response PDU. The format of the LLC Controlfield is identical
to that of HDLC,using extended (7-bit) sequence numbers. The Data field contains
the information from higher-layer protocols that the LLC is transporting to the
destination.

8 Bits 8 Bits 8 Bits Variable

Destination ServiceSAP | SAP|co|ou|
FIGURE 3.5 The LLC PDU consists ofdatafields that provide the LLCfunctionality.

 

The Controlfield has bits that indicate whether the frame is one ofthe following

types:

° Information: Usedto carry user data

° Supervisory: Used for flow control anderror control

© Unnumbered: Various protocol control PDUs

Unacknowledged Connectionless Service
The unacknowledged connectionless service is a datagram-style service that does not
involve any error-control or flow-control mechanisms. This service does not involve
the establishment of a Data Link Layer connection (thatis, a connection between
peer LLCs). This service supports individual, multicast, and broadcast addressing.
This service just sends and receives LLC PDUs,with no acknowledgmentofdeliv-
ery. Because the delivery of data is not guaranteed, a higher layer, such as TCP, must
deal withreliability issues.

The unacknowledged connectionless service offers advantages in the following
situations:

* If higherlayers of the protocol stack provide the necessary reliability and flow-
control mechanisms, it would be inefficient to duplicate them in the LLC.In
this case, the unacknowledged connectionless service would be appropriate.
TCP and the ISO transport protocol, for example, already provide the mecha-
nisms necessary for reliable delivery.

* tis not always necessary to provide feedback pertaining to successful delivery
of information. The overhead of connection establishment and maintenance
can be inefficient—as an example, for applications involving the periodic sam-
pling of data sources, such as monitoring sensors. The unacknowledged con-
nectionless service would best satisfy these requirements.
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Case Study 3.3:
Using Unacknowledged
Connectionless Service to

Minimize Overhead

The executive office building of a high-

rent advertising agency in Southern
California has 20 sensors to monitor tem-

peratures throughout its building as an
input to the heating and air conditioning
system, These sensors send short infor-
mation packets every minute to an appli-
cation on a centralized server that

updates a temperature table in a data-
base. The heating and air conditioning

system uses this information to control
the temperature in different parts of the
building.

For this application, the server does not
need to acknowledge the reception of

 
every sensor transmission because the
information updates are not critical. The

system can maintain a comfortable tem-
perature throughout the building even if

the system misses temperature updates
fromtime to time.

Additionally, it is not feasible to require
the sensors to establish connections with

the server to send the short information

packets. As a result, designers of the
system chose to use the LLC unacknowl-
edged connectionless service to mini-
mize overhead on the network, making

the limited wireless network bandwidtn

available to other applications.

 
 

Connection-Oriented Service

The connection-oriented service establishes a logical connection that provides flow con-
trol and error control between two stations needing to exchangedata. This service
does involve the establishment of a connection between peer LLCsby performing
connection establishment, data transfer, and connection termination functions. The

service can only connect twostations; therefore, it does not support multicast or
broadcast modes. The connection-oriented service offers advantages mainly if high-

er layers of the protocol stack do not provide the necessary reliability and flow-
control mechanisms, which is generally the case with terminal controllers.

Flow controlis a protocolfeature that ensures a transmitting station does notover-
whelma receiving station with data. With flow control, eachstationallocates a
finite amount of memoryand buffer resources to store sent and received PDUs.

Networks, especially wireless networks, suffer from induced noise in the links
between networkstations that can cause transmissionerrors. If the noise is high

enoughin amplitude, it causes errors in digital transmission in the form of altered
bits. This will lead to inaccuracy ofthe transmitted data, and the receiving network
device may misinterpret the meaningofthe information.

The noise that causes most problems with networksis usually Gaussian and impulse
noise. Theoretically, the amplitude of Gaussian noise is uniform across the fre-
quency spectrum, and it normally triggers random single-bit independenterrors.
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Impulse noise, the most disastrous, is characterized by long quiet intervals of time
followed by high-amplitude bursts. This noise results from lightning and switching
transients. Impulse noise is responsible for most errors in digital communication
systems and generally provokes errors to occur in bursts.

To guard against transmission errors, the connection-oriented and acknowledged-
connectionless LLCs use error-control mechanismsthat detect and correct errors

that occur in the transmission of PDUs. The LLC ARQ mechanism recognizes the

possibility of the following twotypesoferrors:

¢ Lost PDU: A PDUfails to arrive at the other end or is damaged beyond
recognition.

° Damaged PDU: A PDU hasarrived, but somebits are altered.

Whena framearrives at a receivingstation, the station checks whether there are any
errors present by using a Cyclic Redundancy Check (CRC)error detection algorithm.
In general, the receiving station will send back a positive or negative acknowledg-
ment depending on the outcomeof the error detection process. In case the
acknowledgmentis lost en route to the sendingstation, the sendingstation will
retransmit the frame after a certain period of time. This processis often referred to
as Automatic Repeat-Request (ARQ).

Overall, ARQ is best for the correction of burst errors because this type of impair-
ment occurs in a small percentage of frames, thus not invoking many retransmis-
sions. Because of the feedback inherent in ARQ protocols, the transmission links
must accommodate half-duplex or full-duplex transmissions. If only simplex links
are available due to feasibility, it is impossible to use the ARQ technique because
the receiver would not beable to notify the transmitter ofbad data frames.

 

Note-  .  —s—i—isCOC _ _. .
In cases for whichsingle bit errors predominate or when only a simplex link is available, forward error correc-
tion (FEC) can provide error correction. FEC algorithms provide enough redundancy in data transmissions to
enable the receiving station to correct errors without needing the sending station to retransmit the data.

FECis effective for correcting single-bit errors, but it requires a great deal of overheadin the transmissions
to protect against multiple errors, such as bursterrors, The IEEE LLC, however, specifies only the use ofARQ-
based protocols for controlling errors.

The following are two approachesfor retransmitting unsatisfactory blocks of data
using ARQ.

Continuous ARQ

With continuous ARQ,often called a sliding window protocol, the sendingstation
transmits frames continuously until the receiving station detects an error. The
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sendingstation is usually capable of transmitting a specific numberofframes and
maintainsa table indicating which frames have been sent.

The system implementorcanset the numberofframes sent before stopping via con-
figuration parameters of the network device. Ifa receiver detects a bad frame, it will
send a negative acknowledgmentback to the sending station requesting that the bad
frame be sent over again. Whenthetransmitting station gets the signal to retransmit
the frame, several subsequent frames may have already been sent (due to propaga~
tion delays between the sender and receiver); therefore, the transmitter must “go
back” and retransmit the erred data frame.

There are a couple ways the transmitting station can send frames again using con-
tinuous ARQ. One methodis for the source to retrieve the erred frame from the
transmit buffer and send the badframeandall frames following it. Thisis called the

go-back-ntechnique. A problem, however, is whenn (the numberofframes the trans-
mitter sent after the erred frame plus one) becomeslarge, the method becomesinef-
ficient. This is because the retransmission ofjust one frame meansthat a large num-

berofpossibly “good” frameswill also be resent, thus decreasing throughput.

The go-back-n techniqueis useful in applications for which receiver buffer spaceis
limited becauseall that is neededis a receiver window size of one(assuming frames

are to be delivered in order). When the receive node rejects an erred frame (sends a
negative acknowledgment), it does not need to buffer any subsequentframes for
possible reordering while it is waiting for the retransmission becauseall subsequent
frames will also be sent.

An alternative to the continuous go-back-n techniqueis a method thatselectively
retransmits only the erred frame, and then resumes normaltransmission at the point
just before getting the notification of a bad data frame. This approachis calledselec-
tive repeat, It is obviously better than continuous go-back-n in terms of throughput
because only the erred frame needs retransmission. With this technique, however,
the receiver must be capable ofstoring a numberofframes if they are to be
processed in order. The receiver needs to buffer data that have been received after
an erred frame was requested for retransmission because only the damaged frame
will be sentagain.

Stop-and-Wait ARQ
With stop-and-wait ARQ, the sendingstation transmits a frame and then stops and
waits for some type of acknowledgment from the receiver on whethera particular
frame was acceptable ornot.If the receiving station sends a negative acknowledg-
ment, the framewill be sent again. The transmitter will send the next frame only
after it receives a positive acknowledgmentfrom the receiver.
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An advantage of stop-and-wait ARQis that it does not require much buffer space at
the sendingor receiving station. The sending station needsto store only the current
transmitted frame. However, stop-and-wait ARQ becomesinefficient as the propa~

gation delay between source and destination becomeslarge. For example, data sent
on satellite links normally experience a round-trip delay of several hundred milli-
seconds; therefore, long block lengths are necessary to maintain a reasonably effec-
tive data rate. The trouble is that with longer frames, the probability of an error
occurring in a particular block is greater. Therefore, retransmission will occuroften,
and theresulting throughput will be lower.
 

Case Study 3.4:

Using Automatic Repeat-Request
(ARQ) to ReduceErrors .
A mobile home manufacturer in Florida in ‘the midst ‘of this somewhat hostile

~ form welding.Designers of the robot con- free information updates to ensure that.
trol system had to decide whetherto use they function correctly. Designers of the.
ARQ or FEC for controlling transmission system quickly ruled out theuse of FEC
errors betweenthe server and the robots. because ofthe likely presence of burst
The companyexperiences a great dealof errors due to impulse noise. ARQ,withits
impulse noise from arc welders and other capability to detect. and correct frames
heavy machinery. having a lot of bit errors, was obviously

usesrobots on the assemblyline toper- environment, the robots require error-

the better choice.

 
 

Acknowledged Connectionless Service
As with the unacknowledged connectionless service, the acknowledged connectionless
service does not involve the establishmentof a logical connection with the distant sta-

tion. But the receiving stations with the acknowledged version do confirm success-
ful delivery of datagrams. Flow anderror control is handled through use of the
stop-and-wait ARQ method.

The acknowledged connectionless service is useful in several applications. The con-
nection-oriented service must maintain a table for each active connection for track-

ing the status of the connection. If the applicationcalls for guaranteed delivery, but
there are a large numberof destinations needing to receive the data, the connection-
oriented service may be impractical because of the large number of tables required.
Examples thatfit this scenario include process control and automated factory
environments that require a central site to communicate with a large number of
processors and programmable controllers. In addition, the handling of important
and time-critical alarm or emergency control signals in a factory wouldalso fit this
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case. Inall these examples, the sendingstations need an acknowledgmentto ensure
successful delivery of the data; however, the urgency of transmission cannot wait for
a connection establishment.

Note

A company having a requirementto send information to multiple devices needing positive acknowledg-
mentofthe data transfer can makeuse of the acknowledged connectionless LLC service, A marina may
findit beneficial to control the powerto different parts of the boat dock via a wireless network, for exam-
ple. Ofcourse, the expenseofa wireless network may not bejustifiable for this application alone.
Other applications, such as supporting data transfers back and forth to the cash register at the gas pump
and theuse of data-collection equipmentfor inventorying rental equipment, can share the wireless net-
work to make a more positive business case. For shutting off the power on the boat dock, the application
would need to send a messageto the multiple powercontrollers, and then expect an acknowledgmentto
ensure the controller receives the notification and that the poweris shutoff. Forthis case, the connection-
less transfer, versus connection-oriented, makes most sense becauseit would not be feasible to make con-
nectionsto the controllers to support such a short message. 

LLC/MACLayer Service Primitives
Layers within the 802 architecture communicate with each othervia service primi-
tives having the following forms:

e Request: A layeruses this type of primitive to request that anotherlayer per-
form a specific service.

© Confirm: A layeruses this type ofprimitive to convey the results of a previous
service request primitive.

e Indication: A layer uses this type ofprimitive to indicate to anotherlayer that a
significant event has occurred. This primitive could result from a service
request or from someinternally generated event.

e Response: A layeruses this type ofprimitive to complete a procedure initiated
by an indication primitive.

These primitives are an abstract way ofdefining the protocol, and they do not imply
a specific physical implementation method. Eachlayer within the 802 model uses
specific primitives. The LLC communicates withits associated MAC Layer through
the following specific set of service primitives:

° MA-UNITDATA.request: The LLC sendsthis primitive to the MAC Layer to
request the transfer ofa data frame from a local LLC entity to a specific peer
LLC entity or group ofpeerentities on different stations. The data frame
could be an information frame containing data froma higherlayer or a con-
trol frame (for example, a supervisory or unnumbered frame) that the LLC
generates internally to communicate with its peer LLC,

© MA-UNITDATA. indication: The MAC Layersendsthis primitive to the LLC to
transfer a data frame from the MACLayer to the LLC. This occursonly if the
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MAChasfoundthat a frame it receives from the Physical Layeris valid, has
no errors, and thatthe destination address indicates the correct MAC address
of the station.

© MA-UNITDATA-STATUS. indication: The MAC Layer sendsthis primitive
to the LLC Layer to provide status information aboutthe service provided for
a previous MA-UNITDATA.request primitive.

Note

The current ANSI/IEEE 802.2 standard (dated May 7, 1998) states that the 802.2 Working Groupis develop-
ing a single-service specification ofprimitives that is commonto all MAC Layers. IEEE willrefer to this

_changein the 802.2 standard, notthe individual MAC Layer standards (for example, 802.3, 802.5, 802.11).

Introduction to the IEEE 802.11 Standard
The initial 802.11 PAR states, “...the scope of the proposed [wireless LAN] stan-
dard is to develop a specification for wireless connectivity for fixed, portable, and
moving stations within a local area.” The PAR furthersays that the “purpose of the
standard is to provide wireless connectivity to automatic machinery and equipment
or stations that require rapid deployment, which may beportable, handheld, or
which may be mounted on moving vehicles within a local area.”

Theresulting standard, whichis officially called IEEE Standardfor Wireless
LAN Medium Access (MAC) and Physical Layer (PHY) Specifications, defines over-the-
air protocols necessary to support networking in a local area. As with other IEEE
802—based standards (for example, 802.3 and 802.5), the primary service of the
802.11 standard is to deliver MSDUs (MACService Data Units) between peer LLCs.

Typically, a radio card and access point provide functions of the 802.11 standard.

Note -

To order a copy of the IEEE 802.11 standard, contact the IEEE 802 DocumentOrderService at 800-678-
4333. You can also order the standardvia IEEE’s Website at www. ieee .org.

The 802.11 standard provides MAC and PHY functionality for wireless connectivity
offixed, portable, and movingstations movingat pedestrian and vehicular speeds
within a local area. Specific features of the 802.11 standard includethe following:

¢ Support of asynchronous and time-boundeddelivery service

° Continuity of service within extendedareas via a distribution system, such as
ethernet

¢ Accommodation of transmission rates of 1 and 2 Mbps

¢ Support of most market applications
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Multicast (including broadcast) services

Network management services

Registration and authentication services

Target environments for use of the standard include the following:
Inside buildings, such as offices, banks, shops, malls, hospitals, manufacturing
plants, and residences

Outdoorareas, such as parkinglots, campuses, building complexes, and out-
doorplants

The 802.11 standard takes into account the following significant differences
between wireless and wired LANs:

Power management: Because most wireless LAN NICsare available in PCM-
CIA Type II format, obviously you can outfit portable and mobile handheld
computing equipmentwith wireless LAN connectivity. The problem, howev-
er, is these devices must rely on batteries to power the electronics within
them. The addition of a wireless LAN NIC to a portable computer can
quickly drain batteries.

The 802.11 Working Group struggled with finding solutions to conserve bat-
tery power; however, they found techniques enabling wireless NICs to switch
to lower-powerstandby modes periodically when not transmitting, reducing
the drain on the battery. The MAC Layer implements power-management
functions by putting the radio to sleep (that is, lowering the powerdrain)
whennotransmissionactivity occurs for somespecific or user-definable time
period. The problem, however,is that a sleepmg station can misscritical data
transmissions. 802.11 solves this problem by incorporating buffers to queue
messages. The standardcalls for sleeping stations to awaken periodically and
retrieve any applicable messages.

Bandwidth: The ISM spread spectrum bands donotoffer a great deal ofband-
width, keeping data rates lowerthan desired for some applications. The
802.11 Working Group, however, dealt with methods to compress data, mak-
ing the best use ofavailable bandwidth. Efforts are also underwayto increase
the data rate of 802.11 to accommodate the growing need for exchanging
largerandlargerfiles (see the sectiontitled “Future of the IEEE 802.11
Standard”at the endof this chapter).

Security: As mentioned in Chapter1, “Introductionto Wireless Networks,” in
the “Network Security” section, wireless LANstransmit signals over much
larger areas than that ofwired media, such as twisted-pair, coaxial, and optical
fibercable. In termsofprivacy, therefore, wireless LANshave a muchlarger
area to protect. To employ security, the 802.11 Working Group coordinated
their work with the IEEE 802.10 Standards Committee responsible for devel-
oping security mechanismsforall 802 series LANs.
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¢ Addressing: The topology of a wireless network. is dynamic; therefore, the des-
tination address does not always correspondto the destination’s location. This
raises a problem when routing packets through the network to the intended
destination. Therefore, you may needto utilize a TCP/IP-based protocol,
such as MobileIP, to accommodate mobile stations. Chapter 6, “Wireless
System Integration,”provides details on the MobileIP protocol.

To ensure interoperability with existing standards, the 802.11 Working Group
developed the standard to be compatible with other existing 802 standards, suchas
the following:

¢ JEFF 802: Functional Requirements

e IEEE 802.2: MACService Definition

e JEEE 802.1-A: Overview and Architecture

° JEEE 802.1-B: LAN/MAN Management

e JEEE 802.1-D: Transparent Bridges

e [EEE 802.1-F: Guidelines for the Development of Layer Management
Standards

¢ JEEE 802.10: Secure Data Exchange

Note

At the time ofthis writing, key participants of the [EEE 802.11 standard effort included the following:

Victor Hayes, Chair

Stuart Kerry and Chris Zegelin, Vice Chairs

Bob O'Hara and Greg Ennis, Chief Technical Editors

George Fishel and Carolyn Heide, Secretaries

David Bagby, MAC Group Chair

Jan Boer, Direct Sequence Chair

Dean Kawaguchi, PHY Group and Frequency Hopping Chair

C. Thoman Baumgartner, Infrared Chair

 

HIPERLAN

High Performance Radio Local Area Net- GHz and the 17.1-17.3 GHz spectrum.
work (HIPERLAN) is a European family of These standards specify the Physical and
standards that specify high-speed digital Data Link Layers of network architecture,
wireless communication in the 5.15-5.3 similar in scope to 802.11. However,

continues
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continued

HIPERLAN operatesusing different proto- * Short range, approximately 150 feet
cols and is not compatible with other IEEE (50 meters)

standards, such as IEEE 802.2 Logical Link - Support of asynchronousand isoch-
Control. ronoustraffic

Twostations in a HIPERLAN can exchange * Support of audio at 32 Kbps
data directly, without any interaction
from a wired network infrastructure. The

simplest HIPERLAN consists of two sta- * Supportof data at 10 Mbps
tions.If two HIPERLANstations are outof HIPERLANis unlikely to be a serious com-

range with each other,a third station can petitor to 802.11-based LANs,especially
relay the messages. HIPERLAN networks outside of Europe.
havethe following specifications:

* Support of video at 2 Mbps 
IEEE 802.11 Topology

The IEEE 802.11 topology consists ofcomponents, interacting to provide a wireless
LANthatenablesstation mobility transparent to higherprotocollayers, such as the
LLC.A station is any device that contains functionality of the 802.11 protocol(that 1s,
MACLayer, PHY Layer, and interface to a wireless medium). The functions of the
802.11 standard reside physically in a radio NIC, the software interface that drives the
NIC,and access point. The 802.11 standard supports the following two topologies:

° IndependentBasic Service Set (IBSS) networks

e Extended Service Set (ESS) networks

These networksutilize a basic building block the 802.11 standardrefers to as a BSS,

providing a coverage area wherebystations of the BSS remain fully connected. A
station is free to move within the BSS, butit can no longer communicate directly
with otherstations if it leaves the BSS.

Note

Harris Semiconductor wasthefirst companyto offer a complete radio chip set(called PRISM)fordirect
sequence spreadspectrum thatis fully compliant with IEEE 802.11. The PRISM chip set includessix inte-
grated microcircuits that handleall signal processing requirements of802.11.  

IndependentBasic Service Set (IBSS) Networks
AnIBSSis a stand-alone BSSthat has no backboneinfrastructure and consists of at

least two wireless stations (see Figure 3.6). This type of network is often referred to
as an ad hoc network because it can be constructed quickly without muchplanning.
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The ad hoc wireless network will satisfy most needs of users occupying a smaller
area, such as a single room, a sales floor, or a hospital wing.

Single Cell
Propagation Boundary—_ ome
aw = a ~

, Basic Service Set ‘
, (BSS) \

Station A

s ¢
. Station B_ -~ ¢“x eo

a ~ o ee~
ee ee

FIGURE 3.6 An independent BSS (IBSS) is the most basic type of 802.11 wireless LAN.

Extended Service Set (ESS) Networks
For requirements exceeding the rangelimitations of an independent BSS, 802.11
defines an Extended Service Set (ESS) LAN,as illustrated in Figure 3.7. This type of
configurationsatisfies the needs of large-coverage networksofarbitrary size and
complexity.
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Ficure 3.7 An Extended Service Set (ESS) 802.11 wireless LAN consists ofmultiple cells
interconnected by access points and a distribution system, such as ethernet.
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The 802.11 standard recognizes the following mobility types:

° No-transition: This type ofmobility refers to stations that do not move and
those that are moving within a local BSS.

° BSS-transition: This type ofmobility refers to stations that move from one BSS
in one ESS to another BSS within the same ESS.

° ESS-transition: This type of mobility refers to stations that move from a BSSin
one ESSto a BSSin a differentESS.

The 802.11 standard clearly supports the no-transition and BSS-transition mobility
types. The standard, however, does not guarantee that a connection will continue
when making an ESS-transition.

The 802.11 standard definesthe distribution system as an element that interconnects
BSSs within the ESSvia access points. The distribution system supports the 802.11
mobility types by providing logical services necessary to handle address-to-destination
mapping and seamless integration ofmultiple BSSs. Anaccess point is an addressable
station, providingan interfaceto the distribution system forstations located within
various BSSs. The independent BSS and ESS networksare transparent to the LLC
Layer.

Within the ESS, the 802.11 standard accommodatesthe following physical configu-
ration of BSSs:

° BSSs thatpartially overlap: This type of configuration provides contiguous cov-
erage within a defined area, whichis best if the application cannot tolerate a
disruption of networkservice.

© BSSsthat are physically disjointed: For this case, the configuration does not pro-
vide contiguous coverage. 802.11 does not specify a limit to the distance
between BSSs.

° BSSs that are physically collocated: This may be necessary to provide a redundant
or higher-performing network.

The 802.11 standard does not constrain the composition ofthe distribution system;
therefore, it may be 802-compliant or some nonstandard network.Ifdata frames
needtransmission to and from a non—IEEE 802.11 LAN, these frames, as defined

by the 802.11 standard, enter and exit througha logical pointcalleda portal. The
portal provides logical integration betweenexisting wired LANs and 802.11 LANs.
Whenthedistribution system is constructed with 802-type components, such as
802.3 (ethernet) or 802.5 (token ring), the portal and the access point become one
and the same.
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[EEE 802.11 Logical Architecture
A topology provides a meansofexplaining necessary physical components of a
network, but thelogicalarchitecture defines the network’s operation. As Figure 3.8
illustrates, the logical architecture of the 802.11 standard that applies to each station
consists of a single MAC and oneofmultiple PHYs.

 

Infrared

Hopping|Sequence Light
PHY

 
Figure 3.8 A single 802.11 MAC Layer supports three separate PHYs:frequency hopping
spread spectrum, direct sequence spread spectrum, andinfrared light.

IEEE 802.11 MAC Layer
Thegoal of the MAC Layeris to provide access control functions (such as address-
ing, access coordination,frame check sequence generation and checking, and LLC
PDUdelimiting) for shared-medium PHYsin supportof the LLC Layer. The MAC
Layer performs the addressing and recognition of frames in supportof the LLC. The
802.11 standard uses CSMA/CA(carrier sense multiple access with collision avoid-
ance); whereas, standard ethernet uses CSMA/CD(carrier sense multiple access
with collision detection). It is not possible to both transmit and receive on the same
channelusing radio transceivers; therefore, an 802.11 wireless LAN takes measures
only to avoid collisions, not to detect them.

IEEE 802.11 Physical Layers
The working group decided in July 1992 to concentrateits radio frequencystudies
and standardization efforts on the 2.4 GHz spread spectrum ISM bandsfor both the
direct sequence and frequency hopping PHYs. Thefinal standard specifies 2.4 GHz
because this bandis available license free in most parts of the world. The FCC Part
15 in the United States governs the radiated RF powerin the ISM bands. Part 15
limits antenna gain to 6 dBi maximum andradiated power to one watt within the
United States. European andJapanese regulatory groupslimit radiated powerto 10
milliwatts per 1 MHz. The actual frequencies authorizedfor use in the United
States, Europe, and Japan differslightly.
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In March 1993, the 802.11 committee began receiving proposals for a direct

sequence Physical Layer standard. After muchdiscussion and debate, the committee
agreed to include a chapter in the standard specifying the use ofdirect sequence.
Thedirect sequence Physical Layer specifies two data rates:

¢ 2 Mbpsusing Differential Quaternary Phase Shift Keying (DQPSK)
modulation

° | Mbpsusing Differential Binary Phase Shift Keying (DBPSK)

The standard defines seven direct sequence channels. One channelis exclusively
available for Japan. Three channelpairs are defined for the United States and
Europe. Channels in a pair can work withoutinterference. In addition, the channels
of all three pairs can be used simultaneously for redundancy or higher performance
by developing a frequency plan that avoids signal conflicts.

In contrast to direct sequence, the 802.11-based frequency hopping PHY uses
radios to send data signals by hopping from one frequencyto another, transmitting a
few bits on each frequency before shifting to a different one. Frequency hopping
systems hop in a patternthat appears to be random,butreally has a knownse-
quence. A particular hop sequence is commonlyreferredto as afrequency hopping
channel. Frequency hopping systemstendto beless costly to implement and do not
consume as much poweras their direct sequence counterpart, making them more
suitable for portable applications. However, frequency hoppingis muchless tolerant
ofmultiple-path and otherinterference sources. The system must retransmit dataif
it becomes corrupted on oneofthe hop sequence frequencies.

The 802.11 committee defined the frequency hopping Physical Layer to have a 1

Mbpsdata rate using 2-level Gaussian frequency shift keying (GFSK). Thisspecifi-
cation describes 79 channel center frequencies identified for the UnitedStates, from
whichthere are three sets of 22 hopping sequences defined.

Theinfrared Physical Layer describes a modulation type that operates in the 850 to
950 nMbandforsmall equipmentand low-speed applications. The basic data rate
of this infrared medium is 1 Mbps using 16-PPM (pulse position modulation) and
an enhanced rate of 2 Mbps using 4-PPM.Peak power ofinfrared-based devicesare
limited to a peak powerof2 watts.

As with the IEEE 802.3 standard, the 802.11 Working Groupis considering addi-

tional PHYsas applicable technologies becomeavailable.

Foran inside lookof each layerof the 802.11 standard, refer to Chapter4,
“Medium Access Control (MAC)Layer,” and Chapter5, “Physical (PHY) Layer.”
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IEEE 802.11 Services
The 802.11 standard defines services that provide the functions that the LLC Layer

requires for sending MSDUs (MACservice data units) between twoentities on
the network. These services, which the MAC Layer implements, fall into two

categories:

° Station services

Authentication

Deauthentication

Privacy

MSDUdelivery

° Distribution system services

Association

Disassociation

Distribution

Integration

Reassociation

Thefollowing sections define the station anddistribution system services.

Station Services

The 802.11 standard defines services for providing functions amongstations. A sta-

tion may be within any wireless element on the network, such as a handheld PC or
handheld scanner. In addition, all access points implementstation services. ‘To pro-

vide necessary functionality, these stations need to send and receive MSDUsand
implement adequate levels of security.

Authentication

Because wireless LANshave limited physical security to prevent unauthorized
access, 802.11 defines authentication services to control LAN accessto a level equal
to a wired link. All 802.11 stations, whether they are part of an independent BSS or
ESS network, must use the authentication service prior to establishing a connection

(referred to as an association in 802.11 terms) with anotherstation with which they
will communicate. Stations performing authentication send a unicast management
authentication frame to the correspondingstation.

The IEEE 802.11 standard defines the following two authentication services:

¢ Opensystem authentication: This is the 802.11 default authentication method,
which is a very simple, two-step process. First the station wanting to
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authenticate with anotherstation sends an authentication management frame
containing the sending station’s identity. The receivingstation then sends
back a frame alerting whetherit recognizes the identity of the authenticating
station.

° Shared key authentication: This type of authentication assumes that each station
has received a secret shared key through a secure channel independent from
the 802.11 network. Stations authenticate through shared knowledge ofthe
secret key. Use of shared key authentication requires implementation of the
Wireless Equivalent Privacy algorithm.

Deauthentication

Whena station wishesto disassociate with anotherstation, it invokes the deauthentica-
tion service. Deauthenticationis a notification, and cannot berefused. Stations per-

form deauthentication by sending an authentication managementframe (or group
of frames to multiple stations) to advise the termination of authentication.

Privacy

Witha wireless network,all stations and other devices can “hear” data traffic taking
place within range on the network, seriously impacting the security level of a wire-
less link. IEEE 802.11 counters this problem by offering a privacy service option
thatraises the security level of the 802.11 network to that of a wired network.
Theprivacy service, applyingto all data frames and some authentication manage-
mentframes, is based on the 802.11 Wired Equivalent Privacy (WEP)algorithmthat
significantly reducesrisks if someoneeavesdrops on the network. This algorithm
performs encryption of messages, as shownin Figure 3.9. With WEP, all stations
initially start “in the clear”—thatis, unencrypted. Refer to Chapter4, in the sec-
tion titled “Private Frame Transmissions,” for a description ofhow WEP works.

Key Key

Wireless
Medium

FicurE 3.9 The Wired Equivalent Privacy (WEP) algorithm produces ciphertext, keeping
eavesdroppersfrom “listening in” on data transmissions.

Note

The WEP protects RF data transmissionsusing a 64-bit seed key and the RC4 encryption algorithm, When
enabled, WEConly protects the data packetinformation. Physical Layer headers areleft unencrypted so
thatall stations can properly receive control information for managing the network, 
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Distribution System Services
Distribution system services, as defined by 802.11, provide functionality across a dis-
tribution system. Access points provide distribution system services. The following
sections provide an overview ofthe services that distribution systems needto pro-
vide proper transfer ofMSDUs.

Association

Each station mustinitially invoke the association service with an access point beforeit
can send information througha distribution system. The association maps a station
to the distribution system via an access point. Each station can associate with only a
single access point, but each access point can associate with multiple stations.
Association is also a first step to providing the capability for a station to be mobile
between BSSs.

Disassociation

A station or access point may invokethe disassociation service to terminate an existing
association. This service is a notification; therefore, neither party may refuse termi-
nation. Stations should disassociate when leaving the network. An access point, for

example, may disassociateallits stations ifbeing removed for maintenance.

Distribution

A station uses the distribution service every time it sends MAC framesacrossa distrib-
ution system. The 802.11 standard does not specify how the distribution system
delivers the data. Thedistribution service provides the distribution system with only
enough information to determine the properdestination BSS.

Integration
The integration service enables the delivery of MAC frames through a portal between a
distribution system and a non-802.11 LAN. Theintegration function performsall
required media or address space translations. The details of an integration function
depends on the distribution system implementation and are beyondthescope ofthe
802.11 standard.

Reassociation

Thereassociation service enables a station to change its currentstate of association.

Reassociation provides additional functionality to support BSS-transition mobility
for associated stations. The reassociation service enables a station to transition its

association from oneaccess point to another. This keeps the distribution system
informed of the current mapping between access pointandstation as the station
moves from BSS to BSS within an ESS. Reassociation also enables changing associa-
tion attributes of an established association while the station remainsassociated with

the same access point. The mobile station alwaysinitiates the reassociation service.
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Note

IEEE 802.11 allows a client to roam among multiple access points that may be operating on the same or
separate channels. To support the roaming function, each access point typically transmits a beacon signal
every 100 milliseconds. Roamingstations use the beacon to gaugethestrength oftheir existing access
point connection.If the station senses a weaksignal, the roamingstation can implementthe reassocia-
tion service to connectto an access point emitting a strongersignal.   

  

Case Study 3.5:
Reassociation Provides Roaming

A grocery store in Gulfport, Mississippi, At one end of the store in the frozen meat
has a bar code-basedshelf inventory sys-

tem that helps the owners of the store

keep track of what to stock, order, and so
on. Several of the store clerks use hand-

held scanners during the store’s closed

hours to perform inventory functions.The
store has a multiple cell 802.1 1-compliant
wireless LAN (that is, ESS) consisting of

access points A and B interconnected by
an ethernet network, These two access

section, a clerk using a handheld device

may associate with access point A. As the
person walks with the device to the beer-
and-wine section on the other end of the

store, the mobile scanner (that is, the
802.11 station within the scanner) will

begin sensing a signal from access point
B, As the signal from B becomesstronger,
the station will then reassociate with

access pointB, offering a much better sig-

points are sufficient to cover the store's nal for transmitting MSDUs,
entire floorspace and backroom.

Station States and Corresponding Frame Types
The state existing betweena source anddestination station (see Figure 3.10) governs
which IEEE 802.11 frame types the two stations can exchange.

The followingtypes of functions can occur withineach class of frame:

e Class 1 Frames

e Control Frames

Request to send (RTS)

Clear to send (CTS)

Acknowledgment (ACK)

Contention-free (CF)

e Management Frames

Probe request/response

Beacon

Authentication
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 State 3
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Class 1,2, &3
Frames Permitted

Figure 3.10 The operation of a station depends onits particularstate.

Deauthentication

Announcementtraffic indication message (ATIM)

e Data Frames

@ Class 2 Frames

e Management Frames

Association request/response

Reassociation request/response

Disassociation

° Class 3 Frames

e Data Frames

e Management Frames

Deauthentication

¢ Control Frames

Power Save Poll

Tokeeptrack ofstation state, each station maintains the following twostate vari-
ables:

© Authentication state: Has values of either unauthenticated and authenticated

© Association state: Has values of either unassociated and associated

ganna enirttenneinntetnuennens
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Implications of the IEEE 802.11 Standard
As with any technologies and standards, one must be awareofthe implications sur-
rounding the implementation ofwireless networks based on the IEEE 802.11 stan-
dard. Chapter 1, in the section “Wireless Network Concerns,” discusses the general
issues of implementing wireless networks. In addition to these problems, the fol-
lowing are a couple of implicationsspecifically related to the IEEE 802.11 standard:

* Relatively low data rates: As mentioned before, the 802.11 standard currently
supports data rates up to 2 Mbps. Someend users and vendors claim this data
rate is too low. In somecases, this is true; but in other cases, it is not true.
Video transmissions, for example, may require higher data rates if applications
need framerates, pixel depth, and resolutions that require greater amounts of
bandwidth. Large data block transmissions may also require higherdata rates
to keep transmission delays tolerable.

Onthe other hand, bar code applications, such as receiving, inventory, and
price marking, generally work well under the 2 Mbpslimitation ofthe cur-
rent 802.11 standard.

Lack ofstandard roaming across multiple-vendoraccess points: The 802.11 standard
does not define the protocols necessary to move 802.11 frames withinthe dis-
tribution system becauseitfalls outside the scope of 802-type LANs. The
Network and Transport Layersare left to address distribution system proto-
cols. As a result, the 802.11 standard does not define communicationsbetween
access points.

Currently,it is up to the access point vendors to define the protocols neces-
sary to support roamingfrom oneaccess point to another. To be safe, you
should consider purchasing access points froma single vendor, although you
can mix-and-matchradio cards in the appliances. Chapter 6, “Wireless
System Integration,” discusses industry standards, such as the Inter Access
Point Protocol (IAPP) specification, that are beginning to define multiple-
vendor roaming protocols.

IEEE 802.11 Standard Compliance
Nostandard is worthwhile unless vendors and end users comply with it. The fol-
lowingsections describe activities taking place to ensure compliance with 802.11.

Vendor Compliance
Most wireless LAN vendors(that is, manufacturers of the hardware)are releasing
initial radio cards and access points throughout 1998 and 1999 that comply with the
official 802.11 standard. Before deeming their devices as 802.11 compliant, they
mustfollow the protocol implementation compliance procedures that the 802.11
standardspecifies in its appendix. The proceduresstate that the vendorshall
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complete a Protocol Implementation Conformance Statement(PICS) proforma.
Thestructure of the PICS proforma mainly includes a list of fixed questions that the
vendorresponds to with yes or no answers, indicating adherence to the standard.
The PICScan have the following uses:

¢ A checklist that helps the vendor reducetherisk offailure to conform to the
standard

° For the vendor and system implementorto better understand what 802.11-
compliancy means

* Asa basis for designing an interface between the 802.11 device and another
network or system

* As the basis for developing protocol conformance tests and simulations

To ensure proper compliance, vendors test their productsat the InterOperability
Laboratory located at the Leavitt Center on the campus of The University of New
Hampshire. In March 1997, for example, Aironet Wireless Communications, Inc.;
Breezecom Wireless Communications; Netwave Technologies, Inc.; Proxim Inc.;

Raytheon Electronics; and Symbol Technologies performed joint interoperability
testing to advance customer adoption of wireless technology. In some cases, users
can upgradetheir existing proprietary radio cards to be 802.11 compliant by just
reinstalling NIC interface software on their appliances.

Vendors are easing the transition to 802.11-compliant radio networks by offering relatively simple ways to
upgradeexisting radio LAN devices. Symbol, Inc., for example, offers a firmware upgradeto yourexisting

The InterOperability Laboratory, founded in 1988, performs research and develop-
ment work and is used by more than 100 vendorsto verify the interoperability and
conformance of their computer communications products. The University of New
Hampshire encourages vendors to conduct interoperability testing by providing
facilities for a multiple-vendortest environment. The goalof the laboratoryis to
provide completetesting for all networking products, including ethernet, ADSL,
ATM,fast ethernet, FDDI, FDSE, Fibre Channel, gigabit ethernet, [P/Routing,
Network Management, and Wireless.

Note~

Be aware that in 1997 some vendors released “802.11-compliant”wireless LAN radio cards and access
points that were notcertified as compliant with the final 802.11 standard. These products may or may not
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WLI Forum

The Wireless LAN Interoperability Forum

(WLI Forum), a not-for-profit corporation

founded in March 1996, promotes the

growth of the wireless LAN market by
delivering interoperable products and ser-

vices.The Forum consists primarily of appli-

ance suppliers/vendors (such as Hewlett-

Packard, Fujitsu, Monarch Marking Systems,

and Handheld Products) having products

that operate on the WLI Forum's OpenAir™
wireless network. The Forum provides cer-

tification via an independent third-party

test lab to ensure proper compliance.

The OpenAir™ specification describes a
MAC andradio frequency Physical Layer,

similar in scope to the 802.11 specifica-

tion. The OpenAir™ networkis based on
Proxim's RangeLAN2protocol, employing

frequency hopping spread spectrum
technologyin the unlicensed 2.4 GHz ISM
band. The OpenAir™ operates at a data
rate of 1.6 Mbps per channel, with 15

independent channels (hopping pat-
terns) available. This architecture enables

up to 15 wireless LANs to overlap inde-
pendently in the same physical space,

 
 

providing up to 24 Mbps of aggregate
network bandwidth.

The WLI Forum wrote the OpenAir™

specification to motivate third-party

development of compatible products. At
the time, with no official IEEE standard on

wireless networking, the Forum decided

to baseits specification on Proxim’s prod-
uct. Soon after the release of the 802.11

specification in June 1997, the WLI Forum

announcedits support for the adoption
of the IEEE 802.11 standard and urged

the supplier community to move toward
conformance.Asa result, the WLI Forum is

likely to establish conformity to the IEEE
802.11 standard as well.

The WLI Forum is a worldwide organiza-

tion, and is completely self funded

through membership dues and fees.

Membershipis open to all companies that

develop, manufacture,orsell wireless LAN

products or services. For more informa-
tion on the WLI Forum,visit their Web site

located at http: / /www.wlif.com.

i
i

End-User Compliance
Throughout 1999 and beyond, end users should begin widespread implementations
of 802.11-compliant LANs. As an end user, do you need to purchaseand use prod-
ucts that comply with the 802.11 standard? Ofcourse the answeris no, but you
should carefully consider the advantages and disadvantages of implementing 802.11-
compliant networks. Mostlikely, complying with 802.11 will be favored over the
use ofproprietary networks unless extenuating circumstancesprevail. If the decision
is to go with 802.11, you will be starting with one ofthe following scenarios:

° Noexisting implementation of wireless LANs

° Existing implementationofproprietary wireless LANs

If you are an end user with no existing installation ofwireless networking compo-
nents, compliance with the 802.11 standard is easy. Right? Actually, it is not as sim-
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ple as it seems. The 802.11 standardis not as Plug and Play as the 802.3 ethernet
standard. With 802.11, you mustfirst decide which version of 802.11 bestsatisfies
your needs. You might considerthe following questions:

¢ What type of modulation do I need? Do I have radio interference implications that
lean toward using the infrared PHY? Doestheapplication require wider area
coverage that may depend on the longer range capability of one of the spread
spectrum PHYs?If the choiceis spread spectrum, shouldI use direct
sequence or frequency hopping?

¢ Will the application require roaming across BSScells interconnected by access points of
different vendors? Ifyes, you will need to think about how to provide roaming
between access points.

° Does the network require the optional WEPsecurity? If the answeris yes, be sure to
choose wireless devices having WEPavailable.

© Dothe appliances I need to comply with have the 802.11 options I have chosen? If not,
you need to choose options that comply with the appliance, or you must
choosedifferent appliances.

Answers to the preceding questions define the options you needto consider when
planning to purchase radio cards and access points complying with 802.11.

Ifproprietary wireless LANsalready exist, you will need to either upgrade or replace
the existing network to make it compliant with 802.11. Many of the vendorsoffer
free upgrades to make your existing wireless LANs(if they are of a recent enough
version) compliant with 802.11. BreezeCOM,for example, guarantees software
upgrades to the IEEE 802.11 standardforits BreezeNET PRO productline.

If it is not possible or feasible to upgrade your existing wireless LAN, then of course
you must perform a complete replacementifbenefits outweigh the expenses. The
replacementof the network will be difficult to cost-justify; however, it may become
necessary as proprietary wireless components become obsolete.

International Electromagnetic Compliance
The 802.11 standard specifies operation in the 2.4 GHz band; however, electromag-
netic compatibility requirements vary from one country to another. Operating fre-
quencies, powerlevels, and spuriouslevels differ throughout the world.

Regional and national regulatory administrationsof each individual country demand
certification of wireless equipment. The 802.11 standard, however, identifies the
minimum technical requirements for interoperability and compliance based on
established regulations for Europe, Japan, and the North America. Therefore, wire-
less LAN vendors must be awareofall current regulatory requirementsprior to

releasing a productforsale in a particular country. Thefollowing agencies and
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documents specify the current regulatory requirements for various geographical
areas:

Canada

¢ Approval standards: Industry Canada(IC)

* Documents: GL36

¢ Approvalauthority: Industry Canada

Europe

® Approval standards: European Telecommunications StandardsInstitute

¢ Documents: ETS 300-328, ETS 300-339

° Approval authority: National Type Approval Authorities

France

¢ Approval standards: La Reglementation en France por les Equipements
fonctionnant dansla bande de frequences 2,4 GHz “RLAN-Radio
Local Area Network”

© Documents: SP/DGPT/ATAS/23, ETS 300-328, ETS 300-339

° Approval authority: Direction Generale des Postes et Telecommunications

Japan

© Approval standards: Research and Development Center for Radio
Communications (RCR)

¢ Documents: RCR STD-33A

° Approval authority: Ministry of Telecommunications (MKK)

Spain

© Approvalstandards: Supplemento del Numero 164 del Boletin Oficial del
Estado (published 10 July 91; revised 25 June 93)

¢ Documents: ETS 300-328, ETS 300-339

° Approval authority: Cuadro Nacional De Atribucion De Frecuesias

The United States ofAmerica

¢ Approvalstandards: Federal Communications Commission (FCC)

e Documents: CFR47, Part 15, Sections 15.205, 15.209, 15.247

e Approval authority: FCC

Operation in countries within Europe and other areas outside Japan or North
America may be subject to additional regulations.
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IEEE 802.11 Working Group Operations
The 802.11 Working Groupis a part of the IEEE LAN MANStandards Committee
(LMSC), which reports to the Standards Activity Board (SAB) of the IEEE
Computer Society. IEEE 802.11 meetings are open to anyone. The only require-
mentto attend is to pay dues, which offset meeting expenses. Mostof the active
participants are representatives from companies developing wireless LAN compo-
nents. The IEEE bylawsexplain that to vote on standardsactivities, however, you
must become a memberbyparticipating in at least two out of four consecutive
plenary meetings. Then, you must continue to attend meetings to maintain voting
status. The 802.11 Working Group meetsthree times a year during the plenary ses-
sions of the IEEE 802 and three times a year between plenary sessions.

The IEEE 802.11 Working Group consists of about 200 members; membership falls
into the following categories:

° Voting members: Those who have maintained voting status.

¢ Nearly members: Those whohave participated in two sessions ofmeetings, one of
which being a plenary session. Nearly members become voting members in the
first session they attend following their qualification for nearly membership.

° Aspirant members: Those who have participated in one plenary orinterim ses-
sion meeting.

¢ Sleeping voting members: Those who were once voting members, but have cho-
sen to discontinue.

Future of the IEEE 802.11 Standard

Whatis the future of IEEE 802.11? Will end users eventually fully comply with the
standard? Will the 802.11 Working Groupsolve implications revolving around the
standard? Only timewill tell for certain. It is known today, however,thatall major
wireless LAN vendorsare releasing 802.11-compliant wireless LANs throughout
1998, and these vendors are makingit fairly easy for end users to upgrade their
existing systems. This, combined with the advantages of standardization, should
proliferate the use of 802.11-compliant networks.

To solve implications of the currentrelease of the standard, the IEEE 802.11
Working Groupis actively working on the following projects that will aid the wide-
spread acceptance of the standard:

* 802.11 rev: Revision ofIEEE Standard 802.11-1997: This project was charted to
rectify a numberoferrors in the current standard and to accommodate input
from the JTC1 review toresult in a single JTC1/IEEE standard.
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© 802.11a: Extensionof the IEEE Standard 802.11-1997 with a higher data vate PHY
in the 5 GHz band: This project was initiated to develop a high speed (about
20 Mbps) wireless PHY suitable for data, voice, and image information ser-
vices in fixed, moving, or portable wireless local area networks. The project
concentrates on improving spectrum efficiency and will review the existing
802.11 MACto ensureits capability to operate at the higherspeeds.

The IEEE 802.11 Working Group will actively correspond withregulatory
bodies worldwide to encourage spectrumallocations that match these
frequencies.

¢ 802.11b: Extensionof the IEEE Standard 802,11-1997 with a higher data rate PHY
in the 2.4 GHz band: The purpose ofthis project is to extend the performance
and the range ofapplicationsofthe existing 802.11 standard. The header of
the two existing radio-based PHYscan support data rates up to 4.5 Mbps for
frequency hopping and up to 25.5 Mbpsfordirect sequence. This project will
investigate ways to exploit these data rate capabilities and analyze the capabili-
ty of the existing 802.11 MACto supporthigherdatarates.

Theactual data rates targeted by this project are at least 3 Mbpsfor the fre-
quency hopping PHYandat least 8 Mbpsfor the direct sequence PHY. As
with project 802.11a, IEEE 802.11 will correspond with regulatory bodies
worldwide to ensure that the proposed extension will be applicable as widely
as possible.

In addition to the precedingofficial projects, the 802.11 Working Groupis actively
studying the needs for standardization ofwireless communications ofwearable com-
puting devices. The study is examining the requirements for Wireless Personal Area
Networking (WPAN)ofdevices that are worn orcarried by individuals. The objec-
tives of the study groupareas follows:

* Review WPAN requirements.

e Determine the needfora standard.

e Ifa standard is necessary, draft a PAR for submittal.

© Seek appropriate sponsorship within 802.

Thestudy groupis soliciting industry input on market requirements and technical
solutions for a WPAN with 0-to-30-footrange, data rates of less than 1 Mbps, low

power consumption, small size (less than 0.5 cubic inches), and low costrelative to
target device.

As mentionedin this chapter, the 802.11 wireless LAN standard certainly has bene-
fits that an organizationshould consider whenselecting components that provide
LAN mobility. IEEE 802 is a solid family of standards that will provide much
greater multiple-level interoperability than proprietary systems.
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Wireless LANs conforming to 802.11 provide interoperability between radio cards
and access points. The 802.11 standard has the backing of IEEE, having an excellent
track record of developing long-lasting standards, such as IEEE 802.3 (ethernet) and
IEEE 802.5 (token ring). When designing a wireless LAN,definitely consider the
use of 802.11-compliant products, but ensure that the data rates of 802.11 will sup-
port yourapplication and that the chosen components support roaming between
access points.

With 802.11, system implementorshave several choices. You will need to choose
the type of physical medium, for example: frequency hopping spread spectrum,
direct sequence spread spectrum,or infrared light. This conceptis similar to choos-
ing between twisted-pair, optical-fiber, and coaxial cable in an ethernet LAN. You
will also need to determine how to interface wireless devices with server operating

systems and applications. In defining these elements, be sure the resulting network
supportsall requirements.
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By John Markoff

Oct. 30, 2000

See the article in its original context from  

October 30, 2000, Section C, Page 5 Buy Reprints

VIEW ON TIMESMACHINE

TimesMachine is an exclusive benefit for home
delivery and digital subscribers.

AT the recent Agenda 2001 computer conference in Phoenix earlier this month, there was
validation and a touch of irony for the conference organizer, Robert Metcalfe, co-inventor of
the Ethernet office networking standard.

Hundreds of those attending the conference sat in a huge auditorium with their portable
computers wirelessly linked to the Internet via tiny PC cards plugged in to their machines.

It was tacit validation of a theorem Mr. Metcalfe set forth years ago, now widely known as
Metcalfe's Law, which states that ''the usefulness, or utility, of a network equals the square
of the number of users.''

The irony, of course, was that while many of the conference participants were using a
technology that essentially provides wireless connections at Ethernet speeds, they were
using it to read their e-mail and surf the Web rather than pay much attention to Mr.
Metcalfe's conference.

There is no doubt, however, that ''wireless Ethernet''-- formally known as the 802.11b
wireless technical standard as specified by the Institute of Electrical and Electronics
Engineers -- is finally taking off.

New Economy; Airborne and grass roots. By popular acclaim,
a wireless format with a name only a geek could love is taking
hold.
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The Ethernet standard for wiring computers into local networks caught on two decades ago
because it was ''open'' -- owned by no single company and available for many to adopt and
improve. Those same characteristics could propel wireless Ethernet as embodied in the
802.11b standard, which allows data to be transmitted at 11 megabits -- 11 million bits a
second.

The 802.11b format is catching on so quickly that it is displacing alternative wireless
competitors that include Bluetooth and HomeRF. The cost of 802.11b technology continues to
plummet; chip sets that cost as little as $10 or less may arrive in the next two years. So it
should become cheaper and easier to set up an office network wirelessly than with
traditional Ethernet wires.

To be sure, there are some clouds ahead. The 802.11b wireless transmitters operate on the
2.4 gigahertz radio band, which does not require a license to use. Some technical experts
worry that this band may soon grow so congested that it will create the world's first wireless
data gridlock.

The standard, first popularized by Apple Computer in its Airport line of wireless products
last year, is now being embraced so quickly that it is touching off a wireless ''air rush'' as
start-up companies and telecommunication vendors vie to lock up valuable sites at airports,
hotels and other public hot spots. Such companies operate the Internet server computers by
which wireless users actually connect to the global network.

The appearance of the wireless standard in public spaces is following on the heels of
installations on university campuses and corporate office parks. And some community
802.11b wireless networks have been set up, including SFlan in San Francisco.

As part of SFlan, some Internet hobbyists have set up inexpensive 802.11b networks on their
rooftops and are distributing Internet service throughout their neighborhoods. One user,
Tim Pozar, said his local network reached a half-mile radius around his home.

Brewster Kahle, a computer network expert who has led the SFlan project, said, ''It's
possible that a grass-roots broadband network could be built organically.''

But for now, commercial efforts seem to be gathering steam most quickly. There have been a
series of announcements in recent weeks by wireless companies including Aerzone ,
Mobilstar and Wayport, that have struck deals with airports and hotels to install 802.11b.

Just last Friday, United Airlines said it was teaming with Aerzone, a San Francisco-based
subsidiary of Softnet Systems, to deploy 802.11b in Red Carpet Club airport lounges, gate
areas and terminals in as many as 50 airports served by the airline.
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''This is potentially a huge business because we offer the two things people want most:
relatively unlimited bandwidth and mobility,'' said Lawrence B. Brilliant, chief executive of
Aerzone.

Just two days earlier Wayport, based in Austin, Tex., announced it was installing 802.11b in
the lobbies of 15 hotels in the Los Angeles area. Wayport has already started its service at
the Dallas-Fort Worth International Airport and the Austin Bergstrom airport.

And while so far Apple and I.B.M. are the only two computer makers to offer portable
systems with built-in 802.11b capability, by early next year the standard is expected to
become a common built-in feature on all makes of portable computers.

Meanwhile, a number of sports stadium deals have been announced and several of the
wireless start-up companies say they have been in talks with Starbucks to offer wireless
Internet service in the company's nationwide chain of coffee shops.

Indeed the possibility of Starbucks's encouraging customers to spend time sipping coffee in
its stores while they read their e-mail has created a new technology buzz-phrase: the ''high-
loiter retail'' marketplace, in the words of Brett Stewart, Wayport's president and founder.

The wireless networks based on 802.11b are also becoming popular as a convenient and low-
cost way to create a network within homes already connected to the Internet through D.S.L.
or cable modems.

All this activity raises the possibility that 802.11b might upset the plans of some of the big
telecommunications giants that are planning to spend millions of dollars building third-
generation data and voice cellular networks. If millions of computer users and companies
effectively build their own high-speed data network from the ground up, the
telecommunications carriers might think twice about putting money into third-generation
systems.

The 802.11b standards offer far greater speed than the proposed third-generation network
standards, which generally offer two megabits that must be shared by all the users of a
single cell. And the industry is finishing a standard called 802.11a, which will allow even
higher speed -- 54 megabits a second -- on the 5 gigahertz radio band.

In fact, a top Microsoft executive, Craig Mundie, said his company was trying to rally the
computer and telecommunications industries to agree upon that standard for the future of
wireless data networking.

If the largely spontaneous 802.11 wave does swamp the various other wireless data
networking standards, it might be fitting. After all, it was as an anarchic self-assembling
world of isolated networks that the Internet originally came into being.
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A version of this article appears in print on , Section C, Page 5 of the National edition with the headline: New Economy; Airborne and grass roots.
By popular acclaim, a wireless format with a name only a geek could love is taking hold.
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n the last decades, progress in
microelectronics and very large scale integration (VLSI) tech-
nology has fostered the widespread use of computing and
communication devices for commercial usage. The success of
consumer products like PCs, laptops, personal digital assis-
tants (PDAs), cell phones, cordless phones, and their periph-
erals has been based on continuous cost and size reduction.
Information transfer between these devices has been cumber-
some, mainly relying on cables. Recently, a new universal
radio interface has been developed enabling electronic devices
to communicate wirelessly via short-range ad hoc radio con-
nections. The Bluetooth technology — which has gained the
support of leading manufacturers like Ericsson, Nokia, IBM,
Toshiba, Intel, and many others — eliminates the need for
wires, cables, and the corresponding connectors between cord-
less or mobile phones, modems, headsets, PDAs, computers,
printers, projectors, and so on, and paves the way for new and
completely different devices and applications. The technology
enables the design of low-power, small-sized, low-cost radios
that can be embedded in existing (portable) devices. Eventual-
ly, these embedded radios will lead toward ubiquitous connec-
tivity and truly connect everything to everything. Radio
technology will allow this connectivity to occur without any
explicit user interaction.

This article describes the basic design and technology
trade-offs which have led to the Bluetooth radio system. We
describe some fundamental issues regarding ad hoc radio sys-
tems. We give an overview of the Bluetooth system itself with
the emphasis on the radio architecture. It explains how the
system has been optimized to support ad hoc connectivity. We
also describe the Bluetooth specification effort.

Ad Hoc Radio Connectivity
The majority of radio systems in commercial use today are
based on a cellular radio architecture. A mobile network estab-
lished on a wired backbone infrastructure uses one or more
base stations placed at strategic positions to provide local cell
coverage; users apply portable phones, or more generic mobile
terminals, to access the mobile network; the terminals main-
tain a connection to the network via a radio link to the base
stations. There is a strict separation between the base stations
and the terminals. Once registered to the network, the termi-
nals remain locked to the control channels in the network, and
connections can be established and released according to the
control channel protocols. Channel access, channel allocation,
traffic control, and interference minimization are neatly con-

trolled by the base stations. Examples of these conventional
radio systems are the public cellular phone systems like Glob-
al System for Mobile Communications (GSM), D-AMPS, and
IS-95 [1–3], but also private systems like wireless local area
network (WLAN) systems based on 802.11 or HIPERLAN I
and HIPERLAN II [4–6], and cordless systems like Digital
Enhanced Cordless Telecommunications (DECT) and Person-
al Handyphone System (PHS) [7, 8].

In contrast, in truly ad hoc systems, there is no difference
between radio units; that is, there are no distinctive base sta-
tions or terminals. Ad hoc connectivity is based on peer com-
munications. There is no wired infrastructure to support
connectivity between portable units; there is no central con-
troller for the units to rely on for making interconnections; nor
is there support for coordination of communications. In addi-
tion, there is no intervention of operators. For the scenarios
envisioned by Bluetooth, it is highly likely that a large number
of ad hoc connections will coexist in the same area without any
mutual coordination; that is, tens of ad hoc links must share
the same medium at the same location in an uncoordinated
fashion. This is different from ad hoc scenarios considered in
the past, where ad hoc connectivity focused on providing a sin-
gle (or very few) network(s) between the units in range [4, 5].
For the Bluetooth applications, typically many independent
networks overlap in the same area. This will be indicated as a
scatter ad hoc environment. Scatter ad hoc environments con-
sist of multiple networks, each containing only a limited num-
ber of units. The difference between a conventional cellular
environment, a conventional ad hoc environment, and a scatter
ad hoc environment is illustrated in Fig. 1. The environmental
characteristics the ad hoc radio system has to operate in have a
major impact on the following fundamental issues:
• Applied radio spectrum
• Determining which units are available to connect to
• Connection establishment
• Multiple access scheme
• Channel allocation
• Medium access control
• Service prioritization (i.e., voice before data)
• (Mutual) interference
• Power consumption

Ad hoc radio system have been in use for some time, for
example, walky-talky systems used by the military, police, fire
departments, and rescue teams in general. However, the Blue-
tooth system is the first commercial ad hoc radio system envi-
sioned to be used on a large scale and widely available to the
public.

IEEE Personal Communications • February 20006 1070-9916/00/$10.00 © 2000 IEEE

The Bluetooth Radio System
Jaap C. Haartsen, Ericsson Radio Systems B.V.

Abstract
A few years ago it was recognized that the vision of a truly low-cost, low-power radio-based cable replacement was feasible. Such a ubiquitous
link would provide the basis for portable devices to communicate together in an ad hoc fashion by creating personal area networks which have
similar advantages to their office environment counterpart, the local area network. Bluetooth is an effort by a consortium of companies to

design a royalty-free technology specification enabling this vision. This article describes the radio system behind the Bluetooth concept. Designing
an ad hoc radio system for worldwide usage poses several challenges. The article describes the critical system characteristics and motivates the

design choices that have been made.

I
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Bluetooth Radio System Architecture

In this section the technical background of the Bluetooth
radio system is presented. It describes the design trade-offs
made in order to optimize the ad hoc functionality and
addresses the issues listed above.

Radio Spectrum
The choice of radio spectrum is first determined by the lack
of operator interaction. The spectrum must be open to the
public without the need for licenses. Second, the spectrum
must be available worldwide. The first Bluetooth applications
are targeted at the traveling businessperson who connects
his/her portable devices wherever he/she goes. Fortunately,
there is an unlicensed radio band that is globally available.
This band, the Industrial, Scientific, Medical (ISM) band, is
centered around 2.45 GHz and was formerly reserved for
some professional user groups but has recently been opened
worldwide for commercial use. In the United States, the band
ranges from 2400 to 2483.5 MHz, and the FCC Part 15 regu-
lations apply. In most parts of Europe,1 the same band is
available under the ETS-300328 regulations. In Japan, recent-
ly the band from 2400 to 2500 MHz has been allowed for
commercial applications and has been harmonized with the
rest of the world. Summarizing, in most countries of the
world, free spectrum is available from 2400 MHz to 2483.5
MHz, and harmonization efforts are ongoing to have this
radio band available truly worldwide.

The regulations in different parts of the world differ. How-
ever, their scope is to enable fair access to the radio band by
an arbitrary user. The regulations generally specify the
spreading of transmitted signal energy and maximum allow-
able transmit power. For a system to operate globally, a radio
concept has to be found that satisfies all regulations simulta-
neously. The result will therefore be the minimum denomina-
tor of all the requirements.

Interference Immunity
Since the radio band is free to be accessed by any radio trans-
mitter as long as it satisfies the regulations, interference
immunity is an important issue. The extent and nature of the
interference in the 2.45 GHz ISM band cannot be predicted.
Radio transmitters may range, for example, from 10 dBm
baby monitors to 30 dBm WLAN access points. With high
probability, the different systems sharing the same band will
not be able to communicate. Coordination is therefore not
possible. More of a problem are the high-power transmitters
covered by the FCC part 18 rules which include, for example,
microwave ovens and lighting devices. These devices fall out-
side the power and spreading regulations of part 15, but still
coexist in the 2.45 GHz ISM band. In addition to interference
from external sources, co-user interference must be taken into
account, which results from other Bluetooth users.

Interference immunity can be obtained by interference
suppression or avoidance. Suppression can be obtained by
coding or direct-sequence spreading. However, the dynamic
range of the interfering and intended signals in an ad hoc,
uncoordinated radio environment can be huge. Taking into
account the distance ratios and power differences of uncoordi-
nated transmitters, near-far ratios in excess of 50 dB are no
exception. With desired user rates on the order of 1 Mb/s and
beyond, practically attained coding and processing gains are
inadequate. Instead, interference avoidance is more attractive

since the desired signal is transmitted at points in frequency
and/or time where interference is low or absent. Avoidance in
time can be an alternative if the interference concerns a
pulsed jammer and the desired signal can be interrupted.
Avoidance in frequency is more practical. Since the 2.45 GHz
band provides about 80 MHz of bandwidth and most radio
systems are band-limited, with high probability a part of the
radio spectrum can be found where there is no dominant
interference. Filtering in the frequency domain provides the
suppression of the interferers at other parts of the radio band.
The filter suppression can easily arrive at 50 dB or more.

Multiple Access Scheme
The selection of the multiple access scheme for ad hoc radio
systems is driven by the lack of coordination and the regula-
tions in the ISM band. Frequency-division multiple access
(FDMA) is attractive for ad hoc systems since channel orthog-
onality only relies on the accuracy of the crystal oscillators in
the radio units. Combined with an adaptive or dynamic chan-
nel allocation scheme, interference can be avoided. Unfortu-
nately, pure FDMA does not fulfill the spreading
requirements set in the ISM band. Time-division multiple
access (TDMA) requires strict time synchronization for chan-
nel orthogonality. For multiple collocated ad hoc connections,
maintaining a common timing reference becomes rather cum-
bersome. Code-division multiplee access (CDMA) offers the
best properties for ad hoc radio systems since it provides
spreading and can deal with uncoordinated systems. Direct
sequence (DS)-CDMA is less attractive because of the near-
far problem which requires coordinated power control or
excessive processing gain. In addition, as in TDMA, DS-
CDMA channel orthogonality requires a common timing ref-
erence. Finally, for higher user rates, rather high chip rates
are required, which is less attractive because of the wide
bandwidth (interference immunity) and higher current con-
sumption. Freeuency-hopping (FH)-CDMA combines a num-
ber properties which make it the best choice for ad hoc radio
systems. On average the signal can be spread over a large fre-
quency range, but instantaneously only a small bandwidth is
occupied, avoiding most of the potential interference in the
ISM band. The hop carriers are orthogonal,, and the interfer-
ence on adjacent hops can effectively be suppressed by filter-

■ Figure 1. Topologies for: a) cellular radio systems with squares
representing stationary base stations; b) conventional ad hoc
systems; and c) scatter ad hoc systems.

a)

b)

c)

1 In France and Spain the exact location of the band differs, and the band
is smaller.
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ing. The hop sequences will not be orthogonal (coordination
of hop sequences is not allowed by the FCC rules anyway),
but narrowband and co-user interference is experienced as
short interruptions in the communications, which can be over-
come with measures at higher-layer protocols.

Bluetooth is based on FH-CDMA. In the 2.45 GHz ISM
band, a set of 79 hop carriers have been defined at a 1 MHz
spacing.2 The channel is a hopping channel with a nominal hop
dwell time of 625 µs. A large number of pseudo-random hop-
ping sequences have been defined. The particular sequence is
determined by the unit that controls the FH channel, which is
called the master. The native clock of the master unit also
defines the phase in the hopping sequence. All other partici-
pants on the hopping channel are slaves; they use the master
identity to select the same hopping sequence and add time off-
sets to their respective native clocks to synchronize to the fre-
quency hopping. In the time domain, the channel is divided
into slots. The minimum dwell time of 625 µs corresponds to a
single slot. To simplify implementation, full-duplex communi-
cations is achieved by applying time-division duplex (TDD).
This means that a unit alternately transmits and receives. Sep-
aration of transmission and reception in time effectively pre-
vents crosstalk between the transmit and receive operations in
the radio transceiver, which is essential if a one-chip imple-
mentation is desired. Since transmission and reception take
place at different time slots, transmission and reception also
take place at different hop carriers. Figure 2 illustrates the
FH/TDD channel applied in Bluetooth. Note that multiple ad
hoc links will make use of different hopping channels with dif-
ferent hopping sequences and have misaligned slot timing.

The Modulation Scheme
In the ISM band, the signal bandwidth of FH systems is limit-
ed to 1 MHz. For robustness, a binary modulation scheme was
chosen. With the above-mentioned bandwidth restriction, the
data rates are limited to about 1 Mb/s. For FH systems and
support for bursty data traffic, a noncoherent detection
scheme is most appropriate. Bluetooth uses Gaussian-shaped
frequency shift keying (FSK) modulation with a nominal mod-
ulation index of k = 0.3. Logical ones are sent as positive fre-
quency deviations, logical zeroes as negative frequency
deviations. Demodulation can simply be accomplished by a
limiting FM discriminator. This modulation scheme allows the
implementation of low-cost radio units.

Medium Access Control
Bluetooth has been optimized to allow a large number of
uncoordinated communications to take place in the same
area. Unlike other ad hoc solutions where all units in range
share the same channel, Bluetooth has been designed to allow

a large number of independent channels, each chan-
nel serving only a limited number of participants.
With the considered modulation scheme, a single
FH channel in the ISM band only supports a gross
bit rate of 1 Mb/s. This capacity has to be shared by
all participants on the channel. Theoretically, the
spectrum with 79 carriers can support 79 Mb/s. In
the user scenarios targeted by Bluetooth, it is highly
unlikely that all units in range need to share infor-
mation among all of them. By using a large number
of independent 1 Mb/s channels to which only the
units are connected that really want to exchange
information, the 80 MHz is exploited much more

effectively. Due to nonorthogonality of the hop sequences, the
theoretical capacity of 79 Mb/s cannot be reached, but is at
least much larger than 1 Mb/s.

An FH Bluetooth channel is associated with a piconet. As
mentioned earlier, the piconet channel is defined by the iden-
tity (providing the hop sequence) and system clock (providing
the hop phase) of a master unit. All other units participating
in the piconet are slaves. Each Bluetooth radio unit has a
free-running system or native clock. There is not a common
timing reference, but when a piconet is established, the slaves
add offsets to their native clocks to synchronize to the master.
These offsets are released again when the piconet is cancelled,
but can be stored for later use. Different channels have differ-
ent masters and therefore also different hopping sequences
and phases. The number of units that can participate on a
common channel is deliberately limited to eight (one master
and seven slaves) in order to keep a high-capacity link between
all the units. It also limits the overhead required for address-
ing. Bluetooth is based on peer communications. The
master/slave role is only attributed to a unit for the duration
of the piconet. When the piconet is cancelled, the master and
slave roles are cancelled. Each unit can become a master or
slave. By definition, the unit that establishes the piconet
becomes the master.

In addition to defining the piconet, the master also controls
the traffic on the piconet and takes care of access control.
Access is completely contention free. The short dwell time of
625 µs only allows the transmission of a single packet. A con-
tention-based access scheme would provide too much over-
head and is not efficient in the short dwell time Bluetooth
applies. In Bluetooth, the master implements centralized con-
trol; only communication between the master and one or more
slaves is possible. The time slots are alternately used for mas-
ter transmission and slave transmission. In master transmis-
sion, the master includes a slave address of the unit for which
the information is intended. In order to prevent collisions on
the channel due to multiple slave transmissions, the master
applies a polling technique: for each slave-to-master slot, the
master decides which slave is allowed to transmit. This deci-
sion is performed on a per-slot basis: only the slave addressed
in the master-to- slave slot directly preceding the slave-to-mas-
ter slot is allowed to transmit in the slave-to-master slot. If the
master has information to send to a specific slave, this slave is
polled implicitly and can return information. If the master has
no information to send, it has to poll the slave explicitly with a
short poll packet. Since the master schedules the traffic in both
the uplink and downlink, intelligent scheduling algorithms
have to be used that take into account the slave characteristics.
The master control effectively prevents collisions between the
participants on the piconet channel. Independent collocated
piconets may interfere when they occasionally use the same
hop carrier. A type of ALOHA is applied: information is trans-
mitted without checking for a clear carrier (listen-before-talk).
If the information is received incorrectly, it is retransmitted at

■ Figure 2. An illustration of the FH/TDD channel applied in Bluetooth.
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2 Currently, for France and Spain a reduced set of 23 hop carriers has been
defined at a 1 MHz carrier spacing.
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the next transmission opportunity (for data only).
Due to the short dwell time, collision avoidance
schemes are less appropriate for FH radio. For each
hop, different contenders are encountered. Backoff
mechanisms are therefore less efficient.

Packet-Based Communications
The Bluetooth system uses packet-based transmission: the
information stream is fragmented into packets. In each slot,
only a single packet can be sent. All packets have the same
format, starting with an access code, followed by a packet
header, and ending with the user payload (Fig. 3).

The access code has pseudo-random properties and is used
as a direct-sequence code in certain access operations. The
access code includes the identity of the piconet master. All
packets exchanged on the channel are identified by this mas-
ter identity. Only if the access code matches the access code
corresponding to the piconet master will the packet be accept-
ed by the recipient. This prevents packets sent in one piconet
falsely being accepted by units of another piconet that hap-
pens to land on the same hop carrier. In the receiver, the
access code is matched against the anticipated code in a slid-
ing correlator. This correlator provides the direct-sequence
processing gain. The packet header contains link control
information: a 3-bit slave address to separate the slaves on the
piconet, a 1-bit acknowledgment/negative acknowledgmennt
(ACK/NACK) for the automatic repeat request (ARQ)
scheme, a 4-bit packet type code to define 16 different pay-
load types, and an 8-bit header error check (HEC) code which
is a cccccyclic redundancy check (CRC) code to detect errors
in the header. The packet header is limited to 18 information
bits in order to restrict the overhead. The header is further
protected by 1/3 rate forward error correction (FEC) coding.
Bluetooth defines four control packets:
• The ID or identification packet: Only consists of the access

code; used for signaling
• The NULL packet: Only has an access code and a packet

header; used if link control information carried by the
packet header has to be conveyed

• The POLL packet: Similar to the NULL packet; used by the
master to force slaves to return a response

• The FHS packet: An FH-synchronization packet; used to
exchange real-time clock and identity information between
the units; contains all the information to get two units hop
synchronized

The remaining 12 type codes are used to define packets for
synchronous and asynchronous services. These 12 types are
divided into three segments. Segment 1 specifies packets that
fit into a single slot, segment 2 specifies 3-slot packets, and
segment 3 specifies 5-slot packets. Multislot packets are sent
on a single-hop carrier. The hop carrier which is valid in the
first slot is used for the remainder of the packet; therefore,
there is no frequency switch in the middle of a packet. After
the packet has been sent, the hop carrier as specified by the
current master clock value is used (Fig. 4). Note that only an
odd number of multislot packets have been defined, which
guarantees that the TX/RX timing is maintained.

On the slotted channel, synchronous and asynchronous
links have been defined, as will be further explained laater.
The interpretation of packet type is different for synchronous
and asynchronous links. Currently, asynchronous links support
payloads with or without a 2/3-rate FEC coding scheme. In
addition, on these links single-slot, three-slot, and five-slot
packets are available. The maximum user rate that can be
obtained over the asynchronous link is 723.2 kb/s. In that case,
a return link of 57.6 kb/s can still be supported. Link adapta-
tion can be applied on the asynchronous link by changing the
packet length and FEC coding depending on link conditions.
The payload length is variable and depends on the available
user data. However, the maximum length is limited by the
minimum switching time between RX and TX, which is speci-
fied at 200 µs. This switching time seems large, but allows the
use of open-loop voltage controlled oscillators (VCOs) for
direct modulation and provides time for packet processing
between RX and TX;  this is also discussed later. For syn-
chronous links, only single-slot packets have been defined.
The payload length is fixed. Payloads with 1/3-rate FEC, 2/3-
rate, or no FEC are supported. The synchronous link supports
a full-duplex link with a user rate of 64 kb/s in both directions.

Physical Link Definition
The Bluetooth link supports both synchronous services such
as voice traffic, and asynchronous services such as bursty data

traffic. Two physical link types have
been defined:
• The synchronous connection-ori-

ented (SCO) link
• The asynchronous connectionless

(ACL) link
The SCO link is a point-to-point

link between the master and a single
slave. The link is established by reser-
vation of duplex slots at regular inter-
vals. The ACL link is a
point-to-multipoint link between the
master and all the slaves on the
piconet. The ACL link can use all of
the remaining slots on the channel
not used for SCO links. The traffic
over the ACL link is scheduled by
the master. The slotted structure of
the piconet channel allows effective
mixing of the synchronous and asyn-
chronous links. An example of a
channel with SCO and ACL links is

■ Figure 3. The format of packets applied in Bluetooth.
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■ Figure 4. The frequency and timing characteristics of single-slot, three-slot, and five-slot
packets.

625 µs

f(k)

TX

f(k + 1)

RX

f(k + 2)

TX

f(k + 3)

RX

f(k + 4)

TX

f(k + 5)

RX

f(k)

TX

f(k + 3)

RX

f(k + 4)

TX

f(k + 5)

RX

f(k)

TX

f(k + 5)

RX

ROKU EXH. 1002



IEEE Personal Communications • February 200010

illustrated in Fig. 5. For the SCO link and ACL link, different
packet types have been defined.

Connection Establishment
A critical design issue in ad hoc radio systems is connection
establishment. How do units find each other, and how do they
make connections? In Bluetooth, three elements have been
defined to support connection establishment: scan, page, and
inquiry. A unit in idle mode wants to sleep most of the time
to save power. However, in order to allow connections to be
made, the unit frequently has to listen whether other units
want to connect. In truly ad hoc systems, there is no common
control channel a unit can lock to in order to listen for page
messages, as is common in conventional (cellular) radio sys-
tems. In Bluetooth, a unit periodically wakes up to listen for
its identity. However, the explicit identity is not used, but the
access code derived from this identity. When a Bluetooth unit
wakes up to scan, it opens its sliding correlator which is
matched to the access code derived from its own identity. The
scan window is a little longer than 10 ms. Every time the unit
wakes up, it scans at a different hop carrier. This is required
by the regulations, which do not permit a fixed wake-up fre-
quency, and also provides the necessary interference immuni-
ty. The Bluetooth wake-up hop sequence is only 32 hops in
length and is cyclic. All 32 hops in the wake-up sequence are
unique, and they span at least 64 MHz of the 80 MHz avail-
able. The sequence is pseudo-random and unique for each
Bluetooth device. The sequence is derived from the unit iden-
tity. The phase in the sequence is determined by the free-run-
ning native clock in the unit. Thus, during idle mode, the
native clock is used to schedule wake-up operations. It will be
understood that a trade-off has to be made between idle
mode power consumption and response time: increasing the
sleep time will reduce power consumption, but will prolong
the time before an access can be made. The unit that wants to

connect has to solve the frequency-
time uncertainty: it does not know
when the idle unit will wake up and
on which frequency. The burden of
solving this uncertainty is deliberately
placed at the paging unit because
this will require power consumption.
Since a radio unit will be in idle
mode most of the time, the paging
unit should take the power burden.
We first assume that the paging unit
knows the identity of the unit to
which it wants to connect. Then it
knows the wake-up sequence and can
also generate the access code which
serves as the page message. The pag-
ing unit then transmits the access
code repeatedly at different frequen-
cies: every 1.25 ms; the paging unit
transmits two access codes and listens
twice for a response (Fig. 6).

Consecutive access codes are
transmitted on different hops select-
ed from the wake-up sequence. In a
10 ms period 16 different hop carri-
ers are visited, which represent half
of the wake-up sequence. The paging
unit transmits the access code on
these 16 frequencies cyclically for the
duration of the sleep period of the
idle unit. If the idle unit wakes up in
any of these 16 frequencies, it will

receive the access code and a connection setup procedure fol-
lows. However, since the paging unit does not know the phase
the idle unit is using, the idle unit can equally well wake up in
any of the 16 remaining frequencies in the 32-hop wake-up
sequence. Therefore, if the paging unit does not receive a
response from the idle unit after a time corresponding to the
sleep time, it will transmit the access code repeatedly on the
hop carriers in the remaining half of the sequence.3 The maxi-
mum access delay therefore amounts to twice the sleep time.
When the idle unit receives the page message, it notifies the
paging unit by returning a message, which again is the access
code derived from the idle unit’s identity. Thereafter the pag-
ing unit transmits an FHS packet which contains all of the
pager’s information (e.g., identity and clock). This information
is then used by both the paging unit and the idle unit to estab-
lish a piconet; that is, the paging unit becomes the master
using its identity and clock to define the FH channel, and the
idle unit becomes the slave.

The above-described paging process assumes that the pag-
ing unit has no knowledge at all of the clock in the idle unit.
However, if the units have met before, the paging unit will
have an estimate of the clock in the idle unit. When units con-
nect, they exchange their clock information, and the time off-
sets between their free-running native clocks are stored. This
offset is only accurate during the connection; when the con-
nection is released, the offset information becomes less reli-
able due to clock drifts. The reliability of the offsets is
inversely proportional to the time elapsed since the last con-
nection. However, the paging unit can exploit the offset infor-

■ Figure 5. An example of mixing synchronous SCO links and asynchronous ACL links on
a single piconet channel.
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es. The remaining half will therefore have one carrier in common with the
first half.
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mation to estimate the phase of the idle unit. Suppose the
clock estimate of the idle unit in the paging unit is k′. If f(m)
is the hop in the wake-up sequence at time m, the paging unit
will assume that the idle unit will wake up in f(k′). But since
in 10 ms it can cover 16 different frequencies, it will also
transmit the access code a hop frequencies before and after
f(k′) or f(k′ – 8), f(k′ – 7), … f(k′), f(k′ + 1), … f(k′ + 7). As a
result, the phase estimate in the paging unit can be off by –8
or +7 while it still covers the wake-up frequency of the unit in
idle mode. With a free-running clock accuracy of ±250 ppm,
the clock estimate k′ is still useful at least 5 hr after the last
connection. In this case, the average response time is reduced
to half the sleep time.

To establish a connection, the identity of the recipient is
required to determine the page message and wake-up
sequence. If this information is not known, a unit that desires
to make a connection may broadcast an inquiry message that
induces recipients to return their address and clock informa-
tion. With the inquiry procedure, the inquirer can determine
which units are in range and what their characteristics are.
The inquiry message is again an access code, but derived from
a reserved identity (the inquiry address). Idle units also listen
to the inquiry message according to a 32-hop inquiry sequence.
Units that receive the inquiry message return an FHS packet
which includes, among other things, their identity and clock
information. For the return of the FHS packet a random
backoff mechanism is used to prevent multiple recipients
transmitting simultaneously.

During the page and inquiry procedures, 32 hop carriers are
used. For pure hopping systems, at least 75 hop carriers must
be used. However, during the page and inquiry procedures,
only an access code is used for signaling. This access code is
used as a direct-sequence code. The processing gain obtained
from this direct-sequence code combined with the processing
gain obtained from the 32-hop sequence provides sufficient
processing gain to satisfy the regulations for hybrid DS/FH sys-
tems. Thus, during the page and inquiry procedures the Blue-
tooth system acts like a hybrid DS/FH system, whereas
during the connection it acts as a pure FH system.

Hop Selection Mechanism
Bluetooth applies a special hop selection mechanism.
The hop selection mechanism can be considered a
black box with an identity and clock in, and a hop
carrier out (Fig. 7). The mechanism satisfies the fol-
lowing requirements:
• The sequence is selected by the unit identity, the

phase by the unit clock.
• The sequence cycle covers about 23 hours.
• 32 consecutive hops span about 64 MHz of spectrum.
• On average, all frequencies are visited with equal

probability.

• The number of hop sequences is very large.
• By changing the clock and/or identity, the selected hop

changes instantaneously.
Note that no extra effort has been taken to make the

sequences orthogonal. With only 79 hop carriers, the number
of orthogonal sequences is rather limited. The first require-
ment supports the piconet concept where the master unit
defines the hop channel by its identity and clock. The second
requirement prevents repetitions in the interference pattern
when several piconets are collocated. Repetitive interference
is detrimental for synchronous services such as voice. The
spanning requirement provides maximal interference immuni-
ty by spreading as much as possible over a short time interval.
Again, this is most important for voice services. It also pro-
vides the desired features for the wake-up and inquiry
sequences which are 32 hops in length. Over a larger interval,
regulations require that all carriers are visited with equal
probability. Since many piconets can coexist in the same area,
many hop patterns must be available. This excludes the use of
prestored sequences: the sequences are generated on the fly
by logic circuitry. Finally, the last requirement provides flexi-
bility to run backward and forward in the sequence by running
the clock backward or forward, which is attractive in the page
and inquiry procedures. In addition, it supports jumping
between piconets: a unit can jump from one piconet to anoth-
er by merely changing the master parameters (i.e., identity
and clock). The latter requirement excludes the use of a mem-
ory in the algorithm: only combinatorial logic circuitry is used.

The selection mechanism is illustrated in Fig. 8.4 In the
first block, the identity selects a 32-hop subsequence with
pseudo-random properties. The least significant part of the
clock hops through this sequence according to the slot rate
(1600 slots/s). The first block thus provides an index in a 32-
hop segment. The segments are mapped on the 79-hop carrier
list. The carrier list is constructed in such a fashion that even-
numbered hops are listed in the first half of the list, odd-num-
bered hops in the second half of the list. An arbitrary segment
of 32 consecutive list elements spans about 64 MHz. For the
paging and inquiry procedures, the mapping of the 32-hop
segment on the carrier list is fixed. When the clock runs, the
same 32-hop sequence and 32 hop carriers will be used. How-
ever, different identities will map to different segments and
different sequences, so the wake-up hop sequences of differ-
ent units are well randomized. During the connection, the
more significant part of the clock affects both sequence selec-
tion and segment mapping: after 32 hops (one segment) the
sequence is altered, and the segment is shifted in the forward
direction by half its size (16 hops). Segments, each 32 hops in

■ Figure 7. The basic concept of hop selection in Bluetooth.
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length, are concatenated, and the random selection of the
index changes for each new segment; the segments slide
through the carrier list, and on average all carriers are visited
with equal probability. Changing the clock and/or identity will
directly change the sequence and segment mapping.

Error Correction
Bluetooth includes both FEC and packet retransmission
schemes. For FEC, a 1/3-rate code and a 2/3-rate FEC code
are supported. The 1/3-rate code merely uses a 3-bit repeat
coding with majority decision at the recipient. With the repeat
coding, extra gain is obtained due to the reduction of instanta-
neous bandwidth. As a result, intersymbol interference (ISI)
introduced by the receive filtering is decreased. The 1/3-rate
code is used for the packet header, and can additionally be
applied on the payload of the synchronous packets on the SCO
link. For the 2/3-rate FEC code, a shortened Hamming code is
used. Error trapping can be applied for decoding. This code
can be applied on both the payload of the synchronous packets
on the SCO link and the payload of the asynchronous packets
on the ACL link. The applied FEC codes are very simple and
fast in encoding and decoding operations, which is a require-
ment because of the limited processing time between RX and
TX. This will be further apparent in the next paragraph.

On the ACL link, an ARQ scheme can be applied. In this
scheme, a packet retransmission is carried out if the reception
of the packet is not acknowledged. Each payload contains a
CRC to check for errors. Several ARQ schemes have been
considered like stop-and-wait ARQ, go-back-N ARQ, and
selective-repeat ARQ [9]. Also, hybrid schemes have been ana-
lyzed. However, to minimize complexity, overhead, and waste-
ful retransmissions, Bluetooth has implemented a fast-ARQ
scheme where the sender is notified of the packet reception in
the RX slot directly following the TX slot in which the packet
was sent (Fig. 9). If the 2/3-rate FEC code is added, a type I
hybrid ARQ scheme results. The ACK/NACK information is
piggybacked in the packet header of the return packet. There
is only the RX/TX switching time for the recipient to deter-
mine the correctness of the received packet and creating the
ACK/NACK field in the header of the return packet. In addi-
tion, the ACK/NACK field in the header of the packet received
indicates whether the previously sent payload was correctly
received, and thus determines whether a retransmission is
required or the next packet can be sent. This process is illus-
trated in Fig. 10. Due to the short processing time, decoding is
preferably carried out on the fly while the packet is received.
In addition, the simplicity of the FEC coding schemes speed
up the processing. The fast-ARQ scheme is similar to the stop-
and-wait ARQ scheme, but the delay has been minimized; in
fact, there is no additional delay caused by the ARQ scheme.
The scheme is more efficient than go- back-N, since only

failed packets are retransmitted. This is the
same efficiency obtained with selective-
repeat ARQ, but with reduced overhead:
only a 1-bit sequencing number suffices in
the fast-ARQ scheme (in order to filter out
packets that are correctly received twice due
to an error in the ACK/NACK field).

Power Management
In the Bluetooth design, special attention
has been paid to reduction of current con-
sumption. In the idle mode, the unit only
scans a little over 10 ms every T s where T
can range from 1.28 to 3.84 s. Thus, the duty
cycle is well below 1 percent. Additionally, a
PARK mode has been defined where the

duty cycle can be reduced even more. However, the PARK
mode can only be applied after the piconet has been estab-
lished. The slave can then be parked; that is, it only listens to
the channel at a very low duty cycle. The slave only has to lis-
ten to the access code and the packet header (126 µs exclud-
ing guard time to account for drift) to resynchronize its clock
and decide whether it can return to sleep. Since there is no
uncertainty in time and frequency (the parked slave is locked
to the master, similar to how cordless and cellular phones are
locked to their base stations), a much lower duty cycle is
achievable. Another low-power mode during connection is the
SNIFF mode, in which the slave does not scan at every mas-
ter-to-slave slot, but has a larger interval between scans.

In the connection state, current consumption is minimized,
and only transmitting when information is available prevents
wasteful interference. If no useful information needs to be
exchanged, no transmission takes place. If only link control
information needs to be transferred (e.g., ACK/NACK), a
NULL packet without payload is sent. Since NACK is implic-
it, a NULL packet with NACK does not have to be sent. In
longer periods of silence, the master once in a while needs to
send a packet on the channel such that all slaves can resyn-
chronize their clocks and compensate for drift. The accuracy
of the clocks and the scan window length applied in the slave
determines the period of this resynchronization. During con-
tinuous TX/RX operations, a unit starts to scan for the access
code at the beginning of the RX slot. If in a certain window
this access code is not found, the unit returns to sleep until

■ Figure 9. An example of retransmission operation in Bluetooth.
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the next TX slot (for the master) or RX slot (for the slave). If
the access code is received (which means the received signal
matches the expected access code), the header is decoded. If
the 3-bit slave address does not match the recipient, further
reception is stopped. The header indicates what type of pack-
et it is and how long the packet will last; therefore, the nonad-
dressed recipients can determine how long they can sleep.

The nominal transmit power used by most Bluetooth appli-
cations for short-range connectivity is 0 dBm. This both
restricts current consumption and keeps interference to other
systems to a minimum. However, the Bluetooth radio specifi-
cations allow TX power up to 20 dBm. Above 0 dBm, closed-
loop received signal strength indication (RSSI)-based power
control is mandatory. This power control only compensates for
propagation losses and slow fading. In the uncoordinated envi-
ronment where ad hoc systems operate, interference-based
power control is to say the least doubtful, especially since dif-
ferent types of systems with different power characteristics
share the same band. Since power control cannot be coordinat-
ed among different systems, it cannot be prevented that certain
systems always try to overpower their contenders, and the
strongest transmitter will prevail.

Security
Although Bluetooth is mainly intended for short-range con-
nectivity between personal devices, some basic security ele-
ments are included to prevent unauthorized usage and
eavesdropping. At connection establishment, an authentica-
tion process is carried out to verify the identities of the units
involved. The authentication process uses a conventional chal-
lenge-response routine illustrated in Fig. 11. The claimant
(right) transmits its claimed 48-bit address to the verifier
(left). The verifier returns a challenge in the form of a 128-bit
random number (AU_RAND). The AU_RAND, the claimant
address, and a 128-bit common secret link key form the inputs
to a computational secure hash function E1 based on
SAFER+, which produces a 32-bit signed response (SRES).
The SRES produced by the claimant is sent to the verifier,
which compares this result with its own SRES. Only if the two
calculated SRES numbers are the same will the challenger
continue with connection establishment. The authentication
can be uni- or bidirectional.

In addition to the 32-bit SRES, the E1 algorithm produces
a 96-bit authenticated cipher offset (ACO). This offset is used
in the encryption procedure. To prevent eavesdropping on the
link, which is a danger inherent to radio communications even
if the intended recipient is only at short range, the payload of
each packet is encrypted. Encryption is based on stream-
ciphering; the payload bits are modulo-2 added to a binary
keystream. The binary keystream is generated by a second

hash function E0 which is based on linear
feedback shift registers (LFSRs). When
encryption is enabled, the master sends a ran-
dom number EN_RAND to the slave. Before
the transmission of each packet, the LFSR is
initialized by a combination of this
EN_RAND, the master identity, an encryption
key, and the slot number. Since the slot num-
ber changes for each new packet, the initial-
ization is new for each packet. The encryption
key is derived from the secret link key, the
EN_RAND, and the ACO.

The central element in the security process
is the 128-bit link key. This link key is a secret
key residing in the Bluetooth hardware and is
not accessible by the user. The link key is gen-
erated during an initialization phase. Two units

that want to authenticate each other and establish secure links
in the future have to be associated (i.e., provided with the
same secret link key). An initialization phase initiated by the
user is required to associate two devices. To authorize initial-
ization, the user has to enter an identical PIN in both devices.
For devices without a user interface (e.g., headsets), initializa-
tion is only possible during a short time window (e.g., after the
user has pressed an initialization key). Once the initialization
has been carried out, the 128-bit link keys reside in the devices
and can from then on be used for automatic authentication
without user interaction. In principle, the link key provides an
agreement between two units. Thus, to provide security in N
units, N x (N – 1)/2 link keys are required. Bluetooth provides
methods to reduce the number of keys in certain applications.
If a single unit is used by many users (e.g., a printer shared by
several users), a single key is used by all users for secure com-
munications to this single unit. In addition, methods are avail-
able to use the same encryption key for all slaves in a single
piconet.

Bluetooth provides a limited number of security elements
at the lowest level. More advanced security procedures (e.g.,
public keys, certificates) can be implemented at higher layers.

Interpiconet Communications
The Bluetooth system has been optimized to have tens of
piconets operate in the same area without noticeable perfor-
mance degradation. Multiple piconets in the same area are
referred to as a scatternet. Due to the fact that Bluetooth uses
packet-based communication over slotted links, it is possible
to interconnect different piconets. This means that units can
participate in different piconets. However, since the radio can
tune to a single hop carrier only, at any instant in time a unit
can communicate in one piconet only. However, the unit can
jump from one piconet to another by adjusting the piconet
channel parameters (i.e., the master identity and master
clock). A unit can also change role when jumping from one
piconet to another. For example, a unit can be the master in
one piconet at one instant in time, and be a slave in a differ-
ent piconet at another instant in time. A unit can also be a
slave in different piconets. However, by definition, a unit can-
not be the master in different piconets, since the master
parameters specify the piconet FH channel. The hop selection
mechanism has been designed to allow for interpiconet com-
munications: by changing the identity and clock input to the
selection mechanism, instantaneously a new hop for the new
piconet is selected. In order to make jumps between different
piconets feasible, guard time has to be included in the traffic
scheduling to account for the slot misalignment of different
piconets. In Bluetooth, a HOLD mode has been introduced to
allow a unit to temporary leave one piconet and visit another

■ Figure 11. The Bluetooth authentication procedure.
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(HOLD can also be used as an additional low-power mode
when no new piconet is visited during the leave). Traffic
scheduling and routing in a scatternet with interpiconet com-
munications is a challenge and still a subject for future study.

Bluetooth Standardization
In the beginning of 1998, a Bluetooth Special Interest Group
(SIG) was formed to further expand and promote the Blue-
tooth concept and establish an industry standard. The SIG
promoters are formed by leading manufacturers of the mobile
communication industry, portable computer industry, and chip
integration industry: Ericsson, Nokia, IBM, Toshiba, and
Intel. Version 1.0 of the specification was published in July
1999. Over 1000 companies have signed as adopters of the
technology. The Bluetooth technology is royalty-free. A spe-
cial certification program, including logos, is under develop-
ment to guarantee Bluetooth interoperability.

The specified protocol stack of Bluetooth is shown in Fig.
12. This article has dealt mainly with the three lower layers:
• The RF layer, specifying the radio parameters
• The baseband layer, specifying the lower-level operations at

the bit and packet levels (FEC operations, encryption, CRC
calculations, ARQ protocol)

• The link manager (LM) layer, specifying connection estab-
lishment and release, authentication, connection and
release of SCO and ACL channels, traffic scheduling, link
supervision, and power management tasks
The Logical Link Control and Adaptation Protocol (L2CAP)

layer has been introduced to form an interface between stan-
dard data transport protocols and the Bluetooth protocol. It
handles multiplexing of higher-layer protocols, and segmenta-
tion/reassembly of large packets. The data stream crosses the
LM layer, where packet scheduling on the ACL channel takes
place. The audio stream is directly mapped on an SCO channel
and bypasses the LM layer. The LM layer, though, is involved
in the establishment of the SCO link. Between the LM layer
and the application, control messages are exchanged in order to
configure the Bluetooth transceiver for the considered applica-
tion. Above the L2CAP layer, RFCOMM, transmission conver-
gence sublayer (TCS), and other network protocols (e.g.,
TCP/IP, PPP, OBEX, Wireless Application Protocol) may
reside. RFCOMM and TCS are also specified in Bluetooth and
provide serial cable emulation and a cordless telephony proto-
col, respectively. SDP is a service discovery protocol which
enables a Bluetooth unit to find the capabilities of other Blue-
tooth units in range. It discovers which services are available

and the characteristics of these services. This can involve com-
mon services like printing, faxing, and so on, as well as more
advanced services like teleconferencing, network bridging and
access points, e-commerce facilities, and so on. SDP specifical-
ly addresses the Bluetooth environment; it does not specify the
methods for accessing the service, for which other (non-Blue-
tooth) protocols can be used.

In addition to protocols which guarantee that two units speak
the same language, profiles are defined. Profiles are associated
with applications. The profiles specify which protocol elements
are mandatory in certain applications. This concept prevents
devices with little memory and processing power implementing
the entire Bluetooth stack when they only require a small frac-
tion of it. Simple devices like a headset or mouse can thus be
implemented with a strongly reduced protocol stack. Profiles are
dynamic in the sense that for new applications, new profiles can
be added to the Bluetooth specification.

Conclusions
In this article the Bluetooth radio system is presented. The
focus is on its capabilities to provide ad hoc radio connectivity.
With the restrictions set by regulations, power consumption,
lack of coordination, and interference immunity, a robust radio
system has evolved which provides a universal wireless inter-
face to a large range of low-cost, portable devices. The article
has also described the motivation of the various design choices.
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■ Figure 12. The Bluetooth protocol stack.
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Service advertisement and

discovery technologies enable

device cooperation and reduce

configuration hassles, a

necessity in today’s increasingly

mobile computing

environments. This article

surveys five competing but

similar “service discovery

suites” and looks at efforts to

bridge the technologies. 

Service Advertisement 
and Discovery: 
Enabling Universal Device Cooperation

GOLDEN G. RICHARD III
University of New Orleans

Computer users increasingly face the management of many comput-
ing devices. One reason is the expansion of computing environments
in the home and office, as printers, scanners, digital cameras, and

other peripherals are integrated into networked environments. Another rea-
son is the proliferation of mobile devices such as laptop and palm-sized com-
puters, cellular phones, and pagers. Because these devices trade functional-
ity for suitable form factors and low power consumption, they are necessarily
“peripheral-poor” and must therefore establish connections to neighboring
devices for storage, faxing, high-speed network access, and printing.

It is easy to become frustrated when dealing with the configuration and
interaction of such a multitude of devices. Service discovery technologies
were developed to reduce this frustration and to simplify the use of mobile
devices in a network by allowing them to be “discovered,” configured, and
used by other devices with a minimum of manual effort.

This article briefly surveys five of the leading technologies in this area.
Table 1 lists the features of each technology. Although most of these “service
discovery suites” promise similar functionality—namely, reduced configu-
ration hassles, improved device cooperation, and automated discovery of
required services—they come at the problem from different philosophical
and technical approaches. Since none of these technologies is a superset of
the others and none is mature enough to dominate the market, interoper-
ation among them will require bridging mechanisms. The survey concludes
with a review of some developments in this area.

BLUETOOTH: PICONETS FOR 
WIRELESS DEVICES
Bluetoothis a low-power, short-range, wireless radio system being devel-
oped by the Bluetooth Special Interest Group, an industry consortium
whose member companies include Ericsson, Nokia, and IBM. The radio
has a range of 10 meters and provides up to seven 1–megabit-per-second
links to other Bluetooth devices. Bluetooth operates in the 2.4-GHz indus-
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trial scientific and medical (ISM)
band to maximize international
acceptance and employs a fre-
quency-hopping system to min-
imize interference. The low-level
communications are detailed in
the Bluetooth specification.1

Bluetooth has a small form
factor; complete systems can be
as small as 2-cm square. The
technology supports both
isochronous and asynchronous
services. A simple isochronous
application might link a cellular phone and wire-
less headset, where the headset and base are both
Bluetooth devices. More complicated applications
include automatic discovery of wireless network
connections and automatic synchronization of data
between several Bluetooth devices. 

Figure 1 shows the Bluetooth protocol stack. At
the bottom, the radio and baseband layers provide
the short-range, frequency-hopping radio platform.
The link manager protocol (LMP) handles data link
setup and provides authentication and encryption
services. The logical link control and adaptation
protocol (L2CAP) supports multiplexed connec-
tionless and connection-oriented communication
over the LMP layer. L2CAP is proprietary, but other
network protocols, such as IP, can be built on top
of it. L2CAP is also used by higher level protocols.
For example, Figure 1 shows links to the Hayes-
compatible AT (ATtention) protocol, which pro-
vides a standard interface for controlling remote cel-
lular phones and modems; RFComm, which
emulates an RS-232 serial interface; a simple object
exchange protocol (OBEX), which enhances Blue-
tooth’s interoperability with IrDA; and Bluetooth’s
service discovery protocol (SDP). 

Groups of up to eight Bluetooth devices can
form ad hoc networks called piconets to communi-
cate, share services, and synchronize data. In each
piconet, a master device coordinates the other Blue-
tooth devices (including setting the 1,600–hops-
per-second frequency-hopping pattern). Individ-
ual devices can participate in more than one
piconet at a time and can be in one of several states: 

� Standby—the device is conserving power and
waiting to connect to another Bluetooth device.

� Inquire—the device is searching for nearby
Bluetooth devices. 

� Page—the device is connecting to another Blue-
tooth device.

� Connected—the device is connected to anoth-
er Bluetooth device.

� Hold and park—the device is participating in a
piconet with varying degrees of power savings.

The Bluetooth SDP provides a simple API for
enumerating the devices in range and browsing
available services. It also supports stop rules that
limit the duration of searches or the number of
devices returned. Client applications  use the API
to search for available services either by service
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TCP/UDP

vCard, 
and so on
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Audio

RFComm

L2CAP
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TCS SDP
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PPP

Figure 1. Bluetooth protocol stack. The link manager protocol (LMP)
controls link setup and provides encryption and authentication ser-
vices. The proprietary logical link control and adaptation protocol
(L2CAP) provides multiplexed communication over LMP to higher
level layers. 

Table 1. Features of the five leading service discovery suites.

Feature Bluetooth Jini Salutation UPnP SLP

Service discovery ✔ ✔ ✔ ✔ ✔

Service announcement ✔ ✔ ✔ ✔

Service registry ✔ ✔ ✔

Interoperability ✔ ✔ ✔ ✔

Security ✔ ✔ ✔
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classes, which uniquely identify types of devices
(such as printers or storage devices), or by match-
ing attributes (such as a model number or sup-
ported protocol). Attributes that describe the ser-
vices offered by a Bluetooth device are stored as a
service record and are maintained by the  device’s
SDP server. 

The distinction between service classes and
descriptive attributes is not well defined, but ser-
vice classes generally define broad device categories,
such as Printer, ColorPrinter, and PostScriptPrint-
er, while attributes allow a finer level of description.
Manufacturers must eventually standardize these
service classes for maximal interoperability between
Bluetooth devices.

Unlike higher level service discovery technolo-
gies such as Jini, Bluetooth’s SDP does not provide
a mechanism for using discovered services—spe-
cific actions required to use a service must be pro-
vided by a higher level protocol. However, it does
define a standard attribute ProtocolDescriptorList,
which enumerates appropriate protocols for com-
municating with a service. 

Bluetooth devices provide data security through
unique 48-bit identifiers, 128-bit authentication
keys, and 8- to 128-bit encryption keys. Strong
authentication is possible because no internation-
al restrictions prevent it, but Bluetooth devices

must negotiate encryption
strength to comply with laws
restricting encryption. Note that
Bluetooth devices must be paired
to provide them with matching
secret keys that will support
authentication. Once paired,
Bluetooth devices can authenti-
cate each other and protect sen-
sitive data from snooping.
Regardless of encryption
strength, Bluetooth’s fast fre-
quency-hopping scheme makes
snooping difficult.

JINI: MOBILE JAVA CODE
Jini is a service discovery and advertisement system
that relies on mobile code and leverages the plat-
form independence of the Java language.2 The cur-
rent Jini implementation is based on TCP and
UDP, but implementations based on other network
protocols are certainly possible. The major require-
ments are reliable, stream-oriented communication
and a multicast facility. Jini’s language-centric
approach allows a flexible definition of service; for
example, a service can be implemented entirely in
software and, after discovery, can be downloaded
and executed entirely on the client. Examples of
such algorithmic services might include an imple-
mentation of a proprietary algorithm for shading a
polygon or formatting a document to meet an orga-
nizational standard. On the other hand, Jini also
requires each device either to run a Java virtual
machine or to associate itself with a device that can
execute a JVM on its behalf. For example, a Jini
“device chassis” might Jini-enable a number of
“dumb” devices, making their services available to
Jini clients. 

Jini entities consist of services, lookup servers that
catalog available services, and clients that require
services. A service can also be a client; for example,
a telescope might provide pictures to a PDA as a
service and look for printing services as a client. All
service advertisements and requests go through a
lookup server. Figure 2 illustrates the discovery and
registration process for Jini clients and services.

To register service availability or to discover ser-
vices, a service or client must first locate one or
more lookup servers by using a multicast request
protocol. This request protocol terminates with the
invocation of a unicast discovery protocol, which
clients and services use to communicate with a spe-
cific lookup server. The unicast protocol culmi-

Lookup serverClient

Java code 
(proxy)

Service

Figure 2. Jini service discovery entities: clients, lookup servers, and services. In this
example, a printer service registers a proxy object with a lookup server, which will
serve as a remote control for clients that use the service.

Jini requires each device either to
run a Java virtual machine or to
associate itself with a device that
can execute a JVM on its behalf.
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nates in the transfer of an instance of the Ser-
viceRegistrar class, a “remote control” for the
lookup server. A lookup server can use the multi-
cast announcement protocol to announce its pres-
ence on the network. When a lookup server
invokes this protocol, clients and services that have
registered interest in receiving announcements of
new lookup services are notified. 

These three protocols are encapsulated in a set
of Jini classes. For example, to find lookup services,
a client or service need only create an instance of
LookupDiscovery.

Jini uses Java’s remote method invocation (RMI)
facility for all interactions between either a client
or a service and the lookup server (after the initial
discovery of the lookup server). Once a lookup
server has been discovered and an instance of Ser-
viceRegistrar is available, services can register their
availability, and clients can search for needed ser-
vices by invoking ServiceRegistrar methods. 

Jini associates a proxy, or remote control object,
with each service instance. A service advertises its
availability by registering its object in one or more
lookup servers via the register() method. This
method takes several arguments, including an
instance of ServiceItem, which contains a univer-
sally unique identifier for the service, its attribute
set, and its remote control object. This object may
either implement the service entirely (in the case
of an algorithmic service such as the implementa-
tion of a polygon-shading algorithm), or provide
methods for accessing the service over the network.
The leaseduration parameter of register() specifies
the service’s intended lifetime. The service is
responsible for renewing the lease within the time
specified to maintain its listing. The lookup serv-
er is free to adjust the lease time, which is returned
in a ServiceRegistration object.

When a service first contacts a lookup server, the
server generates a unique identifier for it; the ser-
vice uses this ID in all future registrations. The ser-
vice identifier lets clients request a specific service
explicitly and recognize when services reported by
different lookup servers are identical.

To use a service, a device must first secure an
instance of the proxy object for it. From a client
point of view, the location of the service proxied by
this remote control object is unimportant, because
the object encapsulates the location of the service
and the protocol necessary to operate it.

Clients use the lookup() method in ServiceReg-
istrar to discover services. This method takes a sin-
gle argument, an instance of ServiceTemplate. The

ServiceTemplate constructor takes several arguments.
The first is the service identifier. If the service iden-
tifier is null, then arrays of types (Java classes, typ-
ically interfaces) and attributes (attribute objects)
are used to match services. A service matches if its
class matches one of the classes in the types array
and if, for each of the attribute objects, all non-null
members match one of the service’s registered
attributes. The return value from lookup() is an
instance of ServiceMatches, which contains an array
of remote control objects for the services that
match. Finally, the notify() method allows a client
to request an asynchronous notification when ser-
vices matching a ServiceTemplate instance become
available. This method uses Jini’s distributed events
mechanism, which extends Java’s infrastructure for
eventing across JVMs.

Jini depends on Java’s security model, which
provides tools like digital certificates, encryption,
and control over mobile code activities such as
opening and accepting socket connections, reading
and writing to specific files, and using native meth-
ods. Systems administrators can establish different
policies depending on where the Java code origi-
nated (for example, the local file system or a remote
machine). 

SALUTATION: A NETWORK-
INDEPENDENT ARCHITECTURE
Salutation is an architecture for service discovery
under development by the Salutation Consortium,
which includes members from both industry and
academia.3 The consortium’s goal is to build a roy-
alty-free architecture for service advertisement and
discovery that is independent of a particular net-
work transport. 

Figure 3 shows the three fundamental compo-
nents in the Salutation architecture: functional units,

Service Service

Salutation manager

Transport manager

Service Client Client

Salutation manager

Transport manager

Salutation
manager protocol

Figure 3. Salutation architecture. Salutation managers are service
brokers, isolated by transport managers from the details of specific
network transport protocols. 
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salutation managers, and transport managers. From a
client’s point of view, a functional unit defines a ser-
vice. Functional units already specified or under
consideration by the Salutation Consortium include
printing, faxing, and document storage. There is
also work on a functional unit specification to allow
discovery of Hewlett-Packard JetSend-enabled
devices. The specifications define attributes that

characterize a service (for example, in the case of a
printer, double-sided capability, color, and so on).

The functional unit Doc Storage defines file
attributes that can be used to find information in
temporary or long-term storage. For example, a
client can search for operating system-specific dri-
vers or software necessary to interact with a newly
discovered device. The client simply queries a Salu-
tation manager for the necessary Doc Storage func-
tional unit, extracts the application or device driver,
and installs it, thus providing limited code mobility.

Salutation managers function as service brokers;
they help clients find needed services and let ser-
vices register their availability. Services can register
and unregister functional units with the local Salu-
tation manager by using the API calls slmRegister-
Capabilities() and slmUnregisterCapabilities(), respec-
tively. A client can use the  slmSearchCapability() call
to determine if Salutation managers have registered
specific functional units. Under the current version
of the architecture, applications can query only the
local Salutation manager. Future versions will allow
remote Salutation managers to be specified. Once a
functional unit is discovered, slmQueryCapability()
can be used to verify that a functional unit has cer-
tain capabilities. The API also includes calls for ini-
tialization/version checking, availability checking,
and communication between clients and services.
(An API simulator is available at http://www.salu-
tation.org/simulate.htm.)

Salutation managers fill a role similar to lookup
servers in Jini, but they can also manage the con-
nections between clients and services. A Salutation
manager can operate in one of three “personalities”:

� In native personality, Salutation managers are
used only for discovery. They establish a con-
nection between a client and service but per-
form no further operations on the data stream. 

� The emulated personality is similar to the native
personality in that Salutation managers set up
the connection, but in this case they transfer
native data packets encapsulated in Salutation
manager protocol format, providing a bridge
when no common message protocol exists
between client and service. The Salutation man-
ager is ignorant of the semantic content of the
data stream between client and service. 

� In Salutation personality, Salutation managers
establish the connection between client and ser-
vice, and they also mandate the specific format
of the data transferred. The Salutation archi-
tecture defines the data formats.

A transport manager isolates the implementation
of the Salutation manager from particular trans-
port-layer protocols and thereby gives Salutation
network transport independence. To support a
new network transport requires a new transport
manager to be written, but does not require mod-
ifications to the Salutation manager. Like Jini (and
UPnP), Salutation requires a network transport
protocol that supports reliable, stream-oriented
communication. Initial implementations are based
on IP and IrDA because of their widespread use.

Transport managers also locate the Salutation
managers on their respective network segments via
either multicast, static configuration, or reference
to a centralized directory. Discovery of other Salu-
tation managers allows a particular Salutation man-
ager to determine which functional units have been
registered and to allow clients access to these remote
services. Communication between Salutation man-
agers is based on remote procedure call (RPC). This
interaction between remote Salutation managers
contrasts with other registry-based service discov-
ery mechanisms (for example, Jini and Service
Location Protocol), where clients would be respon-
sible for locating remote registries. 

The Salutation specification currently does not
address security issues.

A lightweight version of Salutation, called Salu-
tation-Lite, has been developed for resource-limit-
ed devices. It is based primarily on IrDA to leverage
the large number of infrared-capable devices. Salu-
tation-Lite focuses primarily on service discovery. It
uses the functional units OpEnvironment and Dis-
play to describe the operating system, processor

Salutation requires a network
transport protocol that supports

reliable, stream-oriented
communication.
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class, amount of memory, and display characteris-
tics of palm-sized devices. By noting the particular
characteristics of the device, servers can provide
appropriate drivers and software wirelessly. 

Salutation-Lite implementations can be down-
loaded free from the Salutation website at
http://www.salutation.org. 

UPnP: XML FOR A 
WEB-BASED ARCHITECTURE 
UPnP is a proposed architecture for service adver-
tisement and discovery supported by the UPnP
Forum, headed by Microsoft. Unlike Jini, which
depends on mobile code, UPnP aims to standardize
the protocols used by devices to communicate,
using XML. The UPnP specification4 is still in a
preliminary stage; major issues like security have
not yet been addressed. 

UPnP’s device model is hierarchical. In a com-
pound device (for example, a VCR/TV combo), the
root device is discoverable, and a client (called a con-
trol point) can address the individual subdevices (for
example, a tuner) independently. Virtual Web servers

in the device act as entry points for interacting with
and controlling it. Devices that don’t speak UPnP
directly are called bridged devices. They can be inte-
grated into a UPnP network in a manner similar to
the integration in a Jini device chassis: A bridge maps
between UPnP and device-native protocols. 

The UPnP specification describes device
addressing, service advertisement and discovery,
device control, eventing, and presentation. The
eventing facility allows clients to watch for signifi-
cant changes in the state of a discovered service. It
functions similarly to Jini’s distributed event facil-
ity. Presentation allows a client to obtain a GUI for
a discovered device through one of the device’s vir-
tual Web servers. Several protocols support these
functions: 

� AutoIP,5 a simple protocol that allows devices
to dynamically claim IP addresses in the
absence of a DHCP server; 

� Simple service discovery protocol (SSDP), the
UPnP mechanism for service discovery and
advertisement; 

Discovery
server

Presentation
server Service

Multicast discovery

The control point generates the service control protocol
from information in the description document. 

The discovery server sends the URL for
the device's description document 
in response to the client's multicast
discovery message.

Commands

Application

Control point

Rehydrator

SCP

Figure 4. Interaction between a client (control point) and a service in UPnP. The control point discovers the
device by sending a multicast message. The device responds with a URL pointing to its description doc-
ument, which the control point can download for pertinent information, including a URL to which con-
trol messages can be sent and the protocol for interacting with the device through this control URL. The
“rehydrator” converts generic commands into device-specific control messages.
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� Simple object access protocol (SOAP),6 a pro-
tocol for remote procedure calls based on XML
and HTTP that is used for device control after
discovery; and

� Generic Event Notification Architecture
(GENA), a UPnP subscription-based event
notification service based on HTTP.

When devices are introduced into a network, they
multicast “alive” messages to control points. When
they wish to cancel availability of their services, they
send “byebye” messages. In SSDP, each service has
three associated IDs—service type, service name,
and location—which are multicast when services
are advertised. Any of these IDs can also be used to
search for services. 

To search, a control point sends a UDP multi-
cast request to the network, as shown in Figure 4.
Matching services send unicast responses to the
client. These responses contain URLs, each point-
ing to an XML description document that describes
a service. A description document contains several
important items:

� A presentation URL allows entry to a device’s root
page, which provides a GUI for device control.

� A control URL is the entry point to the device’s
control server, which accepts device-specific
commands to control the device.

� An event subscription URL can be used by
clients to subscribe to the device’s event service.
The client provides an event sink URL in the
subscription request. Significant state changes
in the device result in a notification to the
client’s event sink URL.

� A service control protocol definition describes the
protocol for interacting with the device.

The service control protocol (SCP) definition
allows APIs to be converted to device-specific com-
mands, shielding the application level from details
of particular devices. After retrieving the descrip-
tion document, a UPnP component on the control
point called the rehydrator is “plumbed” with a def-
inition of the device’s SCP. This component then
sends device-specific commands via the device’s
control URL. SOAP is used for this interaction.

SSDP is similar to the Internet Engineering Task
Force’s service location protocol, but it lacks a query
facility that can search for services by attributes. Fur-
ther, SLP incorporates security measures and can
interact with the IETF standards-track dynamic host
configuration protocol (DHCP)7 and the lightweight
directory protocol (LDAP).8 Finally, SSDP specifi-
cations currently limit discovery to a single subnet.
Since UPnP does not use a registry, it is also likely to
generate significantly more network traffic than SLP.

SLP: A PROPOSED IETF
STANDARD
Service location protocol is an IETF protocol for
service discovery and advertisement.9 It is current-
ly at the “proposed standard” stage along the IETF
standards track. Unlike Jini, Salutation, and UPnP,
which all aspire to some degree of transport-level
independence, SLP is designed solely for IP-based
networks. It provides a set of C and Java bindings
that provide service discovery and advertisement
functions to application software. 

SLP comprises three entities: service agents
(SAs), user agents (UAs), and directory agents (DAs).
SAs advertise the location and attributes of avail-
able services, while UAs discover the location and
attributes of services needed by client software.
UAs can discover services by issuing a directory-
like query to the network. DAs cache information
about available services. Unlike Jini, SLP can oper-
ate without directory servers. The presence of one
or more DAs can substantially improve perfor-

Figure 5. SLP entities: user agents, directory agents, and service
agents. UAs discover services on behalf of applications, either via a
DA or directly through an SA. In this example, a laptop and desktop
are clients seeking services. A plotter and LCD projection system are
services advertising their availability. 
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SD

Macintosh
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mance, however, by reducing the number of mul-
ticast messages and the amount of network band-
width used. In fact, if DHCP is used to configure
SLP agents with the location of DAs, then multi-
cast is completely unnecessary. SLP also interop-
erates with LDAP, so services registered with an
SLP DA can be automatically registered in an
LDAP directory. This eliminates the need to
reconfigure clients that already discover services
using LDAP. 

SLP has several mechanisms for discovering DAs:

� In passive discovery, SAs and UAs listen for
multicast announcements from DAs, which
periodically repeat these advertisements. 

� In active discovery, SAs and UAs multicast SLP
requests or use DHCP to discover DAs. When
a DA is present, SAs and UAs use unicast com-
munication to, respectively, register their ser-
vices and find appropriate services.

In the absence of DAs, UAs multicast requests for
service and receive unicast responses directly from
the SAs that control matching services. This tends
to increase bandwidth consumption, but provides
a simpler model, appropriate for small networks
(such as a home LAN).

SLP services are advertised through a service
URL, which contains all information necessary to
contact a service. Clients use the service URL to
connect to the service. The protocol used between
the client and server is outside the scope of the SLP
specification. This separation is similar to Blue-
tooth, where the SDP does not specifically address
how devices will communicate. 

Service templates define an attribute set for each
service type (a printer, for example).10 The attrib-
utes include a specification of the attribute types
and information about default and allowed values;
they are used to differentiate between services of
the same type and to communicate configuration
information to UAs.

SLP doesn’t define the protocols for communi-
cation between clients and services, and so its secu-
rity model concentrates on preventing the mali-
cious propagation of false information about
service locations. SAs can include digital signatures
when registering so DAs and UAs can verify their
identity. Digital signatures can also be required
when DAs advertise their availability, allowing UAs
and SAs to avoid rogue DAs (that is, those without
a proper signature). As with Jini, setting up the
security features of SLP requires some configura-

tion effort, but the effort can be well worth it, par-
ticularly in open environments. 

BRIDGING THE TECHNOLOGIES
For service discovery to become pervasive, either
a single service discovery technology must domi-
nate or the most commonly used technologies
must be made interoperable. Currently, bridging
seems to be the most promising prospect for inter-
operability. 

Implementations of certain low-level functions
of service discovery (such as discovering registries)
are interchangeable. For example, the Salutation
Consortium uses SLP for service discovery beyond
the local subnet. This lets the Salutation Manager
search for SLP DAs, and then use SLP to register
functional units and search for requested services. 

A Jini-SLP bridge has also been developed,
which allows services lacking a JVM to participate
in Jini systems.11 The heart of the Jini-SLP bridge is
a special SLP UA that registers the availability of
“Jini-capable” SLP SAs. To do this, Jini-capable
SLP services advertise the availability of a Jini driver
factory. The UA discovers all SAs with driver fac-
tories and registers them with one or more Jini
lookup services. When a Jini client needs one of the
registered SAs, it downloads the driver factory from
the lookup server and uses it to instantiate a Java
object to drive the service. Note that the SLP SAs
are not required to host a Java virtual machine—
the Java code installed on the SAs is static. Similar
schemes are possible for the other technologies; for
example, it should be possible to Jini-enable UPnP
services in this way.

Miller and Pascoe12 describe mapping Saluta-
tion to Bluetooth SDP to take advantage of Blue-
tooth’s wireless capability. Two approaches are con-
sidered: The first maps the Salutation APIs to
Bluetooth SDP by implementing Salutation on
top of Bluetooth; the second uses a Bluetooth
transport manager and essentially replaces Blue-
tooth SDP with Salutation. This approach will also

Implementations of certain 
low-level functions of service
discovery (such as discovering
registries) are interchangeable. 
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work with other schemes, like Jini. Bluetooth is a
particularly attractive target for interoperability,
primarily because of its wireless capability. Because
of this, additional interoperability efforts between
Bluetooth and other service discovery technologies
seem inevitable.

Each service discovery technology has advan-
tages and disadvantages. Currently, interoperabili-
ty efforts are perhaps the most important force in
service discovery, since it is very unlikely that device
manufacturers will embrace multiple service dis-
covery technologies on low-cost devices. �
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Service Advertising and Discovery
Services on networks can be advertised so that users can discover them. A number ofprotocols
and schemesare available to support service advertising and discovery. For example, service
advertising and discovery is important as mobile devices and mobile wireless devices proliferate
on networks. These devices may connectto networks at varying locations. A service discovery
and advertising protocol is an importanttool to help these devices find services on the network
wherever they connect, andto let other network users know aboutthe services they are offering.

Keep in mind that as networksevolve,a variety of services will be offered. For example,
network services suchasfile, print, and applications services can be advertised to “foreign”
mobile users who temporarily connect to a network. But other possibilities exist, especially in
the wireless realm. For example, an airport could have numerous small wireless networksthat
are limited in range to about 10 or 20 feet. As you walk into the range of one of these networks,
various service advertisements appear on your portable device. These may be advertisements
for peripherals like printers that you can use, but they could also be commercial advertisements.

If you are familiar with instant messaging, you are familiar with service advertising
protocols. When a person in your “buddylist” signs on to the network, you receive an alert
and youcan start chatting with them over the network via special chat software, Internet phone,
or videoconferencing software. In the case of the airport wireless networks mentioned previously,
advertising protocols can alert you to friends who are located in the general vicinity. Their
wireless device is advertising their personal ID and yourwireless devicelistens for IDs and.
looks them up in your personal address book.If a friend is nearby, your device gets excited
and starts beeping.

Twoearlier advertising services that were developed for LAN environmentsinclude SAP
(Service Advertising Protocol) and NetBIOS (Network Basic Input/Output System). These are
discussed under their own heading.

A numberof new approaches have been developed to provide enhanced service advertising
and discovery in dynamic network environments such as the wireless and mobile computing
networks, where devices frequently connect and disconnect from the network. When a device
comesonline, it advertisesits services or listens for advertisements of available services.

Onetechnique a device may use to locate a service on the network is to send out a multicastpacket that contains a service request. Network devices that are providing serviceslisten for G
multicast packets and then determine whetherthey can satisfy the requestfor services being
made bytheclient.If so, the service will respondto theclient with a positive message.

Here are somearchitectures and schemesrelated to service discovery, advertising,
and acquisition:

H@ Salutation The Salutation architecture is a royalty-free service discovery and service
management product from the Salutation Consortium,a nonprofit corporation. Salutation
is an open standard, independentof operating system, communications protocol,
hardwareplatform, or vendor-imposedlimitations.It was created to provide service
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discovery for a broad range of network appliances and equipmentin a platform-, OS-,
and network-independent environment. Devices can useit to advertise and describe
their capabilities and discover the capabilities of other devices by using search features.
SLP (Service Location Protocol) SLP is an IETF standard designed to makeit easy for
networkclients to discover the available services on a network and learn information
about the configuration of those services. Many vendors support SLPin their operating
systems,including Apple, IBM, Novell, and Sun Microsystems. The IETF Service
Location Working Group is developing SLP andsimilar services. See “SLP (Service
Location Protocol).”

Microsoft.NET The Microsoft.NET platformfor Web Services is a development
environmentbased on building applications with “Web Services.” The technique
is similar to building distributed objects, but is based on HTTP and XML.Datais
represented with XML and delivered in SOAP (Simple Object Access Protocol)
messages via HTTP. A language called WSDL (WebServices Description Language)
is used to describe services. An XML-based protocol called Disco is used to discover
services at a site and a mechanism called UDDI (Universal Description, Discovery,
and Integration) defines how to advertise services and how WebService consumers
can find services. See Microsoft.NET.

SSDP (Simple Service Discovery Protocol) SSDP is a Microsoft service location
protocolthatis part of Microsoft’s Universal Plug and Play (UpnP)initiative.It is
oriented toward home networks. Like SLP, it enables devices to request information
about services on a network and to advertise their presence and the services they offer. oesacetgcebehg
Bluetooth This is a wireless connectivity specification that enables electronic devices
to talk spontaneously and allowsinstant wireless connectivity between computers,
mobile phones, and portable devices. Bluetooth includes its own service discovery
protocolthat locates services offered by devices within the vicinity of a user’s Bluetooth
device. Currently, Bluetooth’s service discovery protocol is being mappedto the
Salutation architecture. See “Bluetooth.”

Jini This is a Java-based technology defined by Sun Microsystems. WhenJini-enabled
devices connect to networks, they establish impromptu Java-oriented networksthatlet
users immediately access network resources and services. The technology is designed
to support any device that “passes digital information in or out” according to Sun.
Devices register with the network when they connect, which makes them available
to other devices. For example, whenaprinter is attached and gets registered, it makes
its driver available on the network andthis driver gets downloadedto clients when they
need to use the printer.

JetSend (Hewlett-Packard) JetSend is code that is embeddedin devices to allow them
to directly exchange information. Devices becomeeither senders or receivers. JetSend
gives devices the intelligence to know their own capabilities and negotiate the best
wayto exchange information with other devices. No external operating systems need
to get involved. Nospecial drivers are needed to connect with other devices. All JetSend
devices can immediately communicate. JetSendis a transport-independentprotocolthat
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worksacross any bidirectional transport, including TCP/IP, IR, IEEE 1394, and others.
It is ideal for PDAs, digital cameras, copiers, network-attached printers and scanners,
fax machines, and other devices.

M Inferno by Lucent Technologies A real-time network operating system that provides a
software infrastructure for creating distributed network applications. Inferno is morelike
a file system that operates overa variety of transport protocols.It is designed to provide
connectivity over the Internet, public telephone networks,cable television, and satellite
broadcast networks.Inferno includes network and security protocols. It has a very small
memory footprint and can be used as a stand-alone OS on information appliances.

A lot of the work being donein this area is for home networking and network appliance
configuration.In particular, Jini and Microsoft’s UPnP are designed to help devices connect
and cooperate.

The IETF Resource Capabilities Discovery (rescap) Working Group is developing services
that distribute information about resources or services to the global Internet. The IETF Service
Location Protocol (svrloc) Working Group has developed procedures for discovering services.

Related Entries Bluetooth; Directory Services; Embedded Systems; Home Networking;Instant
Messaging; Java; Microsoft.NET; Mobile Computing; Network Appliances; Search and Discovery
Services; and SLP (Service Location Protocol)

Linktionary!—Tom Sheldon’s http://wwwlinktionary.com/s/service_advertisinghtml
Encyclopedia of Networking updates

Salutation Consortium http://www.salutation.org

IETF Working Group:Service http: / /www.ietf.org/html.charters /svrloc-charter.html
Location Protocol(svrloc)

IETF Working Group: Resource http:/ /www.ietf.org/html.charters /rescap-charter.html
Capabilities Discovery (rescap)

Microsoft (search for SSDP) http://www.microsoft.com/

Sun Microsystems JINI network technology —http://www.sun.com/jini/ Gi
The Official Bluetooth Website http:/ /www.bluetooth.com/

Jetsend home page http://www.jetsend.com

Service Providers and Carriers

Anyonewith an Internet access account and a telephoneis familiar with service providers and
carriers. You pay them money every month. However, “service providers” and “carriers” are
broadcategories. This section describes the different types of service providers and carriers and
the service they offer.

In the beginning,at least in the United States, there was one phone company: AT&T. The
ILECs (incumbentlocal exchangecarriers) are the result of the breakup of AT&Tin 1984. That
breakup created seven independent RBOCs(Regional Bell Operating Companies). These
included Pacific Bell, NYNEX, GTE, and others, but mergers and consolidations have changed
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CHAPTER i114

Hardwareis expensive and companies don’t like to invest in it until they absolutely
have to. Andas hard asit is to get permission to buy new equipment,it’s even
harder to get permission to buy equipment that is used only infrequently. From an
economics point of view, the investment in equipment paysoff only to the extent
that the equipmentis used. One of the great advantages of a network—although
far from being the only one—isthe ability to share equipmentthat otherwise would
stand idle muchofthe time. Printers are a perfect example of this, and they are an
obvious item to share. One could,certainly, consider providing an inexpensive dot
matrix or ink jet printer for most users, but it’s unlikely that many people would
consider putting an expensive, high-end color printer or even a good,fast laser
printer on everyone’s desk. And you don’treally need to. By putting one high-end
printer on the network, you spread the cost and machineuseacrossall of your users,
which: makes the investment in the equipment mucheasier tojustify.

NOTE

Microsoft Windows NT version 4 uses some special and sometimesconfusing terms
whenreferring to printers. First it’s importantto differentiate between a print device,
which is the actual machinethat does the printing, and a printer, which in Microsoft
terminology is the software interface between the application and the actualprint device.
Therefore, a printer in Microsoft terminologyis actually a logical entity.

Printer Setup Options

218

To keep confusion to a minimum, we will refer to the print device simply as the
“printer.” We will refer to the software interface as the “logical printer.” You should
be aware, however, that the Windows NT documentation either doesn’t use these

terms or doesn’t use them in this way. In a Novell NetWare or OS/2 networking
environment, the term print queue is used instead of printer (meaning the logical
printer), but the neteffect is the same. WindowsNTServer supports a broad range
of printers. Figure 11.1 showsthe simplest possible arrangement—aprint job in
WindowsNT goingto a logical printer, from which the job is spooled to a printer.
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FIGURE 11.4
Example ofjobs routing through a logical printer to a printer

You can have one logical printer associated with a single printer, whichis the ar-
rangement shown in Figure 11.1. Or you can haveseveral logical printers associ-
ated with a single printer. In this arrangement, logical printers can be configured
at different priority levels, so that one is for normal printing and the othersare for
jobs that can waitto be printedlater. For a printer that uses both Postscript and PCL,
having twological printers allows users to choose either type of printing.

You also can havea single logical printer associated with multiple printers.If all of
the printers use the same printer driver—an arrangementcalled a printer pool—a
single logical printer will send jobs to the first available printer. The advantage of
a printer poolis that the administrator can add or removeprinters withoutaffect-
ing user configurations becausethe printers are interchangeable. The disadvantage
of a printer poolis that there’s no way to predict which printer will receive which
job. So don’t pool printers when they are physically far apart!

Planning NetworkPrinting
As for everything you do on a network, you needto actually plan where and how
yourprinters will be set up, configured, shared, and managed—anuisance, but a
necessary nuisance if you want to keep your trouble and your support calls down.
You need to think about how yourusersreally use printers, where the heaviest users
are physically located, where to physically locate highly specialized printers such
as plotters and color laser printers, and how you're going to physically connectall
of the printers to the network.

ROKU EXH. 1002
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Let’s look at the last of these questions for a moment. To the average PC user,print-
ers are alwaysattachedto a parallel port. But that doesn’t work well for a network
or for a server. Parallel ports require a fair amount of CPU attentionto do their thing,
whichis the last thing you want on a server. You’re also usually limited to three
parallel ports. The other two choices are a serial connection (preferably using a
“smart,” multiport serial card) or a network connection. Either works well, but, in —
most cases these days, yourbestbet is a direct network connection.

How you choose to connect your printers will be influenced by several factors.
You'll need to consider your physical layout. Are yourusersall in central physical
locations? If so, you might find it easiest to simply recycle an older PC as a print
server by installing a multiportserial card in it and using it to drive the printers.
Or are yourusers (and their associated print needs) located in separate offices spread
overseveral floors? If so, you'll probably want to use network connections, either
external connections or connections built into the printers, to connect printers that
are conveniently located for each group of offices.

There are two basic methodsfor connecting yourprinters directly to the network.
You can use a high-end printer that comes with a network cardthat is either built
in or available as an option. Or you can use a stand-alone network print server—
the Hewlett-Packard JetDirect EX is a good example—that supports a variety of
protocols and usually comes with drivers to support many networkoperating sys-
tems, including WindowsNTServer. This is useful in a typical organizational en-
vironment, where your network might well consist of multiple operating
systems—all of which require access to that expensive colorlaser printer.

In any case, once you’ve decided where and howto physically locate and connect
the printers, you'll need to create and managethe logical printers that your users
will actually see.

Managing Printers
Managingprinters is not about the printers themselves but about how they are
connected to and managedaspart of your overall WindowsNT Server network.
You'll have to choose which networking protocolto useif the printers are network
printers, decide which server you will use to manage them, and decide what func-
tions you will allow your users to have accessto.

Installing the DLC Protocol
If you have a Hewlett-Packard (HP) networkprinter, you have several options for
controlling it; the simplest option is probably to use the DLC protocol. Another
option is to use TCP/IP, which is probably the better option in the long run; but we'll
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save the discussion of TCP/IP printing installation for Chapter 17, where wedis-
cuss the TCP/IP protocolin detail. For the moment, let’s stick with DLC.It has the
advantage of being simple andstraightforward, so we can focuson theprinter side
of what we're doing and not get bogged downin theintricacies of TCP/IP. If you
will be managing HPprinters and if you haven’t already installed DLC, now is a
good timeto install it. Remember, installing any protocol will require a reboot of
the server, so plan the installation for a time whenthere will be minimaldisruption
to your users. To install the DLC protocol, follow these steps:

1. Open Control Panel, and double-click the Network icon to bring up the
Networkdialog box.

2. Click the Protocols tab (shown in Figure 11.2).

identicaton i Sen
Bewsorle Peotocdls:

SwnkPRP JpaD
FY" NuLink MetBlOs

43 Steams Environment
= SF 1c‘TP Pestocol
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FIGURE11-2

The Protocols page in the Network dialog box

3. Click Add, and select the DLC protocol from thelist, as shown on the
following page in Figure 11.3.

4. The system will prompt you for your WindowsNTServer version 4
CD-ROM,of course, so that the necessaryfiles can be loaded.If Win-
dowsNT Serveris looking in the wrongplace, you can browsefor the
correct location.
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FIGURE 11.3
The Select Network Protocol dialog box showing the selected protocol

5. After the necessary files are loaded, go ahead and close the Network
properties dialog box; Windows NTServer will make the necessary
changes to network bindings. Whenit’s finished,it will prompt you
to reboot your server, as shownin Figure 11.4. Click Yes. When the
rebooting is complete, the new protocol will be in place.

 
FIGURE 11.4 

Network Settings Change confirmation message

Now that you have the DLC protocolinstalled, you will be able to manipulate the
HPnetwork printers and JetDirectprint servers directly, just as if they were physi-
cally attached to the server.
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Adding a New Printer
Before you can makea printer available to the rest of your network, you must add
it to the server that will controlit. Try to centralize the control of your printers to
make managing them simpler. But wheneverpossible, you also should haveat least
twodifferent servers sharing the same network printer. This allows the users ac-
cess to a printer pool that consists of two logical printers that point to the same
printer. Now if you need to take downoneof the servers for some reason, users will
still have access to the printer.

Adding a newprinter to the network involves several actions:

Sd

Sd

¢

Sd

¢

Addingthe printer port,if it doesn’t already exist

Logically connecting the printer to the port

Setting the device-specific options for the printer

Loading the necessary drivers for Windowsclients who will be using
the printer .

Sharing the printer to the rest of the network, and then setting permis-
sions for who can control the printer and manage the documentsthat
are printed on it

Testing the new logical printer

Addingthe printer to the network clients and testing the connections

The Add Printer Wizard will take you through the process of adding a new logical
printer to a server—creating the logical printer, connectingit to the print device, and
testing the result. To add a printer to the server, follow these steps:

1. Click Start. Choose Settings and then Printers from the submenusthat
open from the Start menu.

2. Double-click Add Printer to start the Add Printer Wizard (Figure 11.5
on the following page).

. Click the My Computer option button, even if the printer you are add-
ing is physically connected to the network and not to the server. Then
click Next.
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FIGURE 11.5

Add Printer Wizard opening window

4. If the port to which the printer is physically attached is present on the
list that is displayed, check that box and jumpto step 7. Otherwise,click
Add Port to bring up the Printer Ports dialog box shownin Figure 11.6.
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FIGURE 11.6  

Printer Ports dialog box |
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5. Select the kind of port you want to add, and click New Port. If the nec-
essary files are not yet on the server, the Add Printer Wizard will prompt
for your WindowsNTServerversion 4 CD-ROMtoinstall them. Then
it will prompt you to specify the name and network card address for the
type of port you are adding. To add an HP DLC printer, for example,
select Hewlett-Packard Network Port and click New Port. You'll see the

dialog box shownin Figure 11.7.

 
FIGURE 11.7

Example of an Add Network Peripheral Port dialog box

 

6. Select the hardware address of the printer or print server network card
you wantto add, and then double-click it. If you are adding an HP net-
work printer, you must know the hardware MAC addressfor the printer
or print server’s network card.

7. Choose a namefor the new port. Be sure to choose a namethat describes
the printer or printer port clearly because you won't be able to change
it later. Type the name in the Nametext box. Click OK. The main Add
Printer Wizard screen will return with the new port checked, as shown
in Figure 11.8 on the following page.

TER ii Printers and RBOKUEAL. Jp02 



ROKU EXH. 1002

 
FIGURE 11.8

Example ofAdd Printer Wizard dialog box showing a new port

 

8. Click Next to choose the type of printer you are attaching to the port, as
shownin the example in Figure 11.9. Select the printer manufacturer in
the left-hand pane of the window,andthenselect the model of printer
from thelist in the right-hand pane.

“1
oo

(7 AGFAAccutet 600

| AGFAAccuset S00SF v52.3
AGFA-AccuSet BO0SF v2013.108

 
 
FIGURE 11.9

Add Printer Wizard showinglist of printers and manufacturers
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9. If your printer manufacturer has provided a special driver disk for Win-
dowsNTversion4, click Have Disk to manually add this driver.

10. After you’ve chosenthe type of printer you are adding,click Next.If
there is already a driverfor this type of printer loaded, you'll get a mes-
sage like the one shownin Figure 11.10. You can use that driveror re-
place it with a new driver. Click the appropriate option button, and then.
click Next.

 
FIGURE 11.10

Add Printer Wizard showing existing driver message

 

11. Give the new printer a namethat describes its function orits location
clearly. Type the namein the Printer Name text box, as shown on the
following page in Figure 11.11. Click the Yes or the No option button to
specify whetherthis printer will be the default WindowsNT Server
printer. Then click Next.

12. If you’re sharing this printer on the network,click the Shared option
button. Choose a share namefor the printer, and type the namein the
Share Nametext box, as shown on the following page in Figure 11.12.
If the printer will be shared with MS-DOSor Microsoft Windows3.x
clients, make sure you stick to a maximum of eight characters for the
name and don’t use spaces or weird characters in the name.
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FIGURE 11.11

Add Printer Wizard showing Printer Name text box
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FIGURE 11.12

Add Printer Wizard showing shared printer dialog box

 2268 ROKU EXH. 1002  



ROKU EXH. 1002

143. WindowsNTServercan load printer drivers for other 32-bit Microsoft
operating systemsin addition to the current version of WindowsNT,
including drivers for previous versions of Windows NT and Microsoft
Windows95.Select all operating systems on the networkthat will be
using this printer, and click Next.

44. The Add Printer Wizard will now promptyoufor a variety of disks,
CD-ROMs,and source directories for the various operating systems
you selected. Just browse to the properplaces in the dialog boxes, and
you'll eventually get to the last screen in this process, which is shown
in Figure 11.13.

 
FIGURE 11.13

Add Printer Wizard showing print test message

15. Alwayschooseto printa test page to make sure everything worksasit
should from the server. You'll also wantto test each client machine as

you addthis printer to them, butfirst thingsfirst. The printer should
work from the server before it’s added to the network clients. Click Fin-

ish, and you're almost done.

16. Whenit has finished printing the test page, WindowsNTServerwill
give you a chanceto confirm that all went as expected. (See Figure
11.14 on the following page.)
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FIGURE 11.14

Add Printer Wizard test page confirmation message

17. If the test page printed correctly, you’re done.If it did not print correctly,
click Noto start up the WindowsNT Help system (Figure 11.15). The
WindowsNT Help application will walk you throughthe steps to trou-
bleshoot and fix your printer.

Check the printer

1 Make sure the printing device
is plugged inte your computer
and inte an electrical outlet.

2 Make sure the printing-device
power switch is on.

3 Make sure the printing device
is online,

Mostprinting devices have an
On Line button with a light
next to it, The light should beon.

Notes

= if you need more information
about any of these steps, see
pour printing-device manual,

® Ifyou change any settings,try
printing the test page again.

Did this fix the problem?

 
FIGURE 11.15

Windows NT Help window

 

Whew!We’ve now addeda newprinter to the system and sharedit to the network.
You'll use an essentially similar series of steps to add a printer to the system no
matter what kind of connection you have to the printer, although the particular
options obviously will differ for each type of connection.
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Sharing a Printer
Sharing a printer in WindowsNTServeris easy. As you have seen in the preced-
ing section, the normalprinterinstallation process allowsyouto sharethe printer
duringinstallation. But you also can chooseto share a printer on the networklater,
after installation, as a separate step. Perhaps you're experimenting with the printer
locally before makingit available to the network. Or perhaps something about the
printer has changed, and you wantto change the share name. Or maybe you have
a printer with multiple personalities, and you wantto share it witha different name
for each personality. Whatever the reason,the steps to share a printer are the same.

1. ChooseSettings and then Printers from the submenusthat open from the
Start menu.

2. Right-click the printer you wantto share. Choose Sharing from the menu
that appears, which brings up the Properties dialog box for the printer
with the Sharing pagein front, as shown in Figure 11.16. Nowclick the
Shared option button.

 
FIGURE 11.16
Printer Properties dialog box showing Sharing page

3. If your printer will be used by other operating systems, such as earlier
versions of Windows NT or Windows95, you can choose to have the
printer drivers for these operating systems loaded ontheserver, which
further reduces the overheadto the clients. Select the drivers you want

to supportin the Alternate Driverslist box.
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4. Click the Security tab to establish the permissions for the printer. From
here you can control whohasaccess to a printer and who manages the
printer queue. The default settings are shownin Figure 11.17, but you
can change them easily to, for example,allow only a special group to
use theprinter. See “Configuring Printer Security” on page 240 for in-
structions on printer security specifications.

aegeetre
Manage Documentsawe

Gs3 Evenone Printi Print Operators Full Control
ee Server Operators Full Contral

Full Control
 
FIGURE 11.17
Printer Permissions dialog box

5. After you’ve made your changes(if any) to the security settings for the
printer, click OK andthe printer will be shared to the network.

That’s it. Pretty straightforward. You should now addtheprinter to at least one
client of each operating system type that you expect to support and printa test page,
just to make sure that everything works as you expect.

Deleting a Printer
If you change your network’s printer configuration, you might haveto delete a
printer from thelist of currently available printers stored in the system. This is one
procedure thatis a bit awkward in WindowsNTServer. Thereis no simple way to
removea printer and changeall of the workstation referencestoit.

You can removetheprinter easily enough, of course. That’s not hard. Simply select
the printer in the Printers folder, and press Delete. ZAP!It’s gone. But this does
nothing to removethe printer reference from workstations that may have been
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using the printer. They’re going to end up with a reference that points to a non-
existent printer. This isn’t generally a polite way to run your network. Now you
could, and obviously should, send around an E-mail messagetoall users on your
system who might be using the printer and let them knowtheprinter is going to
be removed—preferably with a bit of advancenotice, although one doesn’t always
have a lot of choice in this matter.

However, there’s a better choice than simply removing the printer—replaceit. In
most cases, there will be a functionally equivalent printer available somewhere in
your system, maybe onein the same geographical area as the printer you are remov-
ing. Perhapsit’s the printer you boughtto replace that aged andinfirm printer you
now want to remove. Or maybeit’s anotherprinter in the same generalvicinity as
the one you want to remove. Whateverit is, you'll do your users a favor by shar-
ing the replacement printer with the same name as the nameof the printer you’re
removing. Or create a second namefor an existing printer that matches the name
of the one you’re removing. But however you make the change, notify yourusers.
It cuts down on the noise level substantially.

Changing a Printer
Changing a printer—thatis, replacing one printer with another—requireslittle
if any change to your user configurationsif the printers are close relatives. Just
swapthe two printers and keep the printers’ shared namethe same, even if some
of the underlying configuration has changed. As longas there is no real difference
in the overall capabilities of the two printers, this will work. This is one advantage
in the way WindowsNTServerversion 4 handles printers. Because printer drivers
are maintainedat the serverlevel instead of at the workstation level, even fairly sig-
nificant changesin the printer will be transparentto the user. When you physically
change the printer out, however, don’t forget to change the printer driverthatis
associated with the printer.

Changing theprinter driver
Oneof the tasks you inevitably will haveto do is changea printer driver. The rea-
son—whetherit’s because you've physically changedaprinter or because the manu-
facturer of the printer has provided an updated driver—doesn’treally matter. This
is a nuisance, but at least now you only haveto do it in one place, although you will
need drivers forall of the operating systems you’re supporting. Be awarethat chang-

~ ing a printer driver can change the available features of the printer.

To change the printer driver for a printer, follow these steps:

1. Choose Settings and then Printers from the submenusthat open from the
Start menu.

2. Right-click the printer for which you are changing the driver, and choose
Properties to bring up the Properties dialog box for the printer.
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3. Click New Driver. You'll get a warning message like the one shownin
Figure 11.18. Click Yes to continue.

 
FIGURE 11.18censor  

Printer change driver warning message

4. A list of printers like the one shownin Figure 11.19 will appear. Select
yourprinter from thislist of available printer drivers; click OK. Or
select Have Disk to use an updated driver from the manufacturer.

AGFA-AccuSetiF vie2
AGFAAccuS et 800
4GFA-AccuSet S009F vh2.3
AGFA-AccuSet SO0SF #2013.108
AGFA-decuSet 1000
AGFa-dccuSet TO00SF v2.3

 
 
FIGURE 11.19
Add Printer Wizard showing available printer drivers

5. If you select Have Disk, browseto the location of the new driver’s .INF
file. Or select the correct printer manufacturer and correct model of your
printer from the list. Click OK.

6. If you already have a driver for the selected printer on the system, you
will see a warning messagelike the one in Figure 11.20. If you’re updat-
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ing the printer driver, you'll generally want to overwrite the existing
driver. Otherwise, you can keep the existing driver. Click the appropri-
ate option button, and then click OK.

 
FIGURE 11.20  

Existing driver warning message

7. After you've updated the driver, also updateall versionsof the driver
that you have on the system to support other operating systems. Click
the Sharing tab of the Properties dialog box for theprinter. In the Alter-
nate Driverslist box, click the operating systems you'll be updating,
and then click OK. You might have to browseto the correct location for
the necessaryfiles.

8. Whenthe files have been updated, the new drivers arein place.

Modifying printer properties
Each printerhas its own uniqueset of device-specific settings, which you can modify
to match your needs. We won’t attemptto tell you whatall the possibilities are but

. will point you in the direction of where to go to change them.

The printer’s device-specific properties are a tab in the printer’s Properties dialog
box that we’ve been working with in the preceding sections. Right-click the printer
icon, and choose Properties. Now click the Device Settings tab. You'll see a longlist
of device-specific settings that you can change, assuming you havethe permission

to do so. A typical exampleis thelist of settings for an HP LaserJet 4 printer shown
in Figure 11.21 on the following page.
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HP Lasewet 4 Device Settings

ss For To Tray Assignment
restieaed
Upper Paper tray:
Manual Paper feed: <
Lower Papertray:
Envelope Feeder:
Large Capacity: <?

Installed Memory (Kilobytel <

@ Page Protect: <r
t# Installed Fort Cartidgels

 
 

 
FIGURE 11.21 

A Device Settings dialog box showing the settings for a specific printer

If you have anything other than the default amount of memoryinstalled on the
printer, the value for Installed Memoryis often incorrect. Change this if you’ve
added extra memory. If you have addedprint cartridges to the printer since the
device settings were last updated, also add them here.

Logical Printer or Print Queue
In addition to managing yourprinter andthe drivers that are associated with it,
you'll also need to managetheprint jobs that are sent to the logical printer (print
queue). Generally, you can do the followingthings:

@ Attach a device nametoalogical printer (necessary for many legacy
MS-DOSprograms). .

4 Changethe times whena printeris available.

4 Pause a printer. (Jobs can continueto besentto the printer, but nothing
comesout.)

Pause a specific documentin the queue.

Resumeprinting a paused document.

Restart a specific documentin the queue.¢¢6¢
Changethepriority of the documents in the queue.
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@ Cancel (delete) a print job from the queue.

@ Schedule a specific time to print a particular job in the queue.

@ Change which user gets notified when a job is done printing.

The way you do thethingsin the bulleted list is pretty straightforward and can be
performed from the printer’s window. However,redirecting a logical printer to a
print device is specific to each workstation and is done at the workstation.It’s not
something that is done at the server. But because WindowsNTServercan do this
for legacy MS-DOSapplications only by using a commandline,we'll show you the
specifics of how to dothat.

Attaching a Device
Name to a Logical Printer
Many legacy MS-DOSprogramsdon’treally “understand” networklogical print-
ers. They understand good old-fashioned device names such as LPT1 and LPT2. So
you haveto fool them into thinking they’re printing to one of those devices, even
though you are actually redirecting their output to one of the logical printers. You
haveto do it at each workstation or serverthat will have programsprinting to the
specific device in question. Unfortunately, there’s no cute GUI wayto dothis in
WindowsNTServer. The only way you can doit is to use a commandline that
reassigns a device nameto the logical printer. For example, you might wantto as-
sign the device name LPT1 to a network printer. The commandline to accomplish
this task is this:

net use lptl \\<servername>\<sharename>

You can add this commandeasily to the users’ logon script to make this happen
automatically. Or you can let your users know about the command, and they can
run the command manually as needed. Normally, the connection will not be remem-
bered betweenlogon sessions, but you can changethat by changing the command
line to read:

net use Iptl \\<servername>\<sharename> /persistent:yes

Changing the Times a Printer Is Available
By default, printers are available on the networkatall times of the day. But if you
have an expensiveprinter, you might wantto restrict access to the printerto a par-
ticular time of the day. You can changethe schedule for the printer. Right-click the
printer icon, and choose Properties. Thenclick the Scheduling tab in the dialog box
that appears (Figure 11.22 on the following page). Click the option button nextto
From, and choose the begin and end times from the From andTolist boxes.
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You also can change a numberofother optionsonthis page, but, in general, you'll
find that the default settings for these other options are perfectly adequate.

 
FIGURE 11.22

Printer Properties dialog box showing Scheduling tab

Managing Documentsin a Logical Printer
You can manipulate the documentsin a logical printer by openingthe printer win-
dow on yourscreen and then selecting which document you want to manipulate.
Openthe printer by double-clicking its icon. A window will open, the one shown
in Figure 11.23, which showsa printer that has been directed to pause with three
documents waiting in the queueto print.

Microsoft “ord - Chap 11NT S$ charlie 205KB
Engineering Specs - New building. xls chathe 4.71KB

charlie 887 bytes
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Right-click a documentto bring up the menu shownhere:

 
From this menu, you can pause the printing of a documentin the queue, resume
printing a documentthatis pausedin the queue, restart a documentfrom the begin-
ning, or select Cancelto delete it from the queueentirely. Pauseis a useful option
when you have a problem with a printer and you needto stop any jobs that are
being sent to it while you fix the problem.

You also can use this menu to change the properties of a print job onthefly. Per-
hapsyou realize that your 400-page documentis going to tie up the printer for a
while and yourbossreally needs that shoppinglist printed out before he goes home.
Or you wantto notify the administrative assistant that you’ve printed out a stack
of new hardware requisitions, which now needto beentered into the system. No
problem.Right-click the document, and choose Properties. Youll get the dialog box
shownin Figure 11.24.

 
FIGURE 11.24  

Example of a document Properties dialog box
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In the document Properties dialog box, you can change or view the properties of
the documentsin the queueforprinting. You can change the document'spriority
in the queue—makingsure that a specific documentis the next one printed, for
example, by giving it the highest priority of any of the documents currently in the
queue. You also can change the time when the documentis scheduled to print and
whowill be notified when the documentis finished printing. So you can takethat
400-page documentand scheduleit to print after everyone else has gone home; you
then can change the Notify field so that the system notifies your administrative
assistant whenthe requisitionsare finished. All you haveleft to do is crank up the
priority on your boss’s shoppinglist. You look like a genius. We wish administra-
tive tasks wereall that easy.

Configuring Printer Security
Whena printer is to be shared on the network,one of the decisions you will have
to make is whichusers will be allowedaccessto the printer. As for all security fea-
tures of WindowsNTServer, you, as the system administrator, havea greatdeal of
control over who can usethe printer and whatlevel of control each individual can
haveoverthe printer andthe printjobs on it. Windows NTServeris definite about
defining levels of individual accessto a printer.

There are four basic levels of user access to a printer:

@ No Access

The printer is not available to users who havethis level of access. They
can see the printer when browsing, butif they attempt to add the printer,
the result is the rather rude message shownin Figure 11.25.

 
FIGURE 11.25

No-access-to-printer message

@ Print

The user can print to the printer but has no control over the printer
queueor the documentsin it unless heor she createdthe printjob.
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@ Manage Documents

The user can pauseprint jobs that are scheduled to print on the printer,
changetheir priority, or even delete them.

@ Full Control

The user can make all changesto the printer, including taking owner-
ship of the printer.

Viewing or Changing Printer Permissions
Thedefault printer security settings for WindowsNT Serverare designed to give
everyonetheability to print, to give the ownerof a print job the ability to manage
that specific print job, and to allow Administrators, Print Operators, and Server
Operators to set or changesecurity settings for a printer. To set or changethe printer
security settings, follow these steps:

1. Choose Settings and then Printers from the submenusthat open from
the Start menu.

2. Right-click the printer for which you wantto changethe security set-
tings. Choose Properties from the menuto bring up the printer’s Prop-

erties dialog box. Click the Security tab to bring the Security page to the
top, as shownin Figure 11.26.

 
FIGURE 11.26

Printer Properties dialog box showing Security page
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3. Click Permissions to view or to modify user permissions. You'll see a
dialog boxlike the one shownin Figure 11.17 on page 232.

4. To changeprinter access permission for one ofthe users or groups listed,
select the user or group. Then select the type of access from the Type Of
Access drop-downlist box. Click OK, and the user or group access is
changed.

5. To add anewuser or groupto the set of permissions, click Add. The
familiar Add Users And Groupsdialog box will appear (Figure 11.27).
The dialog boxlets you assign specific users and groups a permission
level to an object. Select the user or group you wantto add.(Click Show
Usersto include individual users in the list.) Select the type of access
you wantto grantto the user or group, and then click Add. When you
are finished adding the users or groups you wantfor that permission
level, click OK.

INTERACTIVE Users accessing this object localks
Users accessing this object remotely

EPPtint Operators Members can administer domain printers
Zan eplicator Supports file replication in: a dornain
& Server Operators Members can administer damain servers :

“4 SYSTEM ; The operating system .
ialwees 

FIGURE 11.27 

Add Users And Groups dialog box

NOTE

You can only add one type ofpermission at a timefrom the Add Users And Groups dialog
box. You'll have to make repeated trips here if you want to set more than one type of
permission.
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6. If you want to delete the permissionssetting for a particular user or
group, select the user or group and click Removein the Printer Permis-
sions dialog box.

7. Whenyouare finished viewing or modifying the permissions for the
printer, click OK in the Printer Permissions dialog box.

Auditing Printer Operations
Another important aspectof printer security and administrationis being able to see
who has been using and, moreto the point, abusing the system. Printer auditing
allows you to keep track of whether a user or a groupis successfully using a par-
ticular printer option.

Do you wantto make sure you always know if your boss is having anydifficulty
using the printer? No problem; set up an audit log to record any failures from his
account. Do you havea hunch that someof yourusers are abusing their privileges
to jump their printing jobs ahead of others? Set up an audit log for the event.

Whatevents can you audit? Pretty much what you’d expect. You can keep track of
either the successor failure (or both) of the following events:

@ Print Monitors the changesto print status, priority, and so forth

@ Full Control Monitors the changesto the print spoolerstatus,priority,
and so forth

@ Delete Monitors the deletions of print jobs

@ Change Permissions Monitors the changes to permissions

@ Take Ownership Monitorsthe changes to ownership of the printer

WARNING! —

Event logs can get very large, very quickly, on a busy system. Use printer auditing spar-
ingly. It increases the overhead on any actions being audited becauseit requires the events
to be written to the event log—andthe logs can grow very rapidly. For more on audit-
ing and security, see Chapter 21.
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NOTE

To enable logging of the events for a particular printer, you must enable auditingfor the
domain as a whole. You can set up the log, but nothing will actually get written to the
log unless you have the auditingfunction enabled. See Chapter 21 for more on auditing.

To view or changethe auditing on a print queue, follow these steps:

1. Choose Settings and then Printers from the submenusthat open from
the Start menu.

2. Right-click the printer you wantto audit or for the audit record to view.
Choose Properties from the menuto bring up the printer’s Properties
dialog box. Click the Security tab.

3. Click Auditing to view the current auditing status of the printer. If the
audit function is enabled on this printer, the window will looklike the
one in Figure 11.28. The default setting for printer auditing is disabled.

F closter Post
1 haroldt (Tuner, Harold 4. 

FIGURE 11.28
Printer Auditing dialog box showing auditing enabled

 

4. To audit an eventfor a user or group,click Addto bring up the stan-
dard Add Users And Groupsdialog box used throughout Windows NT
(Figure 11.29).
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Type the nameof the individual users or groups whoseuseofthe
printer you want to monitor in the Add Namestext box. Click OK to
return to the Printer Auditing dialog box.

: £35 NETWORK Users accessing this object remotely
oo Earint Operators Members can administer domain printers

Aeee ; Supports file replication in a domaineecee
The operating system: Technical Writers

eeisers — ge, Bidinany user

 

o ASCRIBES\Gomain Users: SCRIBES \Print Operators 
FIGURE 11.29

Add Users And Groups dialog box showing group to be added to audit list

5. The Printer Auditing dialog box will display the users or groups you
have chosen to audit and also the kinds of printing events you can au-
dit as shownin Figure 11.30 on the following page.

6. Select the user or group name, and then click the check boxes for the
events you wantto audit for that user or group of users. You can choose
to audit both the success and thefailure of any event.

7. If you decide to stop auditing a particular user or group,select the user
or group nameandclick Remove.

8. When you’re done viewing or modifying the events being audited for

this printer, click OK. Then click OKagain to exit the printer’s Proper-
ties dialog box.

Auditing print operations can be an effective and useful tool for troubleshooting,
but wefind thatit’s a managementtool best used judiciously. It’s easy to get bur-
ied in so muchdetail that it’s hard to find the root problem.
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A of Foster, Gary
d © harold(Turmer, Harold 4.3

: | ee Print Operators
ES? Server Operators  
 

 
FIGURE 11.30

Printer Auditing dialog box showing users and groups addedto auditlog

 
# Choose yourprinter locationson thebasis of the projected use (and

users) of the printer.

@ Use network orserial connections rather than parallel connections to
the printer; it reduces the load on the server and increases yourflexi-
bility in being able to moveprinters from onelocation to another.

@ The physical printer and the logical printer are managed separately.

@ Use auditing as a troubleshooting tool, but use it sparingly.

 
In Chapter 12, we'll talk about managing your disk resources—thefiles, the fold-
ers, and the sharing of these resources on the network.
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Part 4 Running the Network

You can also drag a documentonto a printer icon that you've placed on the Win-
dows desktop. To place a printer icon on the desktop, follow these stepsin all versions of
Windows:

1. On the Start menu, point to Settings, and then click Printers.

2. In the Printers window,right-click a printer and choose Create Shortcut from the
shortcut menu.

3. When a message tells you that you can’t place a shortcutin the Printers folder and
asks whether you want to place the shortcut on the desktop instead,click Yes.

Connecting Printers Directly to the Network
Because a printer that’s connected to a computeron the network works only when the
computer is on, you might wantto use an alternative: connecting theprinter directly to
the network. Connecting a printer directly to the networkalso frees up a computer’s
printer port so that you can hook up an external Zip drive, scanner, or otherparallel de-
vice without a conflict.

In a twisted-pair network, you use twisted-pair cable to connecta printer to the
hub. In a thin Ethernet network, you use coaxial cable to connect theprinter to the net-
work interface card (NIC) of the nearest networked device. Because the printerisn’t con-
nected to the printer port of a computer, anyone on the network can access it directly as
long as the printer is turned on.

The disadvantage of connecting printers directly to the network is expense. Most
printers are designed only for standard parallel connections. To connect them directly to
the network, you'll need to purchase either a network-ready printer or a print server, a de-
vice that makes your printer network-ready.

Network-ready printers have a NIC built in. They cost more than standard printers
and can bealittle harder to find. The print server is equipped with an Ethernet connec-
tion on one side andaparallel, or possibly serial, connection on the other.

The least expensive print servers are called pocket servers. About the size of a pack of
cigarettes, a pocketserver plugsdirectly into a printer’s parallel port. The twisted-pair
cable from the network hubor the coaxial cable from another networked device plugs
into the other end of the server.

Anothertype of print server connects to a printer with a cable. These external serv-
ers are usually more expensive than pocketservers, but they might include additional fea-
tures. Some models, for example, have more thanoneparallel port, allowing them to
connect several printers to the network at the same time.
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For some HP LaserJet printers, you can purchase an internal print server thatfits inside
the printer, much the way some NICs fit inside a computer.

Whenselecting a print server, make sure it matches your cable type—either twisted
pair or coaxial. Someprintservers, but notall, can accommodate both types.

The print server must also support the protocol youre using on your network. Some
print servers support only IPX/SPX; others require either TCP/IP or NetBEUL

Finally, while most printers have a standard-sized parallel port, called a Centronics
port, some models, such as the LaserJet 1100, have a smaller mini-Centronics port. The
standard-sized connection on a pocket print server won'tfit a mini-Centronics port. If
youre using such a printer, you'll need an adapterfor the printserver.

To install an external print server, just connect the cable that came with theprinter to the
server's parallel connection. Connectthe network cable to the server’s network connection.

Setting Up a Pocket Print Server
Many different models of pocket print servers exist. Although they all operate in about
the same way, their setup procedures vary. Mostservers are sold with software that helps
them connect to the network, butthe process really depends on the type of protocol the
server supports.

A TCPIIPserver needs to be assigned an IP address. With a Windows peer-to-peer
network, you'll probably have to assign the servera static IP address that isn’t used by any
computer on the network. Consequently, you might haveto assign static IP addresses to
every computer on the network as well, rather than have Windowsassign them for you.
Check the literature that came with your server for step-by-step directionsfor assigningit
an IP address.

Most manufacturers provide programsto help you through the process. The
Microplex Ethernet Pocket Print Server, for example, offers two programsfor configuring
the print server—IPAssign and Waldo. The IPAssign program, whose main dialog box is
shown in Figure 11-5, accesses the print server through the Ethernet address andassignsit
an IP address of your choosing.
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  exactly |X]

microplex .
Ethemet Address foo:eo: 72:00:00:00 Assian..

Ethemet Address —|P Address Madel Senal Clear List |

Ew | |

Requests Received 9
Pending Requests 0

 
 

Figure 11-5.

The IPAssign program for a Microplexprint server assigns an IP address to the server.

The Waldo program is Java based, so you must have the Java runtimefiles installed
on your computer. When you run Waldo,it searches for a Microplex print server on the
network and displays its Ethernet address.

c= = =| eis = = a anaStatus) Ethernet Address IP Address  
eaeeae 
 

You can then click the Assign button in the Waldo window to associate an IP ad-
dress and subnet to the Ethernet address.

micrplex
IP Address: |

Subnet Mask: [255.255.0.0
Default Gateway: (172.16.0.0

; Assign... | Cancel | Help... |

 

 
 
 
 

Onceyouassign an IP address to yourserver, you configure Windows to communi-
cate with the printer. Youfirst have to associate the server with a printer port. The default
port mostprinters use is called LPTt, the parallel connector thatthe printer cable plugs
into. When you configured yourprinter, as you learned in “Installing a Printer” earlier in

246 ROKU EXH. 1002

 



ROKU EXH. 1002

 

  

Printing Across the Network Chapter u

this chapter, you associated the printer with the port so Windows knows where to send
the information to be printed—to the LPT1 port and then out to the printer.

When you connecta print server to the network, you need to create a port with
which the IP addressis linked. When you associate a printer to that port, Windows sends
the information to be printed through the network and the Ethernet address of the print
server.

How you associate a printer port to the print server depends on the print server it-
self. With Microplex servers, for example, the server appears as a device in Network
Neighborhood or My Network Places and has four ports associated with it. When you
configure the printer, you browse to the port you want to use in the same way you would
browse to a workstation, as explained in the section “Accessing a Shared Printer,” earlier
in this chapter.

Other manufacturers handle port assignments differently. The pocket print servers
from Axis Communications, for instance, don’t appear in Network Neighborhood or My
Network Places. Instead, you use the NetPilot program to associate the server with a port,
and then you use a program called Axis Print System to add the printer to Windows.

Microplex and Axis certainly aren’ the only makers of pocket print servers. Table
11-1, later in this chapter, lists other print server makes and models. |

Setting Up an External Print Server
External print servers, an alternative to pocket print servers, connectto a printer by cable
rather than plug directly into the printeritself. External servers work in the same way and
are set up the same way as pocket printservers, although they're more expensive than
pocketprint servers. Many models also come with two or moreparallel connections that
allow you to place multiple printers on the network so that you can use different printers
for different documents.

Hewlett-Packard’s JetDirect print servers, for example, work with virtually any
printer equipped with a parallel port—notjust HP’s own brand. Theline includes two
models that have three parallel connections and a one-printer model, the 170X, that’s
more suitable for home networks.

Setting up an HPprintserveris easy. After you connectthe server both to the
printer and to your network hub, you press a small button on the back of the server to
print out a page of configuration information, including the electronic hardware address
that is built into the device.

You then install the JetAdmin program supplied with the server and use the HP
JetDirect Printer Wizard to configure the device. Figure 11-6 shows the wizard page in
which you select a protocol and enter the unit’s hardware address.
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© Network Printer Name:
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  Printer List...

 
 
 

Figure 11-6.

The HPJetDirect Printer Wizardprompts you to select a protocol and enter the server’s hardware address.

Using the address, JetAdmin locates the printer and displays a dialog box in which
you can specify an IP address if you're using the TCP/IP protocol. After a few additional
steps, JetAdmin starts the Add Printer Wizard in Windows, which opens a dialog box that
prompts you to assign an IP address.

even 
This.JewDwract device ienot confiouedfor TOPAP. Please enter a
TCPARaddiess + use with your JeDient device, and click OF.

if pou de not know which TCPAP address io uee, contact your
nelwictk adranistatar

PP Cosetteeniieateasinnisnensnuninanieiiidrnstimaetrenrisaiaiannieaties,
After the JetAdmin setup, you can send documentsto the printer from your com-

puter, and other network users can select the printer as their network printer and print
documents even when your computerisn’t on.

Many manufacturers of print servers exist, so you have plenty of choices. Table 11-1
lists print server makes and models and each manufacturer’s Web address.
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-cceitnussasgnenasanceanrenmnnnnnaetiiinimmisninnaeiniitetnctnitinttntmeattHTT

Manufacturer ModelsWeb ite
Axis Pocket, and one-port and ttp:/hwww.axis.com!
Communications two-port models, some with

both parallel and serial ports

NETGEAR One- and two-port models, http:/hwww.netgear.com/
some with built-in four-port
hub |

Emulex Pocket, and two-port and Attp://www.emulex.com/
three-port models

Extended Systems Pocket, and one-port and http://www. extendedsystems.com/
two-port models, some with
both parallel andserial ports

Hewlett-Packard One-port and three-port http://www.hp.com!/
JetDirect models, external and internal,

and one modelfor sharing
over hometelephonelines

Intel NetPort Express  One-port and three-port models http://www. intel.com/
Lantronix Pocket and external print servers, http.//www.lantronix. com/

up to six-port models (four
parallel and twoserial)

Linksys EtherFast One-port and three-port models Artp://www. linksys.coml
MicroPlex Pocket, and a four-port model http://www.microplex,.com!

(two parallel and two serial)

Sharing printers on a network can be a great time-saver and step-saver. You'll no
longer need to carry a disk to another computer to print a document or-carry a printer to
another computer. With Windows, you don't have to purchase anyadditional software or
hardware unless you want to connect yourprinter directly to the network.

Sharingfiles and printers isn’t the only benefit of connecting computers on a net-
work, however. You'll learn in the next chapter that you can use your network to create a -
family e-mail system for sending andreceiving messages between family members.
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FUTURES 

CONSUMER IMAGE EDITING 

Point-and-Shoot 
Software 
TUI.LY Wl~Nf.ll CllOTTA ANO 

IU CIOTTA 

Yoo1lrall in IO\c Y<llh )Out PC all o\'er a •ain 
you t. n pl )mg "'"h d.i~1tal 
CX1C of these p ckag fi,c red~. 

ll\l CODlrbl and brig.hlne ~ II Y.llh a 

or"'oorthe moUM:- thcn mO\c on to 
o-cnmore fun thin~includmg ~lune )Our 

car and calc:ndar.' ' '".""'""· L~ 

PERIPHERALS 

Digital Came 
IY OAl'Ul!L CllOTTA AND 
!ALLY WI! U CIO I TA 

Thc)·\c ~ a I ng wa) (m a 
~timc).bahy.Tht Lile:'ll g~ncr• 
~ of digital camera deliver. 
IC'M·lS-rrun quality phot~ in 
brgtr mes. Modch range from 
lXn to SI and \ 'It) in fc:i• 

euo 1tie\-e a""vded Ed110~· 
~ in th,ec m;irfu:t ~-gmcn 
ru th.at di,gi ta.I cameras o{frr. 
lhc) 're•'Of1h the prn .... "_l 16 

ePIIOIOOe •"-(d nlO 1111 
Cort i rYi!!t ltout• l,l,t9,c 0. t ll , .. 
lh'll'l• 20 167 
MGI Pll010S111e I "' MuotollP>a...• l !l'I 11) 

Hd "1,cm(, K l 20 l it 
(,S I O!oiU 1\1 
$u'l•bln, 111b I 

,~,o ~'"-
ou,., -.-.fc11::r1 I /I 
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F"'6i MX!OQ.MX1QI ___ 111 

H' ,t,CIIDSaa,t C3lll 131 
t Q-MIOIY ____ l J I 

Ltteai ... lll 121 
,...c.,pa,: 111111 ,. 
01wm .... 0. z-. 0'4JGl 
lllcOII ROC-Om AIJC.OID 
s..,.v,cJOGO 
$cry MVC-F011. M'\IC.fDel 
r..,.bt l'OII MI 

Ed.wt' Cllo,u 
hrisnanu lnlS 111d 0119Ul~• 
H&1eh• Ml "-\dte. 1" 
lffl TI....-Eu,erlll•C
Slsmnwyd future, 

COLUMNISTS 

MICalCaDl■----·...lt 
1111.L. M MH IIIOla --, . .M 
,IOta C. DVallM-nMH..117 

- T'IIACll .- ..... _ .. .., 

.-RYMOUR .. -·""··· 9J 

alLL HOWARD woo• -•-"-•" 

SOLUTIONS 

Tutor ••• •--•m•••- - •••J " 
E,cpenseon buses provide vi
tal connectaon to peripherals. 

lJser to lJser -·--·" .... 197 
Ute Word to create presenta• 
tt0n1, automate Windows 
log on, transpose Excel 
1magn eea,ty, and more. 

lnCtrM makes keeping track 
of program installation easy 

Internet User ...... - ... - 212 
You can 94't OHTML to work 
in both IE and Navigator. 

PC Tech ..... m ................. 21s 
Microaofl Visual CH 6 O 
11 both easier and more 
~ rfut. 

AFTER HOURS 

A Woi,td View ........ ·-·-· u1 
Oist·based encyclopedi 
provide u fut, up-t<H:laie 
Information. 

Shogo ....... ._.252 
A first-person 
shooting game 
th t's in • league 

ong1nal from 

UNIVERSITY OF ' PC \lA("oA/l"f- 7 

ROKU EXH. 1002



~
 

"' u, 0 

g
;J

 
gm

 

0 
-

=: ... ,
 

-a
O

 
-
o

 
:I 

O
 

,.
 

• 
• 

.,
 

:I 
,.

 
,
i
 

. 
• 

• 
• 

i~
 

c;
;Z

 
~
 

~
 

~
 

}O
 t 

!H
U

J ;
:ir

 1 !f
 !.'i

ii 
if

ii 
1·!;

1: 11 1:1
 f'il'

,~!
fl!f

~~
 

~
 

!1
 t ,

 .. ,
 J1

1r
 11

 1:I e
iln

 if 
i' 

!t
, 

I 
1
1 a

 iJ
.. 

II 
i'1

 
z 

rv
 ~ 

!Jf
J}

i J
u

 .. 
·I

 11
'. ~ 

! u
,1

1J
1~

t!"
l8

 1!1
1 ,1~

1t1 il
 

s. 
fl!'

 
I ft

E-
1 

E
i,

 
, 

i 
jl

}i
 11

 •
 • 

~ 'I
" 

11~
t--z

 
z 

t'ti
.i!

, e
ih

 f
t r:

 }I
f 

r!
.,1 -h

jt,
~ ·1

111
,.11

11
 

? 
!1

11
!.

 i!
! 

e1
 i

i•
•i

 ,-'
I' l

if
)i

~ 
ls

1i
 t

.. 
0 

:i 
a·1

·i
it

 ~
~~
 

~,
s~

f· 
ti

J 
~

!a
tl

 
I"

! 
E

i 
;;. 

f!f
:J

1 
I~.

: 
Ji 

J,'J
a ,,

i "
r!i!

 r'
"'1 i1

·11
1•s

1f}
li 

!!! 
J•

f-
J 

=
,i,

 
sS

 
ll

• 
•a1

 
... i 

,[
 

}t
•a

t!
•"

 
-

·-
' 

, .
. 

rJ
j 

f
l 
.,n 

•. u 
1J

et
r1

r 
l 

J,1~
1 

i 
i•

!l
 ·1 

H
e.

 
'i

sl
; 

!;~
 H=

 t~
f•

 
~•

 
lJ 

-
ilt.

lli 
·.'~I

 ~
; a

 i 
r:1 

ii•
i'•

I 
11

. ,ft
J,!t

 
<

 
n

t1
i 

~
i·

 
I?

 
,.

 
!l

t.l
~&

 
s►

':-
Jw 

,e-
m

 
~1

1.
; 

n
! 

1
; 

lf
t 

11
,1

!1
 

d
'.h

 
,,

,,
. 

:::u
 ~ 
j 

if 
'! 

i1
t;j

fJ
fi 

!If
: f~

 J~
l f

~
 

Jl~
f;~

 If 
~ ~

 
H

 h !
ffh

!ri
f !

;iJ
 i~

1:r
11

 •f:
••~

 :if
.ti

 if
 

:;,
 

ti
l 

9
-

J-
· [

1
:f

~ 
s 
1~

~, 
~;, 

.~
1 .

. 1
 f

r.
il

l 
sf

,1
,..&

 l 
~ 

3 
1~

 J
!

. a
r-

.{
tJ

!i
. 1

°:
 E

ii
fi

l'
! 

h}
is

i 
ill'

'· 
n 

iJ
 !

' 
P

~
iJ

i'1
1 

i~
M

 -
-!

•~
-f

jl§ 
·r•

 a-
~?

~ 
9 

:i
: 

;7
 !

! 
:/

Ji
au

:!
~~

, 
1 !

 1
i1

 
l 

, 
'I

 
e 

Ii
 

f 
~ 

I!
 11

 
ii
i. •

iiJ
• 

~f
i 

'.il
!ii

 !l
tl!

i 
!,!

i 
i 

z 
a.

! 
!i

 
fj

fl
ji

'~
 
~~

I 
1
'·

1
 

I 
::.

lf
1
i 

~-
Jf

 
f 

~ 
l 

I 
ii•~

~i~
J 

~f
' 

1•!
!1!

~ :
;.

:1•
 '

;B•,
i 

n 

~ 
I l 

i.
~

,.
..

 
~J

J 
1:i

~ 
I 

.,
. 

r,2
.!J

f 
I 

ic
 

!I 

i 
j 

i!,~
"i!ii

~ 
1 1!: 

!fh
t 

!J.
 lI 

t1
I 

t' 
: 

i 
i 

ti 
;,,~

, 
1 1

 i
 ;i!

: 
!f

('l
 

rti
? 

► 
• 

2 
''"

~
iil

l 
1,, 

~
<

:;
S

J 
~I

i 
1,

:--
:\ 

! 

-
111

111
1 f I

 ti '-~
 I i

 I
 I i I

 f 11 
i i

 I '. f
 r 11

 i I: 
f J

 f I
 Ci-

--
~--.-

~'. 
I 

l 'II
 

! 
~ ;

 ~ 
i 

i 
1 

{ 
il

 I
I 

l 
~ l

 !
 8

 J 
r % r

 
-

II'
 ·-

-· 
I 

i 
! 

' 
i 

! 
~ '

J 
l J

'" !
 ..

 :1 
f c

 
1 

-
.. _

__ 
_ 

r 
.a

 i 
r !

if
"'

 Jr
!l

!I
! W

u 
ti

j,
 

i 
ht

 i)J
t-

1 
IJ!

 Jz
lf

 &
!f 
f if

i 
J~

if
•,1

~ 
t 

I 
}t

,_,
! t

1
r 

f-
-j~

 II
' I

f 
J~

if
 

=
 n 
ii 

u·
 .,U

id i
H 

1111
 Pi

loh
h 1r~u

Hi 
1•

 f 
!11 1 J

I 
HI

 tl
OU

! H
s H

II
 t1 1H

ltU
!~

i'n
 •H

 ,
 

t1
 

0i
 

'""
fl 

f
l[

C
i'

iJ
 1

~1
5'

tn
 

I 
11

!J
l;

7j
1:

[ 
Ii' 

I 
11 1 Ir

 
~•~

Iii
! !

f 
i!J

I · 1;1a
!II

J 
f .. '

1 ( 
1

~ 
J 

i 
f 

i• 
JI

Ji
rt

} 
i&

f 
J:

,: 
•1 

•!
i1

ff 
~ 

1 
r 

I 
ri 

hJ
i'' Q

 
ii

. 
~

.1
-

,!
 

i
,
.
 •
•
 ,
.
 

, 

f 
f 

fl
 

111
111

 is
 ~

!~ 
lli

iiJ
f Ii

 
~ 

f 
f 

rf
 

J1
;f

i 
I 

'1
i 

ii
tl

lf
i'.

§'
I 

J 

f 
f:. 

,lt
ij 

a 
1 .1

 l
§

sl
 
1►

1!
1 
! 

a 
j 

i 
f 5

 
f 

z 
~ 

ROKU EXH. 1002



Networking 

BY 

STEVE 

RIGNEY 

Mo I depar1mcntal and 
enterprise printer come 
with their own network 
connection . If your print
er doe n't come ready to 
hare, however. you're not 

out of luck. One solution is 
to connec1 it 10 the depan
men1al file crver via a 
tandard parallel cable. 

But ince parallel cables 
become unreliable after 
some 25 feet. you may nor 
be able to place 1he printer 
where ii ii fhosl com·cnient 
to user·. You can alsoc~:>n
nect your printers to client 
P in a peer-10-pcer cc
nario. bur in order to use 
tho e printer . you' ll ha"'e 
to make ure 1he PC arc 
turned on. And the us.ers 
of those client tems may 
uffer my teriou pause 

while the P route pnnl 
job . 

The be t way to connect 
network printers is through 
a print server. which i a 
·mall hardware devi e with 
a network conn~tion. par• 

Today's print servers make sharing printers on 
the LA easier and less expensive 

than ever before. 

A.c1s Comme1n1cet,ons Inc _,, __ , ... ___ .115 Imel Corp .. _ .. • .. ·-····------189 
Caste .. Inc _ .. _ ..... _.... ..115 laxm,rk ln11m•t10fltl Inc ___ 189 

D•Li Systems Inc ...... ---·---·-····· Illa lJnuys Inc _.,,.._,., .... -..... 193 
Emult Corp .. ____ 188 M1c1oplex Systems lid .... --····-····-······-'SJ 
Extendtd Systems Inc. -·-·-···-··--·· ... 188 Osttom Technolog ts Inc -····--·····-.. ·.. 193 

··;::~ ...... "GO S le "' ,...,.,.,,, ..... :~IVE~~•~Tlrom·~· · 
A 'fA<aALINl: 17" 
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ALE SERVER PRINTING 
Cl,ttlltl MtMI priM I• tt die flle 
NMI, wfllkll ..-dt• 1114 
....... to .. .,, .. "'"'· 

DIRECT PRINTING 
Cli1111S send print 10b, directly to the 
print Hrvtr. which qi,eun the priat 
1011, Hd uads them to the 
approp,iate attached pmrt,ra.. 

aJlcl and serial ports, and software that 
take print jobs from cHents or a server 
and route Lhem to the connected printers 
one at a time. Be t of all. incc print 
servers connect directly to the network, 
they let you place your printers just about 
anywhere you want. 

PLAYHI HD PIICl 
In this roundup. we look at 11 network 
print crvcrs: the Axi IPrintPoint 
560/100 JP. Ca telle LA pre s JP/100. 
D-Linlc OP-300. Emulex ETOue 
PRO2. Extended Sy tern Extend cl 
IOOx. HP Jet Direct 500X. Intel etpon
Expre s 10/100, Lexmark MarkNet Pro 
3, Linksys 1hcrFa 1 3-Pon 101100. 
Microplex M202 Plus. and the O icom 

ETPrint 1000 10/100. 
The good news for mall b~ine. c 

and workgroups is 1hat print en•crs have 
tead1ly come down in price ince v.e 

HTWIIIIH 

Print Servien 

TIit lilt ..... ICC8lJII pM ,obt fnlll 
11\t clittlb . ,.. llolds 01 111111191t 
PlillC ..,..., tnd I c,r,nttr.,. ,. 

£1lerlage11111'.1t and accourGII 
r,;orotocot 1'1e NOS ....... 

d d • llld Cf'\J •• laXld 

Thepm..-ll.-.cl11Ma._ .... ...., 
l!'ldund IICl'll!ltlldll-•t.,,. 

I 

PRO: ,o t,19 se"""r reou11ed File..,...,, Cfll, end hard 
Tl I Pfll'll Hrv■r IC cepls pn,- ,obs from 
li!ll clietltJ ,~d holds Ultm td. ll'f ttf 
IS ready lhtft,, HnG) Hth fOb ID Ole 
t;,plQOlll!I pl 111111 

, h fDr 01her ta ks 

CON: o w,tr1 ,1ed managomer. and accountJng To rxant 
var !rom a W,ndows 9x c nt. you musl ta spac, 

,,mdor s;J~hed or third-pan,, dr .rs on evf!1V dent PC 
~ ... ,ltrwl,.,. 
conlnl 

looked at them last year. For example. tbe 
dual-parallel-port D-Link DP-300 ha a 
rock-bonom price ofS199. 

The other good news is that we found 
these devices easier to set up than ever 
before. And most of them can be 
managed remotely either v1,1 
Microsoft Wmdows software 
or over the Web with a stan
dard browser. 

I I U Tl IUY 
All of the print servers we 
le tcd performed well. ln foci. 
we found that the bottleneck m 
the printing proce was not the print 
server bu11hc printers to which they were 
connected. The diC(crencc among tbe:sc 
device he in prtce. the number of printer 
port they provide. whether they have 
Fa t thcrnct or jusl Ethernet connec
tion . and v. h1ch open1110g y tcm and 

protocols they support. 
Another important difference lies in 

the type of remote management offered. 
All offer ome kind of Windows-based 
management utility. Most now also come 

with Web erver and permit 
management over the Internet 

or company network via an 
standard Web browser. We 
especially liked the man• 
agcmcot packages from 
Extended Systems. HP. and 

Intel , which were thorough. 
v.ell organized. and easy to 

u c HP's excellent JetAdmin 
software let you m.anage several type 

or S MP device and organize and map 
them logically by department. group. or 
capabiliLie . 

Our Contributors: TE E RIG EY h, a contnhuting editor of PC \1agazme. 
JEFFREY G. Wm 1 the technical director for networkmg and commumca1ion ·. and 
R VAS SNEDEGAR is a technical analy tat P Magazmc Lab!>. Kt. VJ'II Yov,t, v. the 
project leader and executive editor. LEO' F.Rt.A..,GFR v..1 in charge of thi, ,tory 

ing HP' JetAdmin with HP print· 
ers. you al o get monjtoring capabilitie 
that go beyond the typical basic error.. 
and online/off-line notification to inform 
you graphically of paper jam • paper out. 
and lhc talu of toner and other consum
able . The ame i true when you use the 
LumJrk print M:rver- management oft-

1ao P't' MAC..VJNP ~~LIARY l9.IMGo qle 0ng1nal from 
1 11\11\/&:Q C:ITV ('~ lr"-! l ~ AI\I 
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ure with Lexmark pnnters. Interesting 
co note. the Axi and Extended Sy terns 
pnnt servers also work with the HP Web 
JelAdmin utility. 

The Axi PrintPoint 560/100 3P can 
wort as a oveU Distributed Print System 
l~'DPS) devioe, which let etWare 
theorsscarch for printers on the LA by 

non and capabilities (color. paper 
111.und so forth), a well a outomatical
lymstall appropriate printer drivers. 

AU of the servers come with at lea t 
r.o parallel port • which hould be 
aioogh for most 1ostalla Lion . If you want 
ioconnect a third or fourth printer in the 

e location. the Castelle. Extended 
) terns. HP. and Link product pro-

mie a third port. Most also provide sc rial 
IX'f'IS, but these are no longer widely used. 

Many of the unit al o provide 101100 
Q:ln.nections for both Ethernet and Fast 
Elbemct DCl\\'Ofks. Only the Emulc,r and 
Miaoplex products were limited to 10-
Mbps Ethernet. 

And most of the print servers wilJ work 
01crJlnt about any network protocol ) 'OU 

U\e, including AppleTalk. IPX. ct
BEUi, and TCPnP. But make ure you 
can use the network: protocol you want 
l\1tbyourNOS. For example. the D-Link 
DP-300 can print onJ)• over etBEUI 
imder Windows 95 and over IPX under 
NetWare. The LinkSys product works 
only over IPX with et Ware and docsn·, 
,ort ~'itb any protocol besides IPX and 
TCP,1P. This may require you to reconfig
ure all )'Our Window 95 chents if they're 
pmcotly oonfigured for TCP/IP. 

PlflTIII I ITI A Ill 

T 

HTWHI IH 

Print Servers 

• HP JetDirect 500X 
w -.. T • I 

I I I I 
I I ~ 

. ' -
- r-. 
- I I - - . I - 1 

1ntw.t4mj 
EDITORS' 
CHOICI 

All of the print servers we tested performed well and 
were reasonably easy to set up and configure, but the 
HP ]etDirect 500X represents the best combination 

of functionality.manage• 
ment, and price. 

For a list price or 
only $399, you get n print crvcr with 
three parallel ports, as well as support 
for 1he emerging Internet Printing 
Pro1ocol and HP' ne1worked all-in
one de,•ices that lcl you sam directly 
to prin1. You also get HP's excellent 
JctAdmin oftware which goc a tep 
beyond most print server manage
ment packages. Je1Admin lets you 
manage many different type of 
S MP-compliant printers and other 
HP device nd also organize and map 

offers an IPP prototype client driver as a 
free download from its Web site (www 
.printus.ibm.coml1ppllpp.html). Expect 
to see printer RLs on bu inc card in 
the near future. 

Axis PrtntPolnt 580/100 3P 
S49t t,n Wolkll\. MA. I00-4"•2M7, n1-D-1111; 
- alOI COID1. 900 II www.pcm1g com/tnloin 

• tut year, we liked the Print Point 
601100 3P' small footprint. good per-

them graphically by depanment. loca
tion, or capabilitie . Combine the Jet
Direct with some market-leading HP 
prin1crs and you get detailed mforma
lion and alerts on consumables such as 
paper and toner. 

We al o liked the Intel etPort
Exprc 10/100. which also has excel
lent setup and management software, 
as well as lhe Axis PrintPoint 560/100 
3P and 1hc Extended Systems Extend-

ct lOOx, which were easy 10 use. and 
can be configured with ttP·s JctAdrnfo 
software in addition to their own Web
based managemen, packages. 

formance. and eas)' setup, This year. 
Axi has added a TCP/IP driver for Win
dows 9x- ba ed clients and the ability 10 
erve a a ovell Distributed Print )' -

1cm device. 
If you already have HP print sef'\•ers 

on your network. you can use HP' popu
lar JetAdmin oftware. which HP pack
ag wi1h its own print server , to config
ure and monitor the Axis PrintPoint 
560/ 100 3P. Ax:is also bundle its excellent 

Wmdows-basc.d e1Pilo1 u11l
i1y. which automatically look 
for Axi print ervers and 
guide you through setup. 
You can then use any browser 
to connect to the built-in 
HTTP server and manage the 
de,'icc.-Stt', t' R,gnt'l' 

Castelle Wpreu 
3P/100 
s,m kll. Saro Clara, CA.IOO-Z&7556. 
G-06-0l7t- cNtell, com, 901 al 
www pcma~ c-'infohnk 

e Thc mo t exciting feature 
. of the Ca tclle LANprc , 

~~~=c 

3P/IOO I it Jntcrnc1 Printing ... 

A new standard in lhe works 
from the Printer Working 
Group of the Internet Engi
DiCering Task force will let 
>0•11 Print to any compliant 
pnntcron the Internet, if you 
hltc rights to 11. Called the 
lntcmct Printing Protocol, it 
,,a let printers on the Internet 
st"'t a imilar function 1hat 
rax machines erve today. 
FmaJ approval scheduled for 
rnid•De~mbcr 1998. Only the 
HP Jc1Direc1 SOOX suppon 
lhe lPP tandud toda hut 
HP did not have a clien1 r~ady 
for · review. IBM currently 

, .... AJClt l"r'tntPolnt 560/100 3P hilt on~ of thl botter Wab- b SC-d 
package. which lets you pro
duce output by sending e-mail 

D 
manco•nt pac~k~•e· WI t11t1d. Onglr 

UNIVERSITY ~ l 
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r: products In our mu, roundup 
offer ports for attaching mt.ffiple 
printers to a networlc. lfyou have on~ 

one printer to attach.you can go with a 
-~~se,wr,but 
otherwtle. the~crttenaarethe 
same. Youwantaproca,ct that accommo
dataayotroperaU~aystama and net
wori( protocols and that Is simple to set up 
and manatL And tryotJ•re ue,,t on space. 
YoU'II want one with a amal foou,rtnt. We 
IOOlled at four of thae d1mmuttve 
devices from Extended Systems, H>a ta, 
lnUI, and llnksya. All provide a slngJa 

para! Port and work In Win

dows NT and etWaronet
worklng enwonments. AllY of 
these producta wtll do the Job. 
Your Choice comes down tor 
tircs and price. 

UTEIIDED SYSTEMS ,oc1n,ao 

Though not much targer than the en 
of a printer cable, the Extended Sys
tems Pocut.Pro (S 190 street) packs 
ptenty of features, Including very aoo,d 
Web-based manage nt. The parallel 
port of tht product can attach directly to 
the back ofyourprlnter, and there's an 
RJ--45 connect.or for twisted paJr wlrtng 
to )'Olr 10-Mbps nel'WOl1( (but not 100 
Mbps). The ExtencMew software makes 
tnstallatlon and mana&ement amazin,.ty 
simple; print.er-condition alerts were the 
easiest to set up of ai,y l)f'OdUct here. 

_Nooro,,__ .. 
-

HTWHIIII 

Print Serum 

(Extended Systems Inc.; 800-236-7578, 
208-.322-7578; www.extendsystems.com; 
90l at www.pcmat,.com/1nf0llnk.) 

I-HU EllYCII ETI 111 
~ amaJer then a cl8anrtt,e pack, the 
1--0ata EasyCom Eth 100 (1300 street) 
takell Web~ to the hill. shun
ning ai,y addltlonal software. Aft.er you 
pl!& the unit Into the printer, It prints out 
lnst.allaUon lnstJ'uctlOn$. Al with the other 

products l"llliowed here. you can assign IP 
addresses manualty or Illa DHCP. You can 
set up ►mall alerts. but the lnstructJons 
for doln8 so are sparse. (I-Data Inc~ 51&-
2~ wwwJ-data.com; mat 
~.pcma.f.com/lnfolfnlc.) 

lllU IETPHT llPIHI 11/111 
We found the lnstaltaUon software of the 
Intel NetPortExpress (S260 street) to be 

the best of the lot. The Netport. about 
the size of a paperback book, off en 11>
and 100- Mbpa connectMty, aa wel u 
the obllCatory Web Al"Y91" for~ 
manaaen,ent. Besides the RJ-45 and 

parallel connectlona, the unit hU a test 
button for troubleshoolln& and DIP 
switches If you wlSh to force the auto
sensing networtd"i to etther speed. For 
addltlonal mana,ement, the NIU>Ort 
Manager toftware offers a drop-down 

menu t lets ye>u conftg,.n aler'tl to 
~ In COf1)uncUon with Intel's 1.ANDelk 
Ma nag ent Suite. (Intel C.Orp.; IM>0-538-

3373, 503-2M-73M; www.ul 
.com; 906at www.pcm4coml 
lnfo/fnlc.) 

UHIYI PICIETPIIIT 
au,u ,,,, 

~ The least expensive product WI 

tested, the UnkayS PoclultPrtlt 
ScNer PPS1 (Sl70 atrtet). fttl In 

your p Im and accommodates 10-Mbps 
n tworks via a RJ-45 connector, pluS a 
BMC connector for older, thin net coaxlll 
cablln, $YSlems. The software II WlndowS 
onty: there's no Web management. A 
Wiza~ setup coven the monll~ 
Ing bues. One minor nit; to conftgure the 
unit for peer-\(H>e81' netwof't(l,__you'I 
need to Install proprietary son.ware on 
each client. (Unk:Sya Inc~ 80()-:646-5797, 
94&-261-12.88; wwwJlnqys.com; 908 at 
www.pctn8'.CMlllnfoflnk.>--Mffrty lfftt 

O\cr the Internet to the print )cr,cr. D-Unk DP-300 
thereby providing a capabtht~ imalar to =..:::::.=.-=::::...... ____ __ _ 
a ra~ machine. But tho ugh )OU can u,c """"-'"",.. CA.I00-326-1611.tt9~5S-1• 
lh1 feature to pnnt o, e r the Interne t. the - dhnktom, 102at-j)Cm1g cOffll'lnlol 

LA pre,, 1 not compliant "1th the • ThcO-LmkOP-300i thele 1expcn
lntcrnc1 Pnntmg Pro tocol, a , the HP )ave muhiport pnnt en·cr "'e te ted. II 
product. Other'.' t!>e, the LA pre,, 1,; a come, with three port and can ""ork "11h 
competent thrcc•por1 F,1\1 f-lhcrnet mo t ma,o r protocol and OS . linfot1u-
prmt 'iCf\c r that \.\Ori.., w11h m uh1ple natcl~•. )OU do n' t ge t the MlfflC protocol 
protocol,;• nd pctfomi, well 0c"t1biht) a~ with most o( the produm we 

\\ e hL.cd the LA '-pre"·., bundled tc-\lcd \ indo" 9, chcnts can pnnt onl) 
MPAdm1n confwurat,on ut1ht) but not u,mg c tBEUl.and ctW rcchcnt arc 

1 I h at 11 " orl., onl} u, er IP~ The L \ '\ . hm11cc.l 10 IP . Onlv \ indow cltc:Pts 

~- ..., _ __. pre""•-' Jl,o the onh other print ,u\ • can print mer I PilP. Mo t of the other 
r, ,_.,.......,. _. --- er hc,uJc,; th~ D Lin DI' 100 that dn1.:, produc t, m th" roundup pronJc pnnl 

eaatell•'• UN.,...._ 3,✓100 lets you pr-Int no t mclu<lc \\ \; b -b.i,,..J man a •i:mcnt n.:d1rcc1or, th.11 let the clie nt O rnnt 
over-tl'le lntemetvla • - mall.,- 0 lepabiht~ - \R Ong1u "rlgQl1tno tan) protocol the pnnt ~~-
188 P(" \lA("&Ag .. l: J MAR, wO O uN1VERs1rv oF 1\1 «:'"I J_i-_:_J ____ .c_ 
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flrucesD' !Y,11 

.... _, :'1:' 
f1a$II ~/8li"-me,:roy 5171C / 756K .............. 2/1/1 
lMMnsions tHWO. in IIICNII 1.(112114 7 

'Jq(NI- ·,£ .... Clllla1ICll 1 

BootP I Ota/ OHS 
\we 
U'Osu~ 
Net 
Wn:iM~ NT 98, 9S lll1d h • 

U 1 

••• • ...,,, ltflt a.ftw .. 
Wnlow1 NI. 98. 9S lfld Ji • ~ r- •• (lllbedded Wtb .-we, • ~ ~ &WU1tilf- • Allows rno«e ~ of W\'!f • ............... • Ca,i be IXll''vnS troqi. blOWlef • ..,, ,. rt 
W¥1111ty 3yui 
T lm-6.SM-F 

w....._... ............. .... 
er can recognfae. We would al o like to 
see 0 -Link incorporate Web-based man
agement into the DP-300. Still, we found 
this product easy to in. tall and configure, 
and its performance was perfectly accept• 
able, though not top or the line. 
-SR 

Emulex NETQue PI02 
t6C9 hit. C.011.1 Mua, CA, 11QG.318, SJll, 714-662·5fim; 
www •~lu.c~ 903 tt-~crug col'll/'lftl 

• The Emulex ETQue PR02 performs 
rea onably well, but it's one or only two 
products (Microplex i.~ the other) that can 
print only over a 10-Mbps conneclioo. 
The box also contain a B C connector 
,n case you happen 10 need the older 
interface. 

,.. ,. ... 

IETltKIH 

Print Suvers 

E.,.,._ 
IQ/100TX 
IWIIOfl, Sllit 
Tobn-'lil 
-- 19 ., ... -w,alX 

. ---=~~ 
OunJm lfl ASIC .. -51Zl/ 256K 1M8/IM8 2MB/11.11 1 MB/2MI 1M8/ 2Slil 

3/1/0 Z/1/1 3/0/1 11111 1/1 / 0 
10191157 1017414 5 2h95.a54 20180165 lh11 0l50 1 J166aU !S a 10 Sa S• 

• • • • • • ••• ••• ••• ••• ••• ••• • • • • , • • • • • • • 
1: •• 1: •• 1: •• 1: •• 1: •• 
1:·· 1:·· 1:·· 1:·· 1:·· 
• • • • • • • •• •• •• •• •• •• •• ,. .. 
• • • • • • • • • • • • • • '11 

• • • • • • • • • • • • • • ~ • • • • • • • 
2~11 lll1u-. 12 ,_11 s 'tN'l 13 YN'l 3 .,_, 13 'f'Ul1 
UI-Ul)M-f 9 00-400 M-f m111n , 7 c11y1 1 m-g__m M-f 24 IIClln,.1 .. lQS-V.O M-f lOl>-ti1J M-f, 

....e:ms.. 

Therc·s no quick- tart guide; all docu
mentation i on the bundled CD or 
Emulex' Web site. Luckily for us. the 
unit wa fairly easy 10 install. The 
, ETQue PR02 mcludes a buih-in Web 
server for management and configura-
1,on, bu1 we had to download a new ver
sion of 1he firmware to u e tbi feature. 
And documentation for the Web server 
interface i online only: the company 
plan to add thi-s informa1ion to the 
CD.-SR 

$47' lost 81111• 10 800-m.151'.. 2QS. :rz2.~7s, www 
uttnd_systtffll CO'll, !l>t It WWW jlCll'IQ COll\i ,or 

e The ETiended > tems E\lend et l<Xr< 
,., one of the mo. t Oc\:1hle Jnd c.1,il)' 

installed unit we reviewed. The small 
device has ports for four eXlemal printers, 
11.long with 11.n auto-sensing 10/100-Mbp 

thernet connector. ote that you can 
use only three of the parallel ports out or 
the box. The fourth can work as a seriaJ or 
parallel port but only with a pecial cable 
you buy from the vendor. 

\ e liked the Extend et lOOx's man) 
configuration option . You can use the 
bundled ExtendWeb tffML utility or the 
Wtndo -ba ed ExtendVicw for e t• 
Ware and TCP/ IP. We were even able to 
u e HP' popular JetAdmin and Web 
JctAdmin 10 set up print server option . 
The ExtendNet IOOx was al o the top 
performer under both etWare and 
Window NT. R 

1aa P(' \(A(",,47IM ~A'l\!AR\ 19 1'199Go gle Original from 

UNIVERSITY OF MICHIGAN 

ROKU EXH. 1002



1111 

MOllllOI, 113'0 AA\411.:sc 
P'taceuci 

~ 3MB 21,18 

HTWHIIH 

Pn'nt&rvm 

~laho 

all you need for config
uring and monitonng 
the unit using a browser. 

Similar to HP's Jet
Admin. Jntcl's manage
ment software lets you 
monitor and group mul
tiple print servers. Its 
management capabili
ties. however. do not 
extend to other Intel and 

•'-'"- non-Intel devices. 
Intel claim that with 

a 486 proc:e sor and 
2MB buffer, the et

11'( , ... 8 /1 , l/0/1 2/2/0 
I A.I / A 
2/1/0 

""• Web J etAdmln leu you ma.naae aeveral SNIIP d .. lc• 
from a aln81• Con.GIL 

portExpress is the fastest 
print server on the mar-

'G•90•55 l3l l6i5• l0a70 HO 

• • • ••• ••• ••• • • • • • • 
1: •• 1: •• 1: •• 
1:·· 1:·· 1:·· 
I • • •• •• •• I • • I • • I • • I • • I • • 
1,.. ·- r-1-.00,u. 0»-7301.W t»-700M-f 
~UISlt 

"JeUNrectsoox 
ta la~. ~ D-m-1111. 20l-313-2551, 
-. ~toll\. 10S It www pcfMII conl/Woll\ 

capab1ht1cs. You also get some extra 
monitoring features when you use Jet
Admin with cenain HP printer . includ
ing paper and toner status. 

We were impre cd with the product's 
ab1hty to work With HP' networked all
in-one de\'lCCS, which let you can dOC\J• 
mcnts directly to the print server across 
the network. You c::an also use JetAdmin 
to configure print ervers from Axis and 
Extended System and to manage HP 
CD-ROM servers. 

The JetDirect is also the only print 
server we reviewed that claimed to com
ply with the Internet Printing Protocol 
draft. HP hadn't released its IPP client 
software in time for te tang. however. 
-SR 

Intel Netport£xprea 10/100 
1399 IWlaboro,O DS31-ml.503-214,ffl4, 
- 1r0Lcom, I08 ,t _ P'rnat CCl"Vlnfohnk. 

e Thc Intel etportExpress 10/100 as 

------

ket. It wasn't the top per
former on our tests. which found printers 
to be the performance bottlenecks an a 
reaJ-world environment, but It performed 
very well.-SR 

lumark Martdlet Pro J 
S.at Ust. '--91011, KY, IIX).5JHl15, IOJ.DMOCXI; 
- lummto,:11; 907 al-.p,a!llf-C~ 

• This is the only product in th· roundup 
that lets you attach a fax modem to its ser
ial port and receive incoming faxes (you 
can' t send a {ax). Used together with Lex
mark printers and the included mana e
ment utaJitics. you can also receive 
detailed alcns via graphical representa
tions or the connected printers. making 
the Mark ct a must in networked Lex
mark printer environments. Otherwise. 
the Lexmark is typical of the productJ 
reviewed here, with two parallel ports and 
good protocol upport. 

We liked the detailed, multilingual 
documentation. but we found the bundled 

:J 

inexpen ivc, but it offers 
Our Editor • Choice, the HP only two parallel ports a.nd 
JetDircct SOOX. come with one crial port vc~us 
Hewlett-Packard's exoellcnt three parallel port for the 
Windows-based JetAdmin 1m1larly priced HP and 
a.nd Wcb-ba ed Web Jet- Linksy product . We 
Admin management utilitic . c pccially liked the I ct
JctAdmin and Web Jet- portExpre s· compact 

.._., ........ 

Admin automatically detected all of our size ( 1.3 by 6.6 b 4.4 inch
pruu sen·crs. Web JetAdmin can be used e ) and thorough manage-
to · monitor any HP or non-HP pnnt scrv- mcnt options. The pack-
er Wlth Its own Web server. and both util· age come with excellent 

___________ ... ____ ....,._ 

-
lti~ let )'ou arrange and graphically m p bundled \ indows oft- -
pruuersand other SNMPdevice an logi- wore or ..in , MP man- The Lu1Nr1t llarkNet Pro 3 letayou r.cetv• ,u .. vlaafu 
cal 11oups by department. loc.atioGo ag.«ol"t package and ha mOd•m attached to the aerial port. 
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· t Servers 
All the products 
we tested per
formed well. The 
printer, not the 

nt erver, typically i the 
ormancc bottleneck. 

We used the{ t I printc~ we could 
lld-a 34,ppm Lcun:uic Opln'I S 3455 
1111b8MBofRAManda 17•ppm HP 
t..rJcl 410) IJrlth 2AMB of RAM-in 
order to make the pnnl ser'\·er wort I\ 
Mrdaspossitilc Still, "'e found only a 20 
pcrttnt ,arallon bct9.CCD the r .... .,t and 
D'C$1 produc . Bufk rsitc, proccs r 
tpted. and the Ethe met pon speed had 
aougnff'ant effect on performance. For 
mmplc, the Intel • ctpon pre 
IQII featured an Intel 486 chip, and lhc 
Etknck-J ) tcm fatendNet HXh had• 

• y t th had similar out rut hmci. 
Pooling the printer5 t c&her inn 

-.,C queue let Wandow and cl• 

Warucnd mo51 of the print jolb to the 
Lnmart Optra. th { ler printer. Tiu 
raulttd m fa'Stcr pnntcr performance 
-.i •hen "e W\.ided the: print jot,, into 
11mqueucs, which U)Cd the .. tower 
pnnter. the HP Lw.crJet 4000, more 
often. We -Y.ere forced to pnnt r~uJts 
from tYo0qUtun in Wmdo"' NT. ho"'• 
e.cr,becau5e mgle-queued rc,ulLl. 
YVitd ignifK--anth• from one test 10 
IDOtller. I he M1crople,c 1202 Plus in 
partJcular had problem\ handling \ m
dows !\'T, at fir.t tating O\.Cr n hour 10 
pnnt usmg two pnnt queue\. ~ticroplc:it 
SllggesteJ "'C ab:lndoo its drwer :.md trv 
die gcncn WmJo-y., LPR port.., i~tcad. 
ahidi remedied lhc problem. - Anal, m 
~ b, ,\fanm Wong 

111w We Tested 
Ytc ~eJ the print ~r'\c~ using a 
Vinet) or I t file~. mcludtng 6-pagc 
&.ccl,5-p.a WorJ,3 -p.i c Word, 
S-l)lge PDF, and 10\18 TIFF file We 
lated under ovell' Jntrnnet\Vnre 4.1 J 
With Support Pack 5B.and Wmdow ;,
lritbN Scn,cc Pack 3. We in tailed th 

O son identical Comp q 1600R 
lm'tnv.1th dual :!66--MH1 Pentium 11 
CPUsandSl2Mtlo!RAM. Ourclienu 
;::eightDctlOpt1P c:itGX \\oilh 

lillln 11/2.33-MHz proce rs and 

1)-lW,Df' ... 

HTWHII I 

Print Serum 

Unllrts (IN!f'- J .... ,.,,. 

0.-.. , ... ,.,, .. 

_ _,_NTUJIVUl4.0 ..,_ •. ----~-==~ .. ,,. 
LMJWl#IIMMllNat'"'J ,........,. 

•M11Z ..... ,.,.,,. 
:l2~1B of RAM. eight Ddl D1mcn :ion 
XPS Pro:! n \\1th Pentium Pro/200 
proc rs and 32 18 of RI\M, and 
e1dit Dell Dtmcn .. 1on XPS Ptb6s \\1th 
Pentium 166 procc, r-.. and l2\.iB of 
RA 'vi. each running \\ tndo"' 95 The 
PC, -Y.ere conntc1cd hv S)nOpllC!. 2 I l<li 
r t Ethernet ~-Y.1tchc-. A connccuon 
through l om upcn.tack II Hub 
l(Xff let us capture nctwml.. datn 

For '-/ct\ arc. \\e printed u,mg ND · m 
Poon le mock \\ c u:.cd fCP IP nal1\C 
dnvcr-.. ,r \ailablc, othcl'\\1<c, we tbed 
LPR The pnnter. on the tc-,t-bcd were 
34 ppm Lnmarl,,; OptraS34"\5 w1th8\t8 
of R Mand l 7-ppm HP LaserJet 4000 
with 24MB of RA,\1 

When -Y.c pnntcd to IWO(!Ueuc--. we 
~d each pnntcr · pTOpnetnrv dri\'cr, but 
\\hen \\C pooled the rnntcn. into one 
queue, -Y. e u~d lhc tandard HP PCl. 5 
dmer. ln \ 1ndow, 1'1. we -Y.i:rc able to 
pause the queue and load ur all of lhc 
pnnt JO~- \\'c mca,ured the time 1t took 
from rcmo\mg th pnnt•q~uc pa~ to 
fmi hinp, the: fmal oulpu.t pa~e on the la~t 
pnntcr firw.hcd For ct\\ arc, \\e qartcd 
timing v.hcn thcd1cnt-.chclcd the Pnnt 
button nnd ended v.1th thecompk:llon of 
lhe I t page. For all of the t t,, we used 

prococol anal_>ur to capture lhc nct
\\Ork u-aff c bet\\cen lhc print 'iCf\Cr and 
the NO. chc:nl. 

ONE 
TIME 
FEE 

$99.95 

Freewwweb is the 

Internet Access 

provider who doesn't 

make you pay 

month after month! 
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Windows- and Web-based management 
software a little less easy to use than HP's 
JetAdmin.-SR 

IZ99 li&t.1Mnt, ~ IOO-S46-51f7. 9&111· 1-
-.imqys.cOIII, 908 .i-pcnq;.colllfinloln 

• At S299 list (S190 treet), the LinJcsy 
Etberf ast 3-Port 10/100 is the least 
expensive print server we tested that 
offers three parallel ports and a 10/100-
Mbp connection. Unfortunately, the 
EtberFast works only over IPX and 
TCP/IP, and it lacks browser-based man
agement. Unless you' re looking to save a 
qujck $100, you·u find better 0cxibility in 
products from HP. Jntel , or Extended 
Systems. 

The bundled Bi-Admin program is not 
as detailed as those of other packages. but 
it let us monitor multiple deviocs and COD• 

figure our Etherfast as both a NetWare 
and a Windows NT-based print server. Bi
Admin also automatically detects any 
EtherFast devices on your network witb
out any prior configuration. Like the 
O-Link DP-300, the EthcrFast works only 

D1g1t1zed I 

NETWHllH 

Print Ser"f.leT'I 

with IPX for Net Ware clients, but unlike 
its competitor. the EtherFast lets you print 
Crom Windows 9x using TCP/IP.-SR 

Mlcroplul202Plus 
S7t5 Bvmtl1v, 8 C., C.n14e; 104 4U ◄m. ----
7718: - .1111«oplex.eom: to1 et www.pcm19,c0lllf 
W1toink. 

• The Microplex M202 Plus is the only 
product that shipped with fiber-optic COD• 

nectors, yet it's also one of only two prod
ucts that can only connect to the ne twork 
at 10-Mbps Ethcmel. And if you opt for 
an AUi connector instead of fiber. the 
price i still a whopping $575 (list}-far 
higher than any other unit in this 
roundup. Unfortunately. the price is not 
justified by features. 

We ran into ome performance prot>
lems when using the bundled Windows 
NT driver. Microplex recommended that 
we use the LPR printer driver with Win
dow NT. which broug_ht performance in 
line with the other products we t~tcd. 
The included config11Iation utility is easy 
to use but not on a par with that of the HP 
o r Intel products.-Ryan Sn~degar 

Ollcom NETPrtnt 1000 10/100 
1369 ffst. Wtl!Um, MA; ICD-2.Q.ZJ33, 711-&17-1234, 
- .otlcom.COIII; 110 •t - .pCNQ.conWlfclin 

• Though not a tandout , the Osicom 
NETPriot 1000 10/100 works as adver
tised. The setup utility doesn't automate 

et Ware configuration as much as most 
of the other products we tested, but 
setup is not overly complicated. The Osi• 
com is lhe only product here with no 
buffer, so you need to print via a file 
server. 

Osicom comes with browser-based 
management and includes an !PX-based 
browser for networks that don't use IP. 
At 100 Mps. the ETPrint unit we 
received could not use DHCP or BootP 
for an IP address a signment, but Osi
com claims the problem will be fixed by 
the time you read this. The product 
comes with only a single LED to display 
statu ; we prefer the multiple LEO you 
get with the Lex.mark and Microplex 
products. 

The NETPrint performed well, partic
ularly with NetWare.- RS W 

1eo at www.pctMg.c:omllnfvllnk Jngma 
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Whether you're connecting two computers at home or ten PCs at a small office, this all-in-one reference covers
the hardware, software, and other resources you'll need to create and manage your own peer-to-peer or
dient/server network. In straightforward, real-world language, expert consultant and author Sue Plumley
explains the fundamentals of networking — and then shows you how to optimize performance, sharefiles,
manage your print queue, make backups, and more. Home NetworkingBible is all you needto get connected
and keep everything up and running!

Get up to speed on your networking hardware and software options  
  
  

  
 

Learn about cabling and network connections, including new developments
using existing phone wiring  Set upa simple |

© Plan and set up directory structure and file namingpolicies for peer-to-peer
your network network quickly“|_ (I
Install network printers, scanners, CD-ROM drives, Zip drives, ams way —
and more   Sharefiles, disk drives, printers, and other resources

Color Inkjet Windows 98
Printer Computer© Connect multiple users to the Internet using one

Internet account

 
 

 
  

 Send e-mail over your network or the Internet

Add a Mac to your PC network
Educate other users on the proper use of the network

Also learn about

more complicated
dient/server
networks...

perfect for a
small homeoffice

   
  
 

Laser
Printer

 

Troubleshoot problems — from connections, printing,
and speed to passwords and userIDs
   
 Windows 98 Client Computers
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Sharing Printers and Other Peripherals
You can share many peripherals on both peer-to-peer and client/server networks.
Peripherals include printers, scanners, modems,and other devices. Some peripherals
require special software to make them work over a network; otherperipherals require
special hardware or features to make them networkable. Someperipherals require
nothing but the share designation.

Sharing peripherals over a peer-to-peer networkis different from sharing them over
a client/server network.In a client/server network, the network operating system
usually has tools and features that enable and manage the shared device. When
you're sharing printers with NT Server, for example, the network operating system
acts as a print server. Theprint server distributes the variousprint jobs to the
appropriate printers and enables the network administrator to manage the print
jobs that clients send to the server.

In a peer-to-peer network, you may not need extra tools to manage the sharing of
peripherals, butif you do, you need to purchasea third-party program to enable
sharing and device management.

Sharing printers
In Windows95 and 98, you can easily share any printer attached to a computer on
the network.Sharingaprinteris similar to sharing a drive orfolder. You designate
the printer as shared and assign it a share name. You also can set a password on
the shared device, if you want. Only someone who knowsthe password can use the
printer. In general, however, you'll shareall printers on the network with every-
oneelse.

Tip You may wantto limit sharing a printer that is especially expensive or difficult to
use, such as a colorlaserprinter or color inkjet printer. To limit sharing, either you
cannotshare the printer or you can share it with a password. 

In addition to designating a printer as shared, other users on the network must
install your printer’s driver to their computers before they can accessthe printer.
Theprinter’s driver is a program that enables the computerto communicate with
the printer.

For more information about network printing, see Chapter 14, “Printing on a
Network.’ 

Designating a printer as shared
Before designating your printer as shared, you mustinstall it on your computer.
You install the printer as a localprinter, just as you would if you plannedto useit
exclusively with your computer.
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Next, you designate the printer as shared by following these steps:

1. Choose Start © Settings © Printers. The Printers dialog box appears, as shown
in Figure 11-11.

Printers

is
Add Printer HP DeskJet HPLasewet 4M MS Publisher

720C Seties Plus Color Printer

This folder : 2 * i coecontains HP Lasenet 4M MS Publisher:
information about Plus (Copy 2) Imagesetter
your current Se
printers and a
wizard to help you 

Figure 11-11: Locate the printer to be shared.

2. Right-click the printer’s icon and then chooseSharing from the quick menu.
The printer’s Properties dialog box appears with the Sharing tab displayed.

3. Choose the Shared Asoption to display the share options, as shownin Figure
11-12.

4, You can either accept the suggested share nameorenter a new one. The
share nameis the namethat appears in the Network Neighborhood.

5, Optionally, you can enter a commentaboutthe printer. The commentalso
appears in the Network Neighborhood.

6. If you want to controlthe useof the printer, enter a password in the
appropriate text box.

7. Click OK to accept the changes and closethe printer’s Properties dialog box.
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HP LaseJet 4M MS Publisher
Plus Color Printer

AGFA-AccuSet
7000

  
 
 
 
 
 
 
 

 
 
  

Figure 11-12: Share the printer by assigning it a share name.

You can view a printer on the networkvia the Network Neighborhood, the Windows
Explorer, or My Computer. For information aboutfinding a printer on the network
and installing the driver, see Chapter 14.

Other methods of sharing printers ,
Whenyoushareaprinter that’s directly attached to a PC,that PC must remain on
for others to print to the printer. Using a device called a print server, you can save
the hassle of turning the computeron and going to that printer each time youprint
a page.

A print server manages theprintingfor all users on a network.It receives all
requests for print jobs sent by the networked PCs,places the jobs in a queue to
wait their turn, and then routes the job to available printers attached to the server.

Tip A print serveris an excellent idea for small networks. If you only have one printer
and not many people whoneed to print, you probably don’t need one.If several
users print mostof the day, however, a print server can help divide the print load
and speed the jobs along.

 

Severaltypes of devicesare available that you can purchase, such as an Axis 540+
or the Castelle LANpress 1P/10BT, that can handle the job on a small network.
Prices range from $130 to $250. For more information aboutprint servers, see
Chapter 14.
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Hewlett-Packard (HP) offersmanytoolsandvt ie foerent:over a network.JetDirect andJetSendare two of those tools. ee
The JetDirect switch boxis perfect for t achink HP. calls the JetDirect Auto
Switches intelligent switch boxesthat enable user share a parallel-based peripheral,
suchasa scanner or perAswitchae a set | intowhich youatwo or

botha printerraid scanne
four PCs toaaeprin  

HP's olanfor letsend iisto
such as PCs, CD-ROMor| discs < premachines, white boards (el ar which yc anwate andtakenotes),
andso on.Althoughthe technologyiisexpensive is $2,999 to $3,999 for the scan-
ner), HP hopes tolowerprices andextendavailabilityin the nearfuture. |

 
Sharing a modem
You probably wantto share an Internet connection over your network. You also
might wantto share faxing capability. To share either an Internet connection or fax
services, you need to share a modem. Modem-sharingsoftwareis relatively
inexpensive, but you need to rememberthat the PC with the modemis going to
take a dive in performance wheneverthe Internet connectionis active.

You can share modemswhether your networkis of the peer-to-peer or client/server
variety. For a peer-to-peer network, use inexpensive modem-sharing software. For a
client/server network, use the more complex and expensive modem pool(a device
that attaches multiple modems and then designates whichcall uses which modem)
or other devices. Other devices include cable modemsand ISDN modems,which
are too expensive for normal homeuse. A cable modemis a device that enables
you attach to the Internet through yourtelevision cable; ISDN (shortfor Integrated
Services Digital Network) is a digital data transmission device connected to an
ISDNline.
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2. Click the Capture Printer Port button. The Capture Printer Port dialog box

appears, as shownin Figure 14-13.

 
Figure 14-13: Capture a printer port.

3. In the Device drop-downlist, choose the LPT port you wantto assign to the
capture.

4, In the Path text box, type the network pathto the printer.

5. If the program is one you use often and you want to reconnectthis capture
each time you log on to the network, check the Reconnectat logon check box.

6. Click OK and then click OK again to close the printer’s Properties dialog box.

janaging Peer-to-Peer Network Printing
Whenyou havealocal printer attached to your computer, you control the printing.
You can pausetheprinting of all documents or pausethe printing of only one
document. You can rearrange the order in which the documentsprint. You also can
cancelthe printing of a document completely.

Whenyouprint to a network printer, you cannotcontrol any of these elements.All
you can do is send yourjobto theprinterandrelinquish complete control.

To open the print queue (a temporarylist of documents waiting to be printed by
the network printer), open the Printers folder window and double-click the print
icon. The queue appears.

if you use a client/server network with Windows 95 or98 as your server, you can
attach the printer to the server computerfor complete control over the printing pro-
cess.If you use a client/server network operating system, you needto read the NOS
documentationfor information about controlling the printer and print queues.

Understanding the print queue
Theprint queueis an area in whichall print jobs for a specific printer wait to be
printed. The print queue holds the jobs so that you can get on with your workin
Windows.As the printer becomesavailable to print a job, the queue sends them
along, one by one.
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A print server canbe the softwareincluded with a network operating system to control
printers, printerdrivers,and theprint queue. NT Server, for example, includes a print server
applet that enables you to control the printers attached to the server. A print serveralso can
be a device that attaches to the network,This device provides shared network accessto the
printers.
You attach the latterkind of print server (usually ;a small box with ports for pluggingin print-
ers) to the networkand then attach multiple printers to the device. When auser sends a
print job to theprinter, the job stopsfirst at the print server, which manages the printers
attached to it so that no oneprinter becomes overwhelmed or overworked.
Most of the advantages to usinga print server are to businesses and corporations:Home
networks usually don’t need to use a print server. If you havea small business that you
expect to grow, however,you might consider attaching one to your network.
Generally, printers attached to aprint server are ina centrallocationfor easyretrieval of
printjobs. Printers attachedto aprint server can process jobs on many different operating
systemsor networks. Also, print servers are easier toadministerthan the pant server soft-
ware in aa network aprree system. . ae

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

Usually, the print queue passes documents quickly to the printer.If several jobs are
waiting in the queue,or if there’s a problem with the printer (out of paper, paper
jam, or such), the jobs wait in the queue until they can print. You also can pause
the print queueto hold jobs, such as when you wantto load special paperin the
printer. .

 The print queueis thelist of jobs waiting to be printed, butit is the print spooler
= (Simultaneous Peripheral Operation On Line) that receives, processes, and sched-

~ ules the jobs in the queue. Eachprint job is saved in a separatefile and printed in
turn when the printer becomesfree.

Figure 14-14 illustrates a print queue that is paused so that you can see the jobs
waiting to be printed. Note that three print jobs belong to one user and one job
belongs to a seconduser. 

let rireae -_ 

” BENDEHF 620 bytes. 2.4612 PM 414/99
| Microsoft Word - HOINFG.DOC BENDEHF 44.6KB 2:46:18 PM 4/14/39

8} Microsoft Word - FAXCOVER.D... BENDEHF 11.7KB 2:46:24 PM 4/14/99

4 bel Microsoft Word - BIOTWO.DOC plumisj 591 bytes 2:46:50 PM 4/14/99 
Figure 14-14: Print jobs wait in queue until the printer is ready.
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In this chapter:
« Adding a Printer
+ Manipulating Print

Jobs
« AdvancedPrinter

Configuration

Print Services

Printers are system resources that are typically shared among the various systems
and users within a network. We'll begin our consideration of them by looking at
what happens whenauser prints a document on a local printer (the process of
sending a print job to a printer is sometimes referred to as spooling).

Suppose user Chavez decides to print a short letter from a word processing
~ program. The following events must occur before the printed page appears at the

printer:

e The information in the word processing documentis translated into a form
(language) that is understood by the printer. This is typically handled by the
printer driver, possibly in conjunction with the application software.

e A print job is created for the page and handedoff to the printing subsystem.
If Chavez is allowedto print to the printer she has specified, the job goes into
a print queue corresponding to the particular printer (or printer type) that
Chavez has chosen, whereit waits its turn to print.

¢ Whenthe job reaches the top of the queue, the printing subsystem sends it to
an actual printer device. The printer may be physically connected to the same
computer as the one where Chavez originated the job, to a different com-
puter on the network,or to the networkitself.

¢ The printer receives the print job and produces a printed page based upon
the data within it.

The system administration tasks associated with the printing subsystem include
adding and configuring new printers and print queues, and monitoring and manip-
ulating print queues and the pending jobs within them. We begin this chapter by
considering the basic process of adding a printer to a Windows NT system, then

260
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go on to consider managing print queues, and conclude by considering the setup
and configuration of printers in several special sets of circumstances.

Adding a Printer
The following steps are required to add a new printer to a Windows NT system:

1. Connect the printer to the computer and configure the port to which it is
attached (if necessary). If you are using a parallel printer (themost common
type), it might be necessary to enable support for bidirectional communica-
tion for the corresponding parallel port via the computer's setup program.
This option might be labeled “Bidirectional” or “ECP mode” or “ECP/EPP”»
mode; you should usually select ECP if ECP and EPP are separate choices.
Make sure that you are using a bidirectional-capable cable (IEEE 1284-
compliant).

2. Windows NT provides an Add Printer wizard, which is easy to use (start it
using the My Computer>Printers»Add Printer icon). This tool allows you to
specify printers and to create print queues for use with them. We will
consider each ofits dialog boxes in turn.

3. The first dialog box (illustrated in Figure 9-1) asks you whether the new
printer is to be administered locally or remotely (My Computer vs. Network,
respectively). For a local printer, we select My Computer.

Add Printer Wizard

 
Figure 9-1. Specifying whether aprinter is local or remote
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4.

 
   

Next, you are askedto identify the port to which the printer is attached. The
example in Figure 9-2 indicates a printer attached to the second parallel port
on the local system.

Click the check box next to the port(s} you want to use.
Documents will print to the first available checked port.

Local Port
Local Port
Local Port
Local Port
Local Port
Local Port
Local Port

   

Figure 9-2. Specifying theprinterport

a: The next dialog box requires you to specify the manufacturer and model of
the specific printer being added. Select the manufacturer from the left list box
and then select the appropriate modelfrom theright list box (see Figure 9-3).

If your printer is notlisted, you have two options:
— Obtain a driver from the printer manufacturer (often available for down-

load from the Internet) and use this dialog box’s Have Disk... button to
loadit.

— Specify a type closely related to and supported by your printer (many
printers can emulate several standard printer types).

. The next dialog box allows you to assign a nameto the printer (Degas in our
example in Figure 9-4). You can also optionally make the new printer the
default printer for the local system.

_ You will now indicate whetheror not this printer is to be shared. If you indi-
cate that it is, you may enter a namefor the shared resource (which defaults
to the first word of the printer name). In our example, we will share the new
printer, also under the name Degas (see Figure 9-5).
The lowerportion of this dialog boxis used toinstall printer drivers for other
operating systems that may be downloaded to such systems as needed (print
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PM ttmArasit

Click the manufacturer and model of your printer. If your printer came with an

installation disk, click Have Disk. HA oorlalasei,colyourprinter documentation for a compatible

Manufacturers:
Linotronic 630 52.3

Linotronic 830 v52. 3
Linotronic Pr60 v52. 3
HerkulesPMv2013
Quasar v2013 

Figure 9-3. Specifying theprinter model

Type in the name of this printer. When you have
finished, click Next.

Note: Exceeding 31 characters in the Server and
Printer name combination may not be supported by
some applications. ~

Do you want your Windows-based programs to use this
printer as the default printer?

C Yes

@ No 
Figure 9-4. Specifying theprinter name

clients must determine whether their system has the latest driver when initi-
ating a print job). If you select any items from the list, you will be prompted
to insert the distribution CD for each one.
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Indicate whether this printer will be shared with other
network users. If you choose sharing give this printer a
share name.

@ Shared C Not shared

Share Name: [Degas
Select the operating systems of all computers that will be 

Figure 9-5. Sharing a printer with other operating systems

8. The final dialog box gives you the option of printing a test page to the new
printer (see Figure 9-6). When you click the Finish button,printer installation
will be complete.

After your printer is installed, you can print a test page so
you can confirm that the printer is set up properly.

Would you like to print a test page?

Ges ecanmendeal
No 

Figure 9-6. Printing a test page

As you might expect, you can change the settings for an existing printer via its
Properties.
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What this process has doneis to identify the location of a printer device to the
system and create a queue for it. There is no reason that the process can’t be
repeated in order to create another queue for the same printer (the only item that
must change is the printer name). The two queues can then be given different
properties.

Sharing an Existing Printer
The Sharing... item on the printer’s shortcut (right click) menu allows you to
change the sharing status of an existing printer. The resulting dialog boxis similar
to the corresponding one from the Add Printer wizard (Figure 9-5). Using this
item, you may later designate a printer as shared or remove network access to a
shared printer.

Setting Printer Permissions

Printers have permissions lists similar to those for filesystem shares. They may be
viewed and modified via the Permissions button on the Security tab of the

printer’s Properties. Figure 9-7 showsthe resulting dialog box.

Manage Documents
Print
Full Control
Full Control

Typeotccess:[Furcal~—i
[SOE] _corcet_|_act.|_Bemove|_Hep_|

Figure 9-7. Printerpermissions

 
The permissions defined for printers are listed in Table 9-1. They may be assigned
to users and groups using the same process as for files and shares.

Table 9-1. Printer Permissions

 

  
Permission

Full Control Perform any printer configuration or managementfunction
(including printing documents).
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Table 9-1. PrinterPermissions (continued)

Meaning  
 

 
 
  

Permission

Print Send documents to this printer and control one’s own printjobs.

Manage documents Manipulate print jobs belonging to any user(this permission
doesn’t includeprinting to the device or printer configuration).

No Access The user/group maynotusetheprinter or affect any print job
or the printer configuration.

Figure 9-7 lists the default permissions for a new printer: anyone can submit a
print job to it, system administrators and two operator groups havefull control of
it, and the user whocreated it can manageprint jobs in this queue.

Printer Scheduling Properties

The Scheduling tab of a printer's Properties may be used to specify how and
when jobs may be added to that queue and are sent from the queue to the
printer. Its dialog boxis illustrated in Figure 9-8.

  
Figure 9-8. Printer schedulingproperties

The following items may be specified in this dialog box:
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Internet Core Protocols: The Definitive Guide

Foreword by Vint Cerf.

 

We're all tired of hearing about the Internet's phenomenal growth, especially since the
Internet’s growth has landed squarely on our own backs. We're supporting more users,
providing more services, and using more protocols (to say nothing of more complex
versions of older protocols). There are more things to break, more ways forthings to

 
break, and more users to break them. The problems are morecritical: network outages don’t just

inconvenience a few engineers, they cripple your entire business. Andif that isn’t enough,relative
to the numberofusers (and problems), there are fewer real experts to turn to—and they’re just as
overworked.

So, when your network goes down in the middle of the night, and you havetoget it back online
before morning, where do you turn? Network trouble-shooting requires expertise in many unrelated
areas, and until now, no single work has assembled all the information you need in one place.

Internet Core Protocols is the “TCP/IP owner's manual” you wish youhad.It is the first in a series
of books that discuss the Internet protocols from the standpoint of a network administrator. Eric
Hall goes into detail about how each protocol works, what can go wrong, and what problems you
typically face. He shows detailed examples of the protocols in action, including many complete
packet traces. If you spend your days (and nights) working on real networks, you'll want this book
at yourside.

This book covers the core protocols that provide the underpinnings of any IP network: IP, TCP,
UDP, ARP, ICMP, and IGMP. It also covers the standardization process andIP addressing. The
accompanying CD includes Shomiti’s Surveyor Lite, and the complete text ofall the RFCs. Future
books in the series will cover application protocols and other topics. Together, you'll have
everything you need to understand your network, figure out what’s going on, and getit running
again. The only thing wedon’t provide is the coffee.
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