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Status of this Memo

   By submitting this Internet-Draft, I certify that any applicable
   patent or other IPR claims of which I am aware have been disclosed,
   and any of which I become aware will be disclosed, in accordance with
   RFC 3668. This document may not be modified, and derivative works of
   it may not be created, except to publish it as an RFC and to
   translate it into languages other than English.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF), its areas, and its working groups. Note that other
   groups may also distribute working documents as Internet-Drafts.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time. It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   The list of current Internet-Drafts can be accessed at http://
   www.ietf.org/ietf/1id-abstracts.txt.

   The list of Internet-Draft Shadow Directories can be accessed at
   http://www.ietf.org/shadow.html.

   This Internet-Draft will expire on October 13, 2004.

Copyright Notice

   Copyright (C) The Internet Society (2004). All Rights Reserved.

Abstract

   The TCP Abort Timeout Option allows conforming TCP implementations to
   negotiate individual, per-connection abort timeouts. Lengthening
   abort timeouts allows established TCP connections to survive periods
   of disconnection.

1.  Introduction
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   Some hosts are only intermittently connected to the Internet. One
   example is mobile hosts that change network attachment points based
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   on current location, for example using MobileIP [ 5] or HIP [6]. In
   between connected periods, mobile hosts may experience disconnected
   periods during which no network service is available. When such hosts
   use the Transmission Control Protocol (TCP) [ 1], their established
   TCP connections can abort during periods of disconnection.

   The TCP specification [ 1] includes a "user timeout" that defines the
   maximum amount of time that segments may remain unacknowledged before
   TCP will abort the connection. If a disconnection lasts longer than
   the user timeout, the TCP connection will abort. The TCP
   specification [ 1] does not constrain the permitted values for user
   timeouts. Many TCP implementations default to user timeout values of
   a few minutes [ 7].

   Instead of a single user timeout, some TCP implementations offer
   finer-grained mechanisms. For example, Solaris supports different
   timeouts depending on whether a TCP connection is in the SYN-SENT,
   SYN-RECEIVED, or ESTABLISHED state [ 8]. (The Host Requirements
   document [ 2] requires the timeout to be at least three minutes for
   the SYN-SENT case.)

   This document specifies a new TCP option - the Abort Timeout Option -
   that allows conforming hosts to negotiate per-connection abort
   timeouts. This allows mobile hosts to maintain TCP connections across
   disconnected periods that are longer than their system’s default
   abort timeout.

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED",  "MAY", and "OPTIONAL" in this
   document are to be interpreted as described in RFC 2119 [3].

2.  Specification

   Figure 1 shows the format of the TCP Abort Timeout Option. In Figure
   1, "X" is a TCP option number to be assigned by IANA upon publication
   of this document (see Section 5.) "Abort Timeout" is the desired
   abort timeout of the connection, specified in seconds.
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                                   +----------+----------+
                                   |  Kind=X  | Length=6 |
             +----------+----------+----------+----------+
             |               Abort Timeout               |
             +----------+----------+----------+----------+

                   Figure 1: TCP Abort Timeout Option

2.1  Operation

   A host wishing to negotiate a specific abort timeout for a connection
   MAY include the TCP Abort Timeout Option in any segment with a SYN
   flag, i.e., either the initial SYN or the SYN-ACK. It MUST NOT
   include an Abort Timeout Option in any other segment.

   The timeout value included in the option specifies the proposed abort
   timeout for the connection. Connections use abort timeouts negotiated
   with Abort Timeout Options during the ESTABLISHED state only. When
   connections are in other states, normal timeouts are used [ 1][2].

   A host proposing an abort timeout to its peer MUST be prepared to
   accept a shorter timeout value than proposed after the negotiation.
   See Section 2.2 for a discussion of valid timeout values.

   Upon receipt of a segment with the Abort Timeout Option, the
   receiving host decides whether to accept, shorten, or reject its
   peer’s proposed abort timeout. Section 2.3 discusses the specifics of
   this decision.

   When a receiving host accepts or shortens the offered abort timeout,
   it MUST include an Abort Timeout Option with the corresponding
   timeout value in the next segment it sends.  This will either be the
   SYN-ACK, if it received the peer’s Timeout Abort Option in the SYN
   segment, or the first ACK if it received the option in the SYN-ACK
   segment.

   This specification allows both the initiator of a TCP connection
   (i.e., the node sending the SYN) as well as the responder of a TCP
   connection (i.e., the node receiving the SYN) to initiate an abort
   timeout negotiation during the connection’s three-way handshake.
   Figure 2 illustrates the two allowed exchanges.
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