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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

 
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

12/714,063 02/26/2010 Robert Paul Morris PMORO110 5929

The nm mes PAIR: , EXAMINERThe Caldwell Firm, LLC ee
PO Box 59655 COULTER, KENNETH R

Dept. SVIPGP
Dallas, TX 75229

2445

NOTIFICATION DATE DELIVERY MODE

08/14/2014 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The timeperiodforreply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

pcaldwell@ thecaldwellfirm.com
Icaldwell @ thecaldwellfirm.com

andrew.gordon@ stragent.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

 . ae . 12/714,063 MORRIS, ROBERT PAUL
Examiner-Initiated Interview Summary _ _Examiner Art Unit

Kenneth Coulter 2445

All participants (applicant, applicant’s representative, PTO personnel):

(1) Kenneth Couiter. (3) .

(2) Patrick Caldwell (Reg. No. 44,580). (4) .

Date of Interview: 07 August 2014.

Type: XX] Telephonic ([] Video Conference
CL] Personal [copy given to: applicant [J applicant’s representative]

Exhibit shown or demonstration conducted: ([[] Yes DX] No.
If Yes, brief description:

Issues Discussed []101 (112 (J102 (1103 [X]Cthers
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: NVA.

Identification of prior art discussed: N/A.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied referencesetc...)

Examiner contacted Applicant's representative, Patrick Caldwell, regarding the status of the present Application since
no response to the Final rejection mailed 9/27/2013 has been received. Applicant's representative indicated that no
response has beenfiled.

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substanceof interview.

Examinerrecordation instructions: Examiners must summarize the substanceof any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argumentor issue discussed, a generalindication of any other pertinent matters discussed regarding patentability and the
general results or outcome ofthe interview, to include an indication as to whether or not agreement was reached on the issues raised.

L] Attachment
/Kenneth Coulter/

Primary Examiner, Art Unit 2445

 
U.S. Patent and Trademark Office

PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20140807
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Application No. Applicant(s)

. 12/714,063 MORRIS, ROBERT PAUL
Notice of Abandonment Examiner Art Unit

Kenneth Coulter 2445

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--

This application is abandonedin view of:

1. J Applicant's failure to timely file a proper reply to the Office letter mailed on 27 September 2013.
(a) DA reply was received on (with a Certificate of Mailing or Transmission dated

period for reply (including a total extension of time of month(s)) which expired on

(b) 7 A proposed reply was received on , but it does not constitute a proper reply under 37 CFR 1.113 to the final rejection.
(A properreply under 37 CFR 1.113 to a final rejection consists only of: (1) a timely filed amendment which places the
application in condition for allowance; (2) a timely filed Notice of Appeal (with appeal fee): or (3) a timely filed Requestfor
Continued Examination (RCE) in compliance with 37 CFR 1.114).

(c) 1 A reply was received on but it does not constitute a properreply, or a bona fide attempt at a proper reply, to the non-
final rejection. See 37 CFR 1.85(a) and 1.111. (See explanation in box 7 below).

(d) KX] No reply has beenreceived.

), which is after the expiration of the

2. Applicant's failure to timely pay the required issue fee and publication fee, if applicable, within the statutory period of three months
from the mailing date of the Notice of Allowance (PTOL-85).

(a) (J The issue fee and publication fee, if applicable, was received on (with a Certificate of Mailing or Transmission dated
____), whichis after the expiration of the statutory period for paymentof the issue fee (and publication fee) set in the Notice of
Allowance (PTOL-85).

(b) [J The submitted fee of $ is insufficient. Abalance of $_is due.
The issue fee required by 37 CFR 1.18 is $ . The publication fee, if required by 37 CFR 1.18(d),is $e.

(c) DJ Theissue fee and publication fee, if applicable, has not been received.

3.1) Applicant's failure to timely file corrected drawings as required by, and within the three-month period set in, the Notice of
Allowability (PTO-37).

(a) Oo Proposed corrected drawings were received on
after the expiration of the period for reply.

(b) [J No corrected drawings have beenreceived.

(with a Certificate of Mailing or Transmission dated ), whichis

4. Theletter of express abandonmentwhichis signed by the attorney or agentof record or other party authorized under 37 CFR
1.33(b). See 37 CFR 1.138(b).

5. Theletter of express abandonmentwhichis signed by an attorney or agent(acting in a representative capacity under 37 CFR
1.34) upon thefiling of a continuing application.

6. J The decision by the Board of Patent Appeals and Interference rendered on and becausethe period for seeking court review
of the decision has expired and there are no allowed claims.

7. K] The reason(s) below:

see attachedinterview summary

/Kenneth Coulter/

Primary Examiner, Art Unit 2445

 
Petitions to revive under 37 GFR 1.137, or requests to withdraw the holding of abandonment under 37 CFR 1.181. should be promptly filed to minimize
any negative effects on patent term.

U.S. Patent and Trademark Office

PTOL-1432 (Rev. 11-13) Notice of Abandonment Part of Paper No. 20140807

Page 3 of 202



Page 4 of 202

 

Application No. Applicant(s)

 . ae . 12/714,063 MORRIS, ROBERT PAUL
Examiner-Initiated Interview Summary _ _Examiner Art Unit

Kenneth Coulter 2445

All participants (applicant, applicant’s representative, PTO personnel):

(1) Kenneth Couiter. (3) .

(2) Patrick Caldwell (Reg. No. 44,580). (4) .

Date of Interview: 07 August 2014.

Type: XX] Telephonic ([] Video Conference
CL] Personal [copy given to: applicant [J applicant’s representative]

Exhibit shown or demonstration conducted: ([[] Yes DX] No.
If Yes, brief description:

Issues Discussed []101 (112 (J102 (1103 [X]Cthers
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: NVA.

Identification of prior art discussed: N/A.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied referencesetc...)

Examiner contacted Applicant's representative, Patrick Caldwell, regarding the status of the present Application since
no response to the Final rejection mailed 9/27/2013 has been received. Applicant's representative indicated that no
response has beenfiled.

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substanceof interview.

Examinerrecordation instructions: Examiners must summarize the substanceof any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argumentor issue discussed, a generalindication of any other pertinent matters discussed regarding patentability and the
general results or outcome ofthe interview, to include an indication as to whether or not agreement was reached on the issues raised.

L] Attachment
/Kenneth Coulter/

Primary Examiner, Art Unit 2445

 
U.S. Patent and Trademark Office

PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20140807
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PATENT ASSIGNMENT COVER SHEET

Electronic Version v1.1

Stylesheet Version v1.2

 

EPASID: PAT2601318

 

SUBMISSION TYPE: NEW ASSIGNMENT

NATURE OF CONVEYANCE: ASSIGNMENT

CONVEYING PARTY DATA

ROBERT PAUL MORRIS 09/05/2013

RECEIVING PARTY DATA

City: RALEIGH

  
 

 

 
 

PROPERTY NUMBERSTotal: 48

 

Application Number: 12714063

Application Number: 12705638

Patent Number: 8219606
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12688996
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Application Number: 13477402

Application Number: 12857836

Application Number: 12857847

Application Number: 12758125

Application Number: 12788373

Patent Number: 8331372

ertApplication Number: 12857851

Application Number: 12830392

Application Number: 13025939

Application Number: 13025944

|

 

 

 

 

Application Number: 13024444

[Application Number: | 13023952 |

[Application Number: | 12788381 |

 

 

  

CORRESPONDENCEDATA
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Fax Number:

Email: pcalwell@thecaldwellfirm.com

Correspondence will be sent via US Mail when the email attemptis unsuccesstul.

Correspondent Name: PATRICK E. CALDWELL, ESQ.

Address Line 1: PO BOX 59655

AddressLine 4: DALLAS, TEXAS 75229 

NAME OF SUBMITTER: PATRICK E. CALDWELL, ESQ.

Signature: /Patrick E. Caldwell/

11/03/2013

This documentServes as an Oath/Declaration (37 CFR 1.63).

Total Attachments: 9

source=Morris-SittingMan_Assignment_vF_9-5-13#page1 .tif

source=Morris-SittingMan_Assignment_vF_9-5-13#page2.tif

source=Morris-SittingMan_Assignment_vF_9-5-13#page3.tif

source=Morris-SittingMan_Assignment_vF_9-5-13#page4.tif

source=Morris-SittingMan_Assignment_vF_9-5-13#page65.tif

source=Morris-SittingMan_Assignment_vF_9-5-13#page6.tif

source=Morris-SittingMan_Assignment_vF_9-5-13#page/tif

source=Morris-SittingMan_Assignment_vF_9-5-13#page8.tif

source=Morris-Sitting Man_Assignment_vF_9-5-13#page9tif
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ASSIGNMENT OF PATENT RIGHTS

For valuable consideration, the receipt and sufficiency of which is hereby acknowledged,
on this 5" day of September, 2013, Robert Paul Morris of Wake County, Raleigh, North Carolina,
a person, (“Assignor”), hereby sells, assigns, and transfers to Sitting Man, LLC, a Delaware
limited liability company (“Assignee”), the full extent of all right, title, and interest in and to any
and all of the following (collectively, the “Rights”:

1.

2.

3.

 

The patents, provisional patent applications and patent applications listed in the table below
(individually and collectively referred to herein as the “Patents”);
All inventions claimed or described in the Patents (collectively, the “Inventions”);
All rights with respect to the Inventions, including all U.S. patents or other governmental grants
or issuances that maybe granted with respect to the Inventions or from any direct or indirect
divisionals, continuations, continuations-in-part, or other patent applications claiming priority
rights from the Patents (“Potential Patents”);
All reissues, reexaminalions, extensions, registrations, or any and all priority patent
application(s) of the Patents or Potential Patents;
All non-United States patents, patent applications, and counterparts relating to anyor all of the
Inventions, the Patents, or Potential Patents, including, without limitation, certificates of
invention, utility models, industrial design protection, design patent protection, and other
governmental grants or issuances (“Foreign Rights”), and including the right to file foreign
applications directly in the name of Assignee, its successors and assigns;
Theright to claim priority rights deriving from the Patents;
All causes of action and remedies related to the Patents, the Inventions, Potential Patents, or
Foreign Rights (including, without limitation, the right to sue for past, present, or future
infringement, misappropriation or violation ofrights related to any ofthe foregoing and the
right to collect royalties and other payments under or on accountof any ofthe foregoing); and
Anyandall other rights and interests arising out of, in connection with, or in relation to, the
Patents, the Inventions, Potential Patents, or Foreign Rights.

Patent or Application No. Filing Date Title of Patent and First Named Inventor

12/688,996 01-18-2010 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

TRAVERSING NODESIN PATH ON A

DISPLAY DEVICE

Robert Paul Morris

13/023,883 02-09-2011 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR DIRECTING

ATTENTION OF AN OCCUPANT OF AN

AUTOMOTIVE VEHICLE TO A

VIEWPORT

Robert Paul Morris
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Filing

12/689, 169

DatePatent or Application No.

8,422,858

 
12/868,767 08-26-2010

13/045,556 03-11-2011

Title of Patent and First Named Inventor

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

COORDINATING PLAYING OF MEDIA

STREAMS

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

COORDINATING PLAYING OF MEDIA

STREAMS

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

CONTROLLING PLAY OF MEDIA

STREAMS

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

AUTOMATICALLY SELECTING OBJECTS

IN A PLURALITY OF OBJECTS Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

NAVIGATING BETWEEN VISUAL

COMPONENTS

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR PROVIDING

FEEDBACK TO A USER OF A PORTABLE

ELECTRONIC DEVICE IN MOTION

Robert Paul Morris 

12/689,177 01-18-2010 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

AUTOMATING OPERATIONS ON A

PLURALITY OF OBJECTS

Robert Paul Morris 
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Patent or Application No.

12/955 ,993

8,346,853

13/685,739

12/714,063

12/705 ,638

8,219,606

13/477,402

Page 10 of 202

Filing Date

11-30-2010

05-27-2010

11-27-2012

02-26-2010

02-15-2010

02-27-2010

05-22-2012

Title of Patent and First Named Inventor

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

AUTOMATICALLY SCROLLING ITEMS

IN A SELECTION CONTROL

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PROCESSING AN ATTACHED

COMMANDRESPONSE

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PROCESSING AN ATTACHED

COMMANDRESPONSE

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR DETECTING

AN IDLE TCP CONNECTION

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR DELAYING

PRESENTATION OF AN UPDATE TO A

USER INTERFACE

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR SHARING

INFORMATION FOR DETECTING AN

IDLE TCP CONNECTION

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR SHARING

INFORMATION FOR DETECTING AN

IDLE TCP CONNECTION

 
Robert Paul Morris
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Patent or Application No.

12/857,836

  12/857,847

12/758,125

12/956,008

12/788 ,373

13/023,916

Filing Date

08-17-2010

08-17-2010

04-12-2010

11-30-2010

05-27-2010

02-09-2011

Title of Patent and First Named Inventor

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

MAINTAINING A RESOURCE BASED ON

A COST OF ENERGY

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PRESENTING AN INDICATION OF A

COST OF PROCESSING A RESOURCE

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR MANAGING

AN IDLE COMPUTING COMPONENT

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR BINDING

ATTRIBUTES BETWEEN VISUAL

COMPONENTS

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

PREVENTING PROCESSING OF AN HTTP

RESPONSE

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR DIRECTING

ATTENTION TO A SEQUENCE OF
VIEWPORTS OF AN AUTOMOTIVE

VEHICLE

Robert Paul Morris 

12/857,857 08-17-2010 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR SELECTING

A RESOURCEIN RESPONSE TO A

CHANGEIN AVAILABLE ENERGY

Robert Paul Morris 
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Patent or Application No. Filing Date Title of Patent and First Named Inventor

12/758,828 04-13-2010 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

IDENTIFYING AN IDLE USER

INTERFACE ELEMENT

Robert Paul Morris

 
8,233,482 04-22-2010 METHODS, SYSTEMS, AND COMPUTER

PROGRAM PRODUCTSFOR DISABLING

AN OPERATIVE COUPLING TOA

NETWORK

Robert Paul Morris

13/531,544 06-24-2012 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR DISABLING

AN OPERATIVE COUPLING TO A

NETWORK

Robert Paul Morris

12/819,214 06-20-2010 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

IDENTIFYING A CONTACTEEIN A

COMMUNICATION

Robert Paul Morris

 
8,331,372 04-22-2010 METHODS, SYSTEMS, AND COMPUTER

PROGRAM PRODUCTS FOR ENABLING

AN OPERATIVE COUPLING TOA

NETWORK

Robert Paul Morris

13/663,513 10-30-2012 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR ENABLING

AN OPERATIVE COUPLING TO A

NETWORK

Robert Paul Morris

12/830,385 07-05-2010 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

CONFIGURING ACCESS TO A DATA

SOURCE BASED ON A CHANNEL

IDENTIFIER

 

 
Robert Paul Morris
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Patent or Application No. Filing Date Title of Patent and First Named Inventor

12/789,538 05-28-2010 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PROCESSING AN ATTACHED

COMMAND RESPONSE BASED ON A

MARKUP ELEMENT

Robert Paul Morris

12/789,550 05-28-2010 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PROCESSING A NON-RETURNABLE

COMMANDRESPONSE BASED ON A

MARKUP ELEMENT

Robert Paul Morris

13/941,502 07-14-2013 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PROCESSING A NON-RETURNABLE

COMMAND RESPONSE BASED ON A

MARKUP ELEMENT

Robert Paul Morris

12/788,381 05-27-2010 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PROCESSING A COMBINED COMMAND

RESPONSE     
Robert Paul Morris

12/789,568 05-28-2010 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PROCESSING A COMBINED COMMAND

RESPONSE BASED ON A MARKUP

ELEMENT

 

Robert Paul Morris

12/819,215 06-20-2010 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

IDENTIFYING A COMMUNICANTIN A

COMMUNICATION

Robert Paul Morris
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Patent or Application No.

8,447,819

  13/867,040

12/833,016

12/830,389

12/830,388

12/857,851

Filing Date

07-09-2010

04-20-2013

07-09-2010

07-05-2010

07-05-2010

08-17-2010

Title of Patent and First Named Inventor

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PROCESSING A REQUEST FOR A
RESOURCEIN A COMMUNICATION

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PROCESSING A REQUEST FOR A
RESOURCE IN A COMMUNICATION

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

REFERENCING AN ATTACHMENTIN A

COMMUNICATION

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PROCESSING A CONTEXTUAL

CHANNEL IDENTIFIER

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR SELECTING

A DATA SOURCE BASED ON A

CHANNEL IDENTIFIER

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR SELECTING

A RESOURCE BASED ON A MEASURE

OF A PROCESSING COST

Robert Paul Morris 

12/830,392 07-05-2010 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

CONFIGURING A CONTEXTUAL

CHANNEL IDENTIFIER

Robert Paul Morris 
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Patent or Application No. Filing Date Title of Patent and First Named Inventor
13/025,939 02-11-2011 METHODS, SYSTEMS, AND COMPUTER

PROGRAM PRODUCTSFOR PROVIDING

STEERING-CONTROL FEEDBACK TO AN

OPERATOR OF AN AUTOMOTIVE

VEHICLE

 
Robert Paul Morris

13/025,944 02-11-2011 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR MANAGING

ATTENTION OF A USER OF A

PORTABLE ELECTRONIC DEVICE

Robert Paul Morris

13/024,444 02-10-2011 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR MANAGING

OPERATION OF A PORTABLE

ELECTRONIC DEVICE

Robert Paul Morris

13/023,932 02-09-2011 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR ALTERING

ATTENTION OF AN AUTOMOTIVE

VEHICLE OPERATOR

Robert Paul Morris

13/023,952 02-09-2011 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR MANAGING

ATTENTION OF AN OPERATOR AN

AUTOMOTIVE VEHICLE

Robert Paul Morris

13/024,466 02-10-2011 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR MANAGING

OPERATION OF AN AUTOMOTIVE

VEHICLE

 
Robert Paul Morris

Assignors will not sign any writing or do any act conflicting with this Assignment, and,
without further compensation, will sign all documents and do such additional acts as Assignee,its
successors, legal representatives, and assigns deem necessary or desirable to perfect enjoyment of
the Rights, conduct proceedings regarding the Rights (including any litigation or interference
proceedings), or perfect or defend title to the Rights. Assignors request the respective patent office
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  or governmental agency in each jurisdicuon te issoe ass and all patents, certificates of invention,
atiity models, or other zovernmenual grants or issuances that mav be granted upon any ofthe
Rights je the name ofthe Assignee. as the assignee te ihe entire iierest therein.

The terms and conditions of this Assignment “will nyere to the benefit of Assignee, its

successors, legal representatives, and assiwns and will pe binding upoo Assignors, their successors,
leval representatives and assigns.

Name: Robert Paul oalorris
(Signature MUSTbe attested)

 

ATTESTATIONOFSIGNATURE PURSUANT TO 28 ELS.C. 

Che undersigned witnessed the signature of Robert Paul Morns to the above

Assignment of Patent Rights and makes the following statements:

 

I, lam over the age of 18 and competent to testify as to the facts in this
Attestation block if called upen to de so.

2. Robert Paul Morris is personally knownto me (or proved to me on the basis

of satisfactory evidence) and appearecdobefere me onsi, BOS to
execule the above Assignment or Patent Rights.

 

3. Robert Paul Morris subseribed to the above Assignment of Patent Rights.

declare under penalty of perjury under the laws of the United States of Amenca
that the statemenis made in the diree (3) nermbered paragraphs immediately above
are true anal correct.

EXECUTED onSQ2P .2013

 

 
Print Name:74(77Deyhg,IF

Mo
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i yy
) UNITED STATES PATENT AND TRADEMARK OFFICE
5 UNITED STATES DEPARTMENT OF COMMERCE2 United States Patent and TrademarkOffice

Address:COMMISSIONER FOR PATENTSPO. Box 145
Alexandria, Virgnia 22313-1450www.uspto.gov

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

 

 
12/714,063 02/26/2010 Robert Paul Morris 0110-SP

CONFIRMATION NO.5929

92045 POA ACCEPTANCE LETTER

The Caldwell Firm, LLC

PO Box 59655 IU
Dept. SVIPGP 00000006
Dallas, TX 75229

Lt)LUNA

Date Mailed: 10/31/2013

NOTICE OF ACCEPTANCE OF POWEROF ATTORNEY

This is in response to the Powerof Attorneyfiled 10/23/2013.

The Powerof Attorneyin this application is accepted. Correspondencein this application will be mailed to the
above address as provided by 37 CFR 1.33.

/kgebremichael/
 

Office of Data Management, Application Assistance Unit (571) 272-4000,or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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ASSIGNMENT OF PATENT RIGHTS

For valuable consideration, the receipt and sufficiency of which is hereby acknowledged,
on this 5" day of September, 2013, Robert Paul Morris of Wake County, Raleigh, North Carolina,
a person, (“‘Assignor”), herebysells, assigns, and transfers to Sitting Man, LLC, a Delaware
limited liability company (“Assignee”), the full extent ofall right, title, and interest in and to any
and all of the following (collectively, the “Rights”):

1.

2.

3.

The patents, provisional patent applications and patent applications listed in the table below
(individually and collectively referred to herein as the “Patents”);
All inventions claimed or described in the Patents (collectively, the “Inventions’);
All rights with respect to the Inventions, including all U.S. patents or other governmental grants
or issuances that may be granted with respect to the Inventions or from any direct or indirect
divisionals, continuations, continuations-in-part, or other patent applications claimingpriority
rights from the Patents (“Potential Patents”);
All reissues, reexaminations, extensions, registrations, or any and all priority patent
application(s) of the Patents or Potential Patents;
All non-United States patents, patent applications, and counterparts relating to any orall ofthe
Inventions, the Patents, or Potential Patents, including, without limitation, certificates of
invention, utility models, industrial design protection, design patent protection, and other
governmental grants or issuances (“Foreign Rights”), and including the right to file foreign
applications directly in the name ofAssignee, ils successors and assigns;
Theright to claim priority rights deriving from the Patents;
All causes of action and remedies related to the Patents, the Inventions, Potential Patents, or
Foreign Rights (including, without limitation, the right to sue for past, present, or future
infringement, misappropriation or violation of rights related to any of the foregoing and the
right to collect royalties and other payments under or on account of any of the foregoing); and
Anyand all other rights and interests arising out of, in connection with, or in relation to, the
Patents, the Inventions, Potential Patents, or Foreign Rights.

Patent or Application No. Filing Date Title of Patent and First Named Inventor

12/688,996 01-18-2010 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS [FOR

TRAVERSING NODES IN PATH ON A

DISPLAY DEVICE

Robert Paul Morris 

13/023,883 02-09-2011 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR DIRECTING

ATTENTION OF AN OCCUPANT OF AN

AUTOMOTIVE VEHICLE TOA

VIEWPORT
  

Robert Paul Morris
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Patent or Application No. Filing Date Title of Patent and First Named Inventor 

8,422,858

13/790,082

12/696,854

01-21-2010

03-08-2013

01-29-2010

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

COORDINATING PLAYING OF MEDIA

STREAMS

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

COORDINATING PLAYING OF MEDIA

STREAMS

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

CONTROLLING PLAY OF MEDIA

STREAMS

Robert Paul Morris 

12/689, 169

12/868,767

13/045,556

01-18-2010

08-26-2010

03-11-2011

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

AUTOMATICALLY SELECTING OBJECTS

IN A PLURALITY OF OBJECTS

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

NAVIGATING BETWEEN VISUAL

COMPONENTS

 
Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR PROVIDING

FEEDBACK TO A USER OF A PORTABLE

ELECTRONIC DEVICE IN MOTION

Robert Paul Morris 

12/689,177

 
01-18-2010 METHODS, SYSTEMS, AND COMPUTER

PROGRAM PRODUCTS FOR

AUTOMATING OPERATIONS ON A

PLURALITY OF OBJECTS

Robert Paul Morris 
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Patent or Application No. Filing Date Title of Patent and First Named Inventor 

12/955,993

8,346,853

13/685,739

11-30-2010

05-27-2010

11-27-2012

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

AUTOMATICALLY SCROLLING ITEMS

IN A SELECTION CONTROL

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PROCESSING AN ATTACHED

COMMANDRESPONSE

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

PROCESSING AN ATTACHED

COMMAND RESPONSE

Robert Paul Morris 

12/714,063 02-26-2010 METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR DETECTING

AN IDLE TCP CONNECTION

Robert Paul Morris 

12/705,638

8,219,606

13/477,402

 02-15-2010

02-27-2010

05-22-2012

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR DELAYING

PRESENTATION OF AN UPDATE TOA

USER INTERFACE

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR SHARING

INFORMATION FOR DETECTING AN

IDLE TCP CONNECTION

 
Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR SHARING

INFORMATION FOR DETECTING AN

IDLE TCP CONNECTION

Robert Paul Morris 
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Patent or Application No. Filing Date Title of Patent and First Named Inventor 

12/857,836

12/857,847

12/758,125

12/956,008

08-17-2010

08-17-2010

04-12-2010

11-30-2010

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

MAINTAINING A RESOURCE BASED ON

A COST OF ENERGY

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PRESENTING AN INDICATION OF A

COST OF PROCESSING A RESOURCE

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR MANAGING

AN IDLE COMPUTING COMPONENT

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR BINDING

ATTRIBUTES BETWEEN VISUAL

COMPONENTS

Robert Paul Morris 

12/788,373

13/023,916

05-27-2010

02-09-2011

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

PREVENTING PROCESSING OF AN HTTP

RESPONSE

 
Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR DIRECTING

ATTENTION TO A SEQUENCE OF
VIEWPORTSOF AN AUTOMOTIVE

VEHICLE

Robert Paul Morris 

12/857,857

 
08-17-2010 METHODS, SYSTEMS, AND COMPUTER

PROGRAM PRODUCTSFOR SELECTING

A RESOURCEIN RESPONSE TO A

CHANGE IN AVAILABLE ENERGY

Robert Paul Morris 
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Patent or Application No. Filing Date Title of Patent and First Named Inventor 

12/758,828

8,233,482

13/531,544

04-13-2010

04-22-2010

06-24-2012

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

IDENTIFYING AN IDLE USER

INTERFACE ELEMENT

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR DISABLING

AN OPERATIVE COUPLING TOA

NETWORK

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR DISABLING

AN OPERATIVE COUPLING TO A

NETWORK

Robert Paul Morris 

12/819,214

8,33 1,372

13/663,513

06-20-2010

04-22-2010

10-30-2012

 
METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

IDENTIFYING A CONTACTEE IN A

COMMUNICATION

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR ENABLING

AN OPERATIVE COUPLING TOA

NETWORK

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR ENABLING

AN OPERATIVE COUPLING TO A

NETWORK

Robert Paul Morris 

12/830,385
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07-05-2010

 
METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

CONFIGURING ACCESS TO A DATA

SOURCE BASED ON A CHANNEL

IDENTIFIER

 
Robert Paul Morris
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Patent or Application No. Filing Date Title of Patent and First Named Inventor 

12/789,538

12/789,550

05-28-2010

05-28-2010

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

PROCESSING AN ATTACHED

COMMANDRESPONSE BASED ON A

MARKUP ELEMENT

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PROCESSING A NON-RETURNABLE

COMMAND RESPONSE BASED ON A

MARKUP ELEMENT

 
Robert Paul Morris 

13/941,502

12/788,381

12/789,568

12/819,215

Page 23 of 202

 07-14-2013

05-27-2010

05-28-2010

06-20-2010

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PROCESSING A NON-RETURNABLE

COMMAND RESPONSE BASED ON A

MARKUP ELEMENT

 
Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

PROCESSING A COMBINED COMMAND

RESPONSE

 
Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PROCESSING A COMBINED COMMAND

RESPONSE BASED ON A MARKUP

ELEMENT

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

IDENTIFYING A COMMUNICANTIN A

COMMUNICATION

 
Robert Paul Morris
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Patent or Application No. Filing Date Title of Patent and First Named Inventor 

8,447,819

13/867,040

12/833,016

07-09-2010

04-20-2013

07-09-2010

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

PROCESSING A REQUEST FORA
RESOURCEIN A COMMUNICATION

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR

PROCESSING A REQUEST FOR A
RESOURCE IN A COMMUNICATION

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

REFERENCING AN ATTACHMENTIN A

COMMUNICATION

Robert Paul Morris 

12/830,389

12/830,388

12/857,851

07-05-2010

07-05-2010

08-17-2010

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR

PROCESSING A CONTEXTUAL

CHANNEL IDENTIFIER

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR SELECTING

A DATA SOURCE BASED ON A

CHANNEL IDENTIFIER

 
Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR SELECTING

A RESOURCE BASED ON A MEASURE

OF A PROCESSING COST

Robert Paul Morris 

12/830,392

 
07-05-2010 METHODS, SYSTEMS, AND COMPUTER

PROGRAM PRODUCTS FOR

CONFIGURING A CONTEXTUAL

CHANNEL IDENTIFIER

Robert Paul Morris 
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Patent or Application No.
13/025,939

13/025,944

13/024,444

13/023,952

13/024,466

 
Filing Date
02-11-2011

02-11-2011

02-10-2011

02-09-2011

02-09-2011

02-10-2011

Title of Patent and First Named Inventor

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR PROVIDING

STEERING-CONTROL FEEDBACK TO AN

OPERATOR OF AN AUTOMOTIVE

VEIIICLE

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR MANAGING

ATTENTION OF A USER OF A

PORTABLE ELECTRONIC DEVICE

Robert Paul Morris

METIIODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR MANAGING

OPERATION OF A PORTABLE

ELECTRONIC DEVICE

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTSFOR ALTERING

ATTENTION OF AN AUTOMOTIVE

VEHICLE OPERATOR

Robert Paul Morris

METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR MANAGING

ATTENTION OF AN OPERATOR AN

AUTOMOTIVE VEHICLE

Robert Paul Morris

METIIODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR MANAGING

OPERATION OF AN AUTOMOTIVE

VEHICLE

  
Robert Paul Morris

Assignors will not sign any writing or do any act conflicting with this Assignment, and,
without further compensation, will sign all documents and do such additional acts as Assignee,its
successors, legal representatives, and assigns deem necessary ordesirable to perfect enjoyment of
the Rights, conduct proceedings regarding the Rights (including any litigation or interference
proceedings), or perfect or defendtitle to the Rights. Assignors request the respective patent office
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ogeoeeeae

Seaeees

y
$

B®

  or governmental agency im euch fursdiction to issue aud ull patents, certificates of invention,
utility models, or other governmental grants or issuances thar may be granted upon any of the
Rights in the name ofthe Asstunee. as the assignee to ihe entire interest therein.

 
 

The terms and conditions of this Assicni

SUCTESSOFS, legal representatives. and assigns and
legal representatives and assigns,

AhLFLMote
Name: Robert Paul Monis.
Signature MUSTbe attested)

 
ninent will mure to the benefit of Assignee, its

Uf be binding upon Assionors, their successors,

 

ATTESTATION OF SIGNATUREFURSUANTTO 28 U.S.C. 

The undersigned witnessed the signature of Robert Paul Morris to the above

Assignment of Patent Rights and makes the followingstatements:

I, lam over the age of 18 and competent to testify as to the facts in this
Attestation block if called upen to do so.

2. Robert Paul Mortis is personally knownto rne (or proved to me on the basis
of satisfactory evidence) and appeared before me ons BOTS to
execute the above Assignment of Patent Rights,

3. Robert Paul Morris subsertbed to the above Assignorent of Patent Rights.

I declare under penalty of perjury under the laws of the United States of America
that the statements made jo the three (3) numbered paragraphs immediately above
are true and correct.

EXECUTEDonSea2D2

loa

72 Getsbseven,
 

Print Name:
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Electronic AcknowledgementReceipt

Application Number: 12714063 

International Application Number:

Confirmation Number: 5929

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR
Title of Invention: DETECTING AN IDLE TCP CONNECTION

eon
a
=Attorney Docket Number: 0110-SP

Receipt Date: 25-OCT-2013 

Filing Date: 26-FEB-2010

Application Type: Utility under 35 USC 111(a)

Paymentinformation:

Document sas . File Size(Bytes)/
Number DocumentDescription File Name Message Digest|Part/.zip| (ifappl.)

 
 

Morris- 769618

Miscellaneous Incoming Letter SittingMan_Assignment_vF_9-
5-13.pdf Sdd85c282cl6ef37223.a4 | JeOcec878eb779£594

 
Warnings: 

Information: 
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TotalFiles Size (in bytes) 769618 

This AcknowledgementReceipt evidences receipt on the noted date by the USPTOof the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsforafiling date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownon this
AcknowledgementReceiptwill establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptanceof the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receiptwill establish the international filing date of
the application.
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PTO/SB/80 (11-08)
Approved for use through 11/30/2011. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respondto a collection ofinformation unlessit displays a valid OMB control number.

POWEROF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

37 CFR 3.73(b).

| hereby appoint:

Practitioners associated with the Customer Number: 92045

OR

[| Practitioner(s) named below(if more than ten patent practitioners are to be named, then a customer number mustbe used):
Name Registration 4 Name Registration

Number Number

as attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with
any andall patent applications assigned only to the undersigned according to the USPTO assignment records or assignment documents
attachedto this form in accordance with 37 CFR 3.73(b).

Please change the correspondence addressfor the application identified in the attached statement under 37 CFR 3.73(b)to:

The address associated with Customer Number: 92045
OR

Firm or
Individual Name

Address
 

City Zip 

Country    
Telephone | Email 

Assignee Nameand Address:

Sitting Man, LLC
712 Latta St

Raleigh, NC 27607

A copyof this form, together with a statement under 37 CFR 3.73(b) (Form PTO/SB/96 or equivalent) is required to be
filed in each application in which this form is used. The statement under 37 CFR 3.73(b) may be completed by one of
the practitioners appointed in this form if the appointed practitioner is authorized to act on behalf of the assignee,
and mustidentify the application in which this Powerof Attorney is to befiled.

SIGNATUREof Assignee of Record
The individual whose signature andtitle is supplied belowis authorized to act on behalf of the assignee

Sina /Robert Paul Morris!

Robert Paul Morris Telephone

Managing Member
This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public whichis to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes
to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending upon the individual case. Any
comments on the amountof time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMSTO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 
Ifyou need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

Page 30 of 202

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Memberof
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Memberwith respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may bedisclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agencyfor purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs,under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be madein accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant(/.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record wasfiled in an application which
became abandonedorin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency,if the USPTO becomes awareofa violation or potential
violation of law or regulation.
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PTO/SB/96 (07-09)
Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unlessit displays a valid OMB control number.

STATEMENT UNDER37 CER3.73(b)

Applicant/Patent Owner: Robert Paul Morris

Application No./Patent No.: 12/714,063 Filed/Issue Date: 92-26-2010

Titled:|METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTSFOR DETECTING AN IDLE TCP
CONNECTION

Sitting Man, LLC _a__ Limited Liability Company
(Nameof Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency,etc.

states thatit is:

1. the assignee of the entire right, title, and interestin;

2.[| an assignee of less than the entire right, title, and interest in
(The extent (by percentage)of its ownership interestis %); Or

3.[] the assignee of an undivided interest in the entirety of (a complete assignment from oneofthe joint inventors was made)
the patent application/patent identified above, by virtue of either:

A.[] An assignmentfrom the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Ree! , Frame , or for which a
copy therefore is attached.

OR

A chainoftitle from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1.From: Robert Paul Morris To: Sitting Man, LLC

The document was recorded in the United States Patent and TrademarkOffice at

Reel , Frame , or for which a copy thereofis attached.

2. From: To:  

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , orfor which a copy thereofis attached.

3. From: To:

The document was recorded in the United States Patent and TrademarkOffice at

Reel , Frame , orfor which a copy thereofis attached.

[| Additional documents in the chain oftitle are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain oftitle from the original owner to the assignee was,
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy(i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignmentin the records of the USPTO. See MPEP 302.08]

The undersigned (whosetitle is supplied below) is authorized to act on behalf of the assignee.

/Robert Paul Morris/ 10/17/2013 

Signature Date

Robert Paul Morris Managing Member

Printed or Typed Name Title
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public whichis to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending uponthe individual case. Any comments on the amountof time
you require to complete this form and/or suggestions for reducing this burden, should be sentto the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 
!f you need assisiance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which mayresult in termination of proceedings or
abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.
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The information on this form will be treated confidentially to the extent allowed under the
Freedom ofInformation Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these recordsis required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counselin the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Memberof
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Memberwith respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvementsin records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordancewith the GSA regulations governing inspection of records for this
purpose, and anyotherrelevant(/.e., GSA or Commerce)directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record wasfiled in an application which
became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency,if the USPTO becomesawareofa violation or potential
violation of law or regulation.
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Electronic AcknowledgementReceipt

Application Number: 12714063 

International Application Number:

Confirmation Number: 5929

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR
Title of Invention: DETECTING AN IDLE TCP CONNECTION

ene
a

eeAttorney Docket Number: 0110-SP

Receipt Date: 23-OCT-2013 

Filing Date: 26-FEB-2010

Application Type: Utility under 35 USC 111(a)

Paymentinformation:

Document sas . File Size(Bytes)/
Number DocumentDescription File Name Message Digest|Part/.zip| (ifappl.)

 
 

435724

Powerof Attorney Morris_POA_pre_2012.pdf 16426 143c6e06d83 0Safa69a2cfdb950%6a]
8d40

 
Warnings: 

Information: 
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Application No. Applicant(s)

 12/714,063 MORRIS, ROBERT PAUL

Office Action Summary Examiner Art Unit AIA (FirstInventorto File)
Kenneth R. Coulter 2445 Ne 

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLYIS SET TO EXPIRE 3 MONTH(S) OR THIRTY (80) DAYS,

WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, maya reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended periodforreply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s)filed on 2 June 2013.
L] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/werefiled on

2a)X] This action is FINAL. 2b)] This action is non-final.
3)L] Anelection was madebythe applicant in responseto a restriction requirementsetforth during the interview on

___3 the restriction requirement and election have been incorporated into this action.

4)L] Sincethis application is in condition for allowance exceptfor formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

5) Claim(s) 7-25 is/are pending in the application.

 
5a) Of the above claim(s) is/are withdrawn from consideration.

6) Claim(s) is/are allowed.
7)X] Claim(s) 1-25 is/are rejected.
8)L] Claim(s)__ is/are objectedto.
9) Claim(s) are subjectto restriction and/or election requirement.

 

* If any claims have been determined allowable, you may beeligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see

hito// vindex.ise or send an inquiry to PPHieedback@uspte.dqov.www. usoto.gov/ipatents/init events/   

Application Papers

10)L] The specification is objected to by the Examiner.
11) The drawing(s) filed on is/are: a)L_] accepted or b)[_] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12) Acknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

aL All bj] Some* c)L] Noneof the:
1.2] Certified copies of the priority documents have been received.
2.L] Certified copies of the priority documents have been received in Application No.
3.0] Copies of the certified copies of the priority documents have been receivedin this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action foralist of the certified copies not received.

Interim copies:

a)_] All b)L] Some c)L] None of the: Interim copies of the priority documents have been received.

  
 

Attachment(s)

1) CL] Notice of References Cited (PTO-892) 3) CT Interview Summary (PTO-413)
. . Paper No(s)/Mail Date.

2) Cc] Information Disclosure Statement(s) (PTO/SB/08) 4 Ol Other:Paper No(s)/Mail Date ther
U.S. Patent and Trademark Office
PTOL-326 (Rev. 03-13) Office Action Summary Part of Paper No./Mail Date 20130617

Page 36 of 202



Page 37 of 202

Application/Control Number: 12/714,063 Page 2
Art Unit: 2445

DETAILED ACTION

Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections underthis section madein this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in
public use or on sale in this country, more than one yearprior to the date of application for patent in
the United States.

Claims 1 - 25 are rejected under 35 U.S.C. 102(b) as being anticipated by

Sillasto et al. (U.S. Pat. Pub. No. 2005/0063304) (Release Timer for NRT Connectionin

Mobile Communication Network).

1.1. Regarding claim 1, Sillasto discloses a method for detecting an idle TCP

connection, the method comprising:

receiving, by a first node from a second node, a first transmission control protocol

(TCP) packet in a TCP connection (Figs. 4, 5; paragraphs 40, 52);

identifying a first idle time period header, in the first packet, for detectingafirst

idle time period during which no TCP packetincluding data in a first TCP data stream

sent in the TCP connection from the second nodeis received bythefirst node (Figs.4,

5; paragraphs40, 52, 66, 67);

detecting the first idle time period based on thefirst idle time period header(Figs.

4, 5; paragraphs 40, 52); and
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deactivating the TCP connection in response to detecting the first idle time period

(Figs. 4, 5; paragraphs 40, 52, 56).

1.2 Perclaim 2, Sillasto teaches the method of claim 1 wherein the TCP connection

is identified by a first connection endpoint and a second connection endpoint, and the

first node includes at least oneof the first connection endpoint anda first proxy endpoint

representing the first connection endpoint (Fig. 12; paragraphs 110, 111).

1.3. Regarding claim 3, Sillasto discloses the method of claim 1 wherein thefirst idle

time period headeridentifies, for detecting the first idle time period, at least one of a

duration of time, a generator for determining a duration of time, and an inputfor

determining a duration of time (Figs. 4, 5; paragraphs 40, 52).

1.4 Per claim 4, Sillasto teaches the method of claim 1 further comprising modifying

at least one of a TCP keep-alive option, a TCP user timeout, a retransmission timeout,

an acknowledgmenttimeout, and another timeout associated with the TCP connection,

in responseto identifying the first idle time period header(Figs. 4, 5, 6, 7; paragraphs

AO, 52).

1.5 Regarding claim 5, Sillasto discloses the method of claim 1 wherein detecting the

first idle time period includes detecting a time period,in thefirst idle time period, during

whichthefirst node has received acknowledgmentfor all data in a second TCP data
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stream sent in the TCP connection to the second node(Figs. 4, 5; paragraphs 40, 52).

1.6 Perclaim 6, Sillasto teaches the method of claim 1 wherein thefirst idle time

period header is based on a previous idle time period headeridentified in a previous

TCP packet in the TCP connection sentby thefirst node to the second node prior to the

receiving of the first TCP packet (Figs. 4, 5, 6, 7; paragraphs 40, 52).

1.7 Regarding claim 7, Sillasto discloses the method of claim 1 further comprising:

detecting a timeout based on a duration of time identified by the first idle information

header; and sending, in response to detecting the timeout, a TCP keep-alive packetin

the TCP connection to the second node (Figs. 4, 5; paragraphs 40, 52).

1.8 Per claim 8, Sillasto teaches the method of claim 7 further comprising: detecting

an acknowledgmenttimeout associated with sending the TCP keep-alive packet; and

detecting thefirst idle time period based on detecting the acknowledgmenttimeout

(Figs. 4, 5; paragraphs 40, 52).

1.9 Regarding claim 9, Sillasto discloses the method of claim 1 wherein detecting the

first idle time period comprises: receiving an empty TCP packet including no data in the

first TCP data stream after detecting a beginning of a potential first idle time period; in

responseto receiving the empty TCP packet, detecting a beginning of a next potential

first idle time period (Figs. 4, 5, 6, 7; paragraphs 40, 52).
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1.10 Perclaim 10, Sillasto teaches the method of claim 9 wherein detecting the

beginning of the next potentialfirst idle time period is performed in response to

determining the empty TCP packet matches a specified condition (Figs. 4, 5;

paragraphs 40,52).

1.11 Regarding claim 11, Sillasto discloses the method of claim 1 further comprising:

receiving the first TCP packet after receiving a previous TCP packetincluding a

previous idle time period headerfor detecting a previous idle time period; and detecting,

in responseto receiving the first TCP packet, the first idle time period rather than

detecting the previous idle time period (Figs. 4, 5; paragraphs 40, 52).

1.12 Perclaim 12, Sillasto teaches the method of claim 1 further comprising sending a

second TCP packetin the TCP connection to the second nodeincluding an

informational idle time period headeridentifying to the second node metadata for the

first idle time period (Figs. 4, 5; paragraphs 40, 52).

1.13 Regarding claim 13, Sillasto discloses the method of claim 1 further comprising

sending in the TCP connection a second TCP packetincluding a secondidle time

period headerfor detecting a secondidle time period during which no TCP packet

including data in a second TCP data stream sent in the TCP connection from thefirst

node is received by the second node(Figs. 4, 5; paragraphs 40, 52).
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1.14 Perclaim 14, Sillasto teaches the method of claim 1 wherein deactivating

includes at least one of closing the TCP connection, sending bythefirst node a TCP

packetincluding a resetindication, Figs. 4, 5; paragraphs 40, 52and releasing a

resource previously allocated for the TCP connection bythe first node (Figs. 4, 5;

paragraphs 40,52).

1.15 Regarding claims 15 — 25, the rejection of claims 1 — 14 under 35 USC 102(b)

(paragraphs 1.1 — 1.14 above) appliesfully.

Responseto Arguments

Applicant's argumentsfiled 6/2/2013 have been fully considered but they are not

persuasive.

Applicant argues that Sillasto does not disclose identifying a first idle time period

header,in the first packet, for detecting a first idle time period during which no TCP

packetincluding datain a first TCP data stream sent in the TCP connection from

the second nodeis received bythefirst node.

In addition, Applicant arguesthat Sillasto does not teach deactivating the TCP

connection in response to detecting the first idle time period.

Examiner disagrees.
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Sillasto teachesidentifying a first idle time period header, in thefirst packet, for

detectingafirst idle time period during which no TCP packetincluding datainafirst

TCP data stream sent in the TCP connection from the second nodeis received by the

first node (Figs. 4, 5; paragraph 40 “; paragraphs 52, 66; paragraph 67).

Sillasto discloses deactivating the TCP connection in response to detecting the first idle

time period (Figs. 4, 5; paragraph 40; paragraph 52 “Each side of the TCP connection

ends onedirection of the TCP connection ...”; paragraph 56 “The inactivity timer

expires. The DCH connection ends’).

Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time

policy as set forth in 37 CFR 1.136(a).

A shortenedstatutory period for reply to this final action is set to expire THREE

MONTHS from the mailing date of this action. In the eventafirst replyis filed within

TWO MONTHSof the mailing date of this final action and the advisory action is not

mailed until after the end of the THREE-MONTHshortenedstatutory period, then the

shortened statutory period will expire on the date the advisory action is mailed, and any

extension fee pursuantto 37 CFR 1.136(a) will be calculated from the mailing date of

the advisory action. In no event, however,will the statutory period for reply expire later

than SIX MONTHS from the mailing date of this final action.
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Anyinquiry concerning this communication or earlier communications from the

examiner should be directed to Kenneth R. Coulter whose telephone numberis

(571)272-3879. The examiner can normally be reached on M - F, 7:30 am - 4pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, Lynn Feild can be reached on 571 272-2092. The fax phone numberfor the

organization wherethis application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on accessto the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

Kenneth Coulter

/Kenneth R Coulter/

Primary Examiner, Art Unit 2445

/KRC/
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Application No. 12/714,063 Docket No. 0110-SP
Paperfiled June 2, 2013 Page 1 of 11
Reply to Office Action mailed 03/04/2013

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of: Mail Stop: Amendment

Robert Paul Morris T.C/Art Unit: 2445

Application No.: 12/714,063 Examiner: Coulter, Kenneth R.

Filed: 02/26/2010 Confirmation No.: 5929

For: Method, Systems, and Computer

Program Products for Detecting an Idle TCP

Connection

DOR Rk OR Ok RR OR OR ok Ok OR RR OR OR Ok OR Ok OR ok kk Ok ok Ok

RESPONSE UNDER37 C.F.R. §1.111

Mail Stop: Amendment

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

“ This paper is responsive to the Office Action mailed 03/04/2013, for which a shortened
statutory period for reply is set to expire on 06/04/2013. Entry and favorable consideration of the

following Amendments and Remarksis respectfully requested.

Amendmentsto the Specification begin on page 2 of this paper.

Remarks begin on page 4 of this paper.
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Amendments to the Specification:

Note: Amendmentsto the spec are strikethrough deletions and underline insertions. Only

a marked up copyis required.

Please insert the following paragraphs before paragraph 0001 in the previously

presented specification with the following and renumberall other paragraphs accordingly:

[0001] This application is related to the following commonly owned U.S. Patent Applications:

Application No. 12/714,063 (Docket No 0110) filed on 2010/02/26, entitled “Methods,

Systems, and Program Products for Detecting an Idle TCP Connection”; and.

[0002] Application No. 13/477,402 (Docket No 0120C) filed on 2012/05/22, entitled “Methods,

Systems, and Program Products for Detecting an Idle TCP Connection’.

Please replace paragraph numbered 0063in the previously presented specification and

numbered 0065in the specification as currently amended with the following:

[0065] A node including a TCP connection endpointis referred to as a host. Hosts are typically

user devices and/or servers that typically operate at the edge of a network. While endpoints of

most TCP connections are nottypically included in network nodesfor relaying, routing, and/or

otherwise forwarding TCP packet data within a network by nodes such asrouting nodes and

switching nodes|[.]]; [[S]Isuch network nodes may include one or more connection endpoints

for one or more respective TCP connections. It should be understood that the term “host”

refers to a role played by a device in a network. First node 602 and/or second node 604 may

play the role of a host in a TCP connection and/or may be proxy nodes.

Please replace paragraph numbered 0074in the previously presented specification and

numbered 0076in the specification as currently amendedwith the following:
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[0076] In an aspect, when connection state component 568 and/or ITP policy component 552

determine an ITP header should be included in a TCP packet based on received idle

information, packet generator component 554 mayinclude the ITP header in a next TCP

packet to sendto first node 602 in responseto data received via application in-port component

522. In another aspect, packet generator component 554 may send the ITP headerin a TCP

packetin the TCP connection with no data included in the TCP data stream sent by second

node 604to first node 602. Such a packetis referred to as an empty TCP packet for purposes

of this disclosure. Packet generator component 554 may send the empty TCP packet when

TCP layer component 506 has no [[for ]]Jdata from an application in second node 604 to send

in the TCP data stream to first node 602.

Please replace paragraph numbered 0104 in the previously presented specification and

numbered 0106in the specification as currently amendedwith the following:

[0106] In one aspect, lackof acknowledgmentfor an empty packet does not delay detection of

an idle time period, while in another aspect detection is notinitiated while an empty packet

remains unacknowledged. ITP policy component 552 mayinclude a policy with a rule

indicating that an idle time period cannot begin while a TCP packetsentbyfirst node 602

remains unacknowledged by second node 604. ITP policy component 552 may prevent ITP

monitor component 566 from initiating detection of an idle time period while unacknowledged

data exists. In a further aspect, a time duration may be associated and/or included in the

policy identifying a limit to a period of waiting to receive acknowledgment of TCP packet data

sentbyfirst node 602.
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REMARKS:

Status Summa

Claims 1-25 are pending in the present application, of which claims 1, 15, and 22-25 are

presented in independent form. Claims 1-25 stand rejected. No new claims are added by this

response. No claims are currently amended.

Amendments to the Specification

Paragraphs 0001 and 0002 are added to identify two applications that the applicant

believes are related. The two applications werefiled after the filing of the present application.

The amendmentto paragraph 0065 (as numberedin the currently amended specification)

corrects an incomplete sentence. The amendment is supported by the original paragraph

numbered 0063in the original specification.

The remainder of the amendments to the specifications correct punctuation, grammar,

and spelling errors discovered in the applicant’s review of the present application after receiving

the presentoffice action.

Claim Rejection(s) - 35 U.S.C. § 102
 

Claims 1-25 stand rejected under 35 U.S.C. 102 (b) as being anticipated by Sillasto, et al.

(U.S. Pat. Pub. No. 2005/0063304) hereinafter referred to a Sillasto. This ground of rejection is

respectfully traversed.

Sillasto relates to setting and clearing of inactivity timers utilized in managing physical and

link layer resources included in exchanging data between a wireless transceiver and a wireless

base station, such as a WCDMAnetwork.(Sillasto abstract, paragraphs 0007, 0010, 0109-0112,

and Fig. 12.). A physical link (network layer 1 in the OSI model) and a logical link (network layer 2

in the OSI model) enable data to be transmitted between two nodes,while network layer 3 in the

OSI model (e.g. the Internet Protocol (IP)) utilizes multiple physical and logical links to transport

data across multiple links and even multiple networks. The transmission control protocol (the

TCP) is a transport layer protocol (layer 4 of the OSI model) provides endpoints for applications to
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communicate (as well as providing additional services over and above the IP protocol). Sillasto

describesutilizing information from higher layer protocols (e.g. TCP and HTTP- see for example

Sillasto paragraphs 0012, 0030-0034; and Fig. 9-10) in determining whento clear/set timers and

to determine timer durations for inactivity timers that detect periods of inactivity at the link layerin

order to moreefficiently manage physical and link layer resources.

Regarding claim 1, applicant respectfully disagrees with the Examiner and submits that

Sillasto does not describe, teach, or suggestat least the feature of claim 1 of “identifying a first idle

time period header, in the first packet, for detecting a first idle time period during which no TCP

packetincluding data in a first TCP data stream sent in the TCP connection from the second node

is received by the first node” (italics added, explained below). Applicant further respectfully

submits that nowhere doesSillasto describe, teach, or suggest deactivating a TCP connection

muchlessthe feature of claim 1 of "deactivating the TCP connection in responseto detecting the

first idle time period”.

Applicantfirst addresses the evidence cited the Examiner, and then applicant addresses

the teachings of Sillasto in their entirety.

With respect to the feature of claim 1 of “identifying a first idle time period header, in the

first packet, for detecting a first idle time period during which no TCP packetincluding data in a

first TCP data stream sent in the TCP connection from the second nodeis received bythefirst

node”, the Examinercites Sillasto Figs. 4-5 and paragraphs 0040 and 0052. Sillasto paragraph

0040 (quoted below for the Examiner’s convenience) is included in a description of Fig. 2 which

Sillasto states, “illustrates an example where the inactivity timer is set to an initial value if a new

session (i.e. TCP connection) is initiated when the inactivity timer is running”. Sillasto’s stated

objective is to preventthe inactivity timer value from being set too high when a small TCP packet

is received. Sillasto teaches that the reception of a small packet does not always signal a new

session. “These messages may, without a proper reason, setthe inactivity timer value to a high

value, and the reservation of resources would be unnecessary, even if the whole transmission

would be over” (Sillasto paragraph 0036). As a result, Sillasto teaches a method for

“,..distinguishing of the previous sessions’ TCP release messages from the new TCP sessions

setup” (Sillasto paragraph 0036). Detecting packets that end and beginning of TCP sessions

affects timer lengths and the setting and clearing of timers at the link layer, as taught by Sillasto.
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Nowhere doesSillasto indicate any interestin “identifying a first idle time period header,in

the first packet, for detecting a first idle time period during which no TCP packetincluding data in

a first TCP data stream sent in the TCP connection from the second nodeis receivedbythefirst

node” in paragraph 0040 nor in the description relating to Fig. 2 in which paragraph 0040 is

included. Applicant submits that the meaning of “The inactivity timer value may be changedfor a

new TCP session” when read in context is clear. The inactivity timer is for detecting link layer

inactivity and is changed in response to detecting activity of a higher layer protocol (e.g. TCP,

HTTP). Applicant respectfully submits, that there is no evidencethatit is properly interpreted as

relating to an inactivity timer that is for any particular TCP connection, muchless for the recited

feature.

[0040] d) If the incoming packet has a SYN flag on in the TCP header, the inactivity timer

is cleared, and the allocation may continue. If the UL messages are monitored, and the

SYN flag in the TCP headeris detected, this triggers the clearance of the inactivity timer.

Also the DL inactivity timer can be cleared when a SYNflag is detected in UL direction,

and vice versa. The inactivity timer value may be changed for a new TCPsession.

Sillasto paragraph 0052 (quoted below for the Examiner’s convenience)is included in a

description of Fig. 4 (also cited by the Examiner).Sillasto states that FIG. 4 represents a traffic

flow when a conventional inactivity timer is implemented and the user happens to download a web

page using a TCP connection during this time interval (Sillasto paragraph 0043). Sillasto states

that the conventional inactivity timer is only efficient when one TCP connection is considered

(Sillasto paragraph 0052). Sillasto’s teachings address managementof the link layer inactivity

timer whenthere are consecutive TCP connections (see paragraph 0052). The applicant does not

understand howthis in any way teachesorrelatesto , “identifying a first idle time period header, in

the first packet, for detecting a first idle time period during which no TCP packetincluding data in

a first TCP data stream sentin the TCP connection from the second nodeis received bythefirst

node”asrecited in claim 1. Applicant respectfully requests clarification from the Examiner, should

the Examiner maintain the current rejection.

[0052] 48. The inactivity timer is conventionally cancelled. In some cases, a small

(probably 40-60 bytes) packet would not cancel the inactivity timer. This would be

efficient only when one TCP connection is considered. If there are consecutive TCP

connections, the setup of a new TCP connection would nottrigger the cancellation of the
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inactivity timer. This message has a FIN flag,andit is one of the ending messages of a TCP
connection. Each side of the TCP connection ends one direction of the TCP connection, so

there is a FIN message in uplink and one in downlink directions.

With respectto FIG. 5, cited by the Examiner, Sillasto states that FIG. 5 representsa traffic

flow when an inactivity timer is implemented with a FIN flag notification and the user happensto

download a web page using a TCP connection during this time interval (Sillasto paragraph 0057).

Sillasto describes turning an inactivity on in response to detecting that a MAC layerbuffer is

empty (not a TCP layer buffer). Cancelling the timer when new data arrives and setting a new

inactivity timer. Cancelling the active timer when more data arrives and setting a yet another new

inactivity timer. Sillasto says nothing about anything in a TCP header (paragraphs 0058-0065).

In paragraph 0066, Sillasto does describe detecting a FIN flag ina TCP header. A FIN flag

is defined by the TCPto indicate to a receiving TCP endpcint that the partner endpointis closing

the connection. Sillasto teaches that the inactivity timer should not be reset when a FIN flag is

detected, becauseit indicates the connection is closed by the TCP layer.

In paragraph 0068 Sillasto describes the expiration of the inactivity timer. Applicant notes

that the TCP connection is already closed, so the expiration of the inactivity timer can indicate

nothing about the TCP connection, since it no longer exists.

Paragraph 0069 describes how a FIN flag in a TCP headersent (as opposedto received)

affects the timers. Again, a FIN flag is sent in a TCP headerto tell the partner endpoint that the

connection is closed. Therefore there is no connection for identifying a first idle time period

header, in the first packet, for detecting a first idle time period during which no TCP packet

including data in a first TCP data stream sent in the TCP connection from the second nodeis

received bythefirst node.

Examiner also cites Sillasto FlGs. 4-5 and paragraphs 0040 and 0052 as teaching

deactivating the TCP connection in response to detecting thefirst idle time period. Applicant

respectfully submits that Sillasto clearly teaches managing the inactivity timer in response to a

TCP connection. Sillasto nowhere describes managing a TCP connection in response to any

inactivity timer period, which clearly are for managing physical and link layer resources. Applicant

respectfully submits that the chain of causality is the opposite of what is needed to teach

deactivating a TCP connectionasrecited in claim 1. Any resources released as a result of a timer

expiration in Sillasto would logically be released as a result of a TCP connection closing, not to
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close or otherwise deactivate a TCP connection. Sillasto paragraph 0010 states, “When an

inactivity timer expires, radio bearer resources are released” (emphasis added). Applicant

respectfully submits that the inactivity timer indicates any TCP connections no longerexist as

each and every example in Sillasto makesclear.

FIGs. 2, 4, and 5 and their associated descriptions in Sillasto are described above. Sillasto

FIG. 1 relates to the effect of TCP/HTTP connection establishment on managementofa Sillasto

inactivity timer (not the other way around) (Sillasto paragraphs 0030-0034).

FIG. 3 relates to the effect the arrival of large TCP packet on a Sillasto inactivity timer

(Sillasto paragraphs 0041). FIG. 6-8 describe the effect of multiple TCP/HTTP connections on

managementof a Sillasto inactivity timer (Sillasto paragraphs 0070-0084). Nowhere are the

particular recited features of claim 1 described, taught, suggested, or otherwise made obvious.

FIG. 9 describes managementof a Sillasto inactivity time during an active and ongoing

TCP connection. Thereis no discussion of an idle period for the connection or an inactivity period

at the link or physical layers (Sillasto paragraphs 0085-0089).

FIGs. 10-11 describe management of a Sillasto inactivity timer that involves ignoring

acknowledgements(Sillasto paragraphs 0090-0108).

FIG. 12 illustrates the components of Sillasto system are clearly physical and link layer

components. Applicant respectfully submits that there is no TCP componentillustrated or

described (Sillasto paragraphs 0109-0120).

The entirety of Sillasto describes managinginactivity timers for the physical and link layers

in responseto activity of non-real time protocols, such as TCP. Sillasto paragraph 0031 makes

this clear in reciting, “Transport protocol is a very important piece of information for the inactivity

timer value decision. Withoutit, it is difficult to make accurate value allocation for the inactivity

timer. If the application is known, it helps in the decision making. The knowledge of the transport

protocol and/or application used can e.g. be acquired by determining the port numberused.”

Further, Sillasto makesclear that deactivating a TCP connection is not the purpose of the

inactivity timers described. Sillasto in paragraph 0005 says, “...users that have been allowed to

the mobile communication network should have some service, e.g. guaranteed service”. As a

result it is hard to determine whento release resourcesat the link and physical layer (paragraph

0006) and warns against releasing resources “too soon...between packets” (paragraph 0008).
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Paragraphs 00030 and 0035 describe a channel release as not desirable when a TCP connection

is opening.

In light of the foregoing, applicant submits that Sillasto does not teachall of the features of

claim 1. Claims 2-15 depend from claim 1 and are believed to be allowable for at least the same

reasons.

Regarding claim 3, applicant respectfully submits that none of the TCP headers identified

in Sillasto (i.e. FIN, SYN, etc.) identifies a duration, a generator for determining a duration, nor an

input for determining a duration as described in Sillasto. Applicant requests the Examiner to

point-out with particularity where Sillasto teaches otherwise, should the Examinerdisagree.

In light of the foregoing, applicant submits that claim 3 is allowable for at least the

reason(s) described.

Regarding claim 5, applicant has described the teachingsof Sillasto above with respect to

Sillasto Figs. 4, 5; paragraphs 40, 52 cited by the Examineras teaching claim 5. Applicantfails to

see any teaching in Sillasto that describes, teaches, or suggests detecting the first idle time

period includes detecting a time period, in thefirst idle time period, during whichthefirst node has

received acknowledgmentforall data in a second TCP data stream sent in the TCP connection to

the second node. Applicant submits that nowhere doesSillasto describe, teach, or suggest claim

5.

In light of the foregoing, applicant submits that claim 5 is allowable for at least the

reason(s) described.

Regarding claim 7, applicant sees no mention of a TCP keep-alive packet anywherein

Sillasto. Sillasto mentions empty MAC layer buffers. An empty MAC layer buffer indicates that

there is no TCP packet. Applicant respectfully submits, that if there is no TCP packetthere can be

no TCP keep-alive packet.

In light of the foregoing, applicant submits that claim 7 is allowable for at least the

reason(s) described. Claim 8 depends uponclaim 7 andis believed to be allowable forat least the

same reasons.
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Regarding claim 9, applicant sees no mention of an empty TCP packet anywhere in

Sillasto. Sillasto mentions empty MAC layer buffers. Applicant respectfully submits that an empty

MAClayer buffer indicates that there is no TCP packet (and, hence, no empty TCP packet).

In light of the foregoing, applicant submits that claim 9 is allowable for at least the

reason(s) described. Claim 10 depends upon claim 9 andis believed to be allowable for at least

the same reasons.

The Examinersates that with respect to claims 15 -25, the rejection of claims 1 -14 under

35 USC 102(b) (paragraphs 1.1 -1.14 above) applies fully. Applicant respectfully submits that

claim 15 is allowable for at least the same reasons as described by the applicant for claim 1.

Claims 16-21 depend upon claim 15 and are believed to be allowable for at least the same

reasons.

Claims 22 and 24 are analogous to claim 1 and are believed to allowable for at least the

same reasonsasclaim 1.

Claims 23 and 25 are analogousto claim 15 and are believed to allowable for at least the

same reasonsas claim 15

For at least the above reasons, the applicant respectfully requests that the rejections for

claims 1-25 under 35 U.S.C. §102 be withdrawn.

CONCLUSION

In view of the above, it is respectfully submitted that the present application is now in

proper condition for allowance, and an early notice to such effect is earnestly solicited. The

Examiner is respectfully requested to telephone the undersigned inventor at the below-listed

numberif, after reviewing the above Remarks, the Examinerbelieves outstanding matters remain

that may be resolved without the issuance of a subsequentOfficial Action.
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DETAILED ACTION

Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section madein this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in
public use or on sale in this country, more than oneyearprior to the date of application for patentin
the United States.

Claims 1 - 25 are rejected under 35 U.S.C. 102(b) as being anticipated by

Sillasto et al. (U.S. Pat. Pub. No. 2005/0063304) (Release Timer for NRT Connection in

Mobile Communication Network).

1.1. Regarding claim 1, Sillasto discloses a method for detecting an idle TCP

connection, the method comprising:

receiving, by a first node from a second node, a first transmission control protocol

(TCP) packet in a TCP connection (Figs. 4, 5; paragraphs 40, 52);

identifying a first idle time period header, in the first packet, for detecting a first

idle time period during which no TCP packetincluding data in a first TCP data stream

sent in the TCP connection from the second nodeis received bythefirst node (Figs. 4,

5; paragraphs40, 52);

detecting the first idle time period based on thefirst idle time period header(Figs.

4, 5; paragraphs 40, 52); and
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deactivating the TCP connection in response to detecting the first idle time period

(Figs. 4, 5; paragraphs 40, 52).

1.2 Perclaim 2, Sillasto teaches the methodof claim 1 wherein the TCP connection

is identified by a first connection endpoint and a second connection endpoint, and the

first node includesat least one of the first connection endpoint anda first proxy endpoint

representing the first connection endpoint (Fig. 12; paragraphs 110, 111).

1.3. Regarding claim 3, Sillasto discloses the method of claim 1 wherein thefirst idle

time period headeridentifies, for detecting thefirst idle time period, at least one of a

duration of time, a generator for determining a duration of time, and an inputfor

determining a duration of time (Figs. 4, 5; paragraphs 40, 52).

1.4 Perclaim 4, Sillasto teaches the method of claim 1 further comprising modifying

at least one of a TCP keep-alive option, a TCP user timeout, a retransmission timeout,

an acknowledgmenttimeout, and another timeout associated with the TCP connection,

in responseto identifying the first idle time period header(Figs. 4, 5, 6, 7; paragraphs

AO, 52).

1.5 Regarding claim 5, Sillasto discloses the method of claim 1 wherein detecting the

first idle time period includes detecting a time period, in thefirst idle time period, during

whichthefirst node has received acknowledgmentfor all data in a second TCP data
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stream sent in the TCP connection to the second node (Figs. 4, 5; paragraphs 40, 52).

1.6 Perclaim 6, Sillasto teaches the method of claim 1 wherein thefirst idle time

period header is based on a previous idle time period headeridentified in a previous

TCP packetin the TCP connection sentbythefirst node to the second nodeprior to the

receiving of the first TCP packet (Figs. 4, 5, 6, 7; paragraphs 40, 52).

1.7. Regarding claim 7, Sillasto discloses the method of claim 1 further comprising:

detecting a timeout based on a duration of time identified by thefirst idle information

header; and sending, in response to detecting the timeout, a TCP keep-alive packetin

the TCP connection to the second node (Figs. 4, 5; paragraphs 40, 52).

1.8 Per claim 8, Sillasto teaches the method of claim 7 further comprising: detecting

an acknowledgmenttimeout associated with sending the TCP keep-alive packet; and

detecting the first idle time period based on detecting the acknowledgment timeout

(Figs. 4, 5; paragraphs 40, 52).

1.9 Regarding claim 9, Sillasto discloses the method of claim 1 wherein detecting the

first idle time period comprises: receiving an empty TCP packet including no data in the

first TCP data stream after detecting a beginning of a potential first idle time period; in

responseto receiving the empty TCP packet, detecting a beginning of a next potential

first idle time period (Figs. 4, 5, 6, 7; paragraphs 40, 52).
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1.10 Perclaim 10, Sillasto teaches the method of claim 9 wherein detecting the

beginning of the next potentialfirst idle time period is performed in responseto

determining the empty TCP packet matches a specified condition (Figs. 4, 5;

paragraphs 40, 52).

1.11. Regarding claim 11, Sillasto discloses the methodof claim 1 further comprising:

receiving the first TCP packetafter receiving a previous TCP packetincluding a

previous idle time period headerfor detecting a previous idle time period; and detecting,

in responseto receiving the first TCP packet, the first idle time period rather than

detecting the previous idle time period (Figs. 4, 5; paragraphs 40, 52).

1.12 Perclaim 12, Sillasto teaches the method of claim 1 further comprising sending a

second TCP packet in the TCP connection to the second nodeincluding an

informational idle time period headeridentifying to the second node metadata for the

first idle time period (Figs. 4, 5; paragraphs 40, 52).

1.13 Regarding claim 13, Sillasto discloses the method of claim 1 further comprising

sending in the TCP connection a second TCP packet including a secondidle time

period headerfor detecting a secondidle time period during which no TCP packet

including data in a second TCP data stream sent in the TCP connection from thefirst

node is received by the second node(Figs. 4, 5; paragraphs 40, 52).
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1.14 Perclaim 14, Sillasto teaches the method of claim 1 wherein deactivating

includes at least one of closing the TCP connection, sending bythefirst node a TCP

packetincluding a resetindication, Figs. 4, 5; paragraphs 40, 52and releasing a

resource previously allocated for the TCP connection bythefirst node (Figs. 4, 5;

paragraphs 40,52).

1.15 Regarding claims 15 — 25, the rejection of claims 1 — 14 under 35 USC 102(b)

(paragraphs 1.1 — 1.14 above) appliesfully.

Anyinquiry concerning this communication or earlier communications from the

examiner should be directed to Kenneth R. Coulter whose telephone numberis

(571)272-3879. The examiner can normally be reached on M - F, 7:30 am - 4 pm.

lf attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Lynn Feild can be reached on 571 272-2092. The fax phone numberfor the

organization wherethis application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questionson accessto the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

Kenneth Coulter

/Kenneth R Coulter/

Primary Examiner, Art Unit 2445

/KRC/
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Application No. 12/714,063 Docket No. 0110
Paperfiled September 18, 2012 Page 1 of 13
Reply to Office Action mailed 06/21/2012

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of: Mail Stop: Amendment

Robert Paul Morris T.C/Art Unit: 2445

Application No.: 12/714,063 Examiner: Coulter, Kenneth R.

Filed: 02/26/2010 Confirmation No.: 5929

For: Method, Systems, and Computer

Program Products for Detecting an Idle TCP

Connection

DOR Rk OR Ok RR OR OR ok Ok OR RR OR OR Ok OR Ok OR ok kk Ok ok Ok

RESPONSE UNDER37 C.F.R. §1.111

Mail Stop: Amendment

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

“ This paper is responsive to the Office Action mailed 06/21/2012, for which a shortened
statutory period for reply is set to expire on 09/21/2012. Applicant thanks the examinerfor a

numberof helpful suggestions. Entry and favorable consideration of the following Amendments

and Remarksis respectfully requested.

Amendmentsto the Specification begin on page 2 of this paper.

Amendments to the Claimsare reflected in the Listing of Claims that begins on page 4 of

this paper.

Remarks begin on page 10 of this paper.
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Amendments to the Specification:

Note: Amendmentsto the spec are strikethrough deletions and underline insertions. Only

a marked up copyis required.

Please replace paragraphs 0050 with the following:

[0050] Analogously, TCP layer component 506interprets data received from IP layer

component 514 via net in-port component 562. The data is interpreted as TCP data and TCP

packets are detected in the received data by net in-port component 562 and/or packet handler

component 516.Fig. 5 illustrates TCP layer component 506 includes packet handler

component516 to strip off and/or otherwise process TCP layer specific data. Packet handler

component516 interoperates with application out-port (app out-port) component 524 to

transfer data in the TCP packetincluded in a TCP data stream to sockets component 518,

application protocol 520, network application 504, and/or other components as described

above associated with the local endpoint of the TCP connection. Detailed information on the

operation ofthe TCPis included in RFC 793.

Please replace paragraphs 0076 with the following:

[0076] Fig. 8 alsoillustrates a format for an exemplary ITP header 820. A KIND field

822teeatien is specified for including an identifier indicating the option is an ITP header.

Identifiers for option headers are currently under the control of the Internet Assigned Numbers

Authority (IANA). Length field 824 identifies a length of an ITP header. An ITP data field 826 is

specified for including ITP header information for detecting an idle time period as described

herein. ITP data field 826, in Fig., 8 may include and/or otherwiseidentify for detecting an idle

time period a duration of time, a duration generator for determining a duration of time, and a

parameterfor use in a duration generator.
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Please replace paragraph 0131 with the following:

[0131] Moreover, the methods described herein may be embodied in executable instructions

stored in a non-transitory computer readable storage medium for use by or in connection with

an instruction execution machine, system, apparatus, or device, such as a computer-based or

processor-containing machine, system, apparatus, or device. As used herein, a"

non-transitory computer readable storage medium" may include one or more of any suitable

media for storing the executable instructions of a computer program in one or more of an

electronic, magnetic, optical,and electromagnetic-andirfrared form, such that the instruction

execution machine, system, apparatus, or device may read (orfetch) the instructions from the

non-transitory computer readable storage medium and execute the instructions for carrying

out the described methods. A non-exhaustive list of conventional exemplary non-transitory

computer readable storage media includes a portable computer diskette; a random access

memory (RAM); a read only memory (ROM); an erasable programmable read only memory

(EPROMor Flash memory); optical storage devices, including a portable compact disc (CD), a

portable digital video disc (DVD), a high definition DVD (HD-DVD.TM.), a Blu-ray.TM. disc;

and the like.
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Amendments to the Claims:

Thislisting of claims will replace all prior versions, andlistings, of claims in the application:

1. (Original) A method for detecting an idle TCP connection, the method comprising:

receiving, by a first node from a second node,a first transmission control protocol (TCP)

packet in a TCP connection;

identifying a first idle time period header, in the first packet, for detecting a first idle time

period during which no TCP packet including data in a first TCP data stream sent in the TCP

connection from the second nodeis received bythefirst node;

detecting thefirst idle time period based onthefirst idle time period header; and

deactivating the TCP connection in response to detecting the first idle time period.

2. (Original) The method of claim 1 wherein the TCP connectionis identified bya first

connection endpoint and a second connection endpoint, and thefirst node includesat least one of

the first connection endpoint and a first proxy endpoint representing the first connection endpoint.

3. (Original) The method of claim 1 wherein thefirst idle time period header identifies,

for detecting the first idle time period, at least one of a duration of time, a generator for

determining a duration of time, and an input for determining a duration of time.

4. (Original) The method of claim 1 further comprising modifying at least one of a

TCP keep-alive option, a TCP user timeout, a retransmission timeout, an acknowledgment

timeout, and another timeout associated with the TCP connection, in response to identifying the

first idle time period header.

5. (Original) The method of claim 1 wherein detecting the first idle time period

includes detecting a time period, in the first idle time period, during which thefirst node has

received acknowledgmentforall data in a second TCP data stream sent in the TCP connection to

the second node.
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6. (Original) The method of claim 1 wherein thefirst idle time period header is based

on a previousidle time period headeridentified in a previous TCP packet in the TCP connection

sent by the first node to the second nodeprior to the receiving of the first TCP packet.

7. (Original) The method of claim 1 further comprising:

detecting a timeout based on a duration of time identified by the first idle information

header; and

sending, in response to detecting the timeout, a TCP keep-alive packet in the TCP

connection to the second node.

8. (Original) The method of claim 7 further comprising:

detecting an acknowledgment timeout associated with sending the TCP keep-alive

packet; and

detecting thefirst idle time period based on detecting the acknowledgmenttimeout.

9. (Original) The method of claim 1 wherein detecting the first idle time period

comprises:

receiving an empty TCP packet including no data in the first TCP data stream after

detecting a beginning of a potential first idle time period;

in responseto receiving the empty TCP packet, detecting a beginning of a next potential

first idle time period.

10. (Original) The method of claim 9 wherein detecting the beginning of the next

potential first idle time period is performed in response to determining the empty TCP packet

matches a specified condition.

11. (Original) The method of claim 1 further comprising:

receiving the first TCP packet after receiving a previous TCP packetincluding a previous

idle time period headerfor detecting a previousidle time period; and
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detecting, in response to receiving the first TCP packet, the first idle time period rather

than detecting the previous idle time period.

12. (Currently Amended) The method of claim 1 further comprising sending a second

TCP packet in the TCP connection to the second node including an informational idle time period

headeridentifying, to the second node, metadata for thefirst idle time period.

13. (Original) The method of claim 1 further comprising sending in the TCP connection

a second TCP packetincluding a secondidle time period headerfor detecting a second idle time

period during which no TCP packet including data in a second TCP data stream sent in the TCP

connection from the first node is received by the second node.

14. (Original) The method of claim 1 wherein deactivating includes at least one of

closing the TCP connection, sending bythefirst node a TCP packetincluding a reset indication,

and releasing a resource previously allocated for the TCP connection by the first node.

15. (Original) A method for detecting an idle TCP connection, the method comprising:

receiving, by a second node,first idle information for detecting when a TCP connection is

idle;

generating a TCP packetincludingafirst idle time period header based onthefirst idle

information; and

sending the TCP packet in the TCP connection to the first node for detecting a first idle

time period during which no TCP packetincluding data in a first data stream sent in the TCP

connection from the second nodeis received bythefirst node.

16. (Original) The method of claim 15 further comprising modifying based on thefirst

idle information at least one of a keep-alive option, a TCP usertimeout, a retransmission timeout,

an acknowledgment timeout, and anothertimeout associated with the TCP connection.

17. (Original) The method of claim 16 further comprising:

detecting a keep-alive timeout based on the modified keep-alive option;

Page 79 of 202



Page 80 of 202

Application No. 12/714,063 Docket No. 0110
Paperfiled September 18, 2012 Page 7 of 13
Reply to Office Action mailed 06/21/2012

generating, in response to detecting the keep-alive timeout, a second TCP packet

including a secondidle time period headerfor resetting the detecting ofthe first idle time period;

and

sending the second TCP packetin the TCP connection to thefirst node.

18. (Original) The method of claim 15 further comprising:

receiving in the TCP connection from the first node a second TCP packet;

identifying in the second TCP packet a second idle time period header for detecting a

second idle time period during which no TCP packet including data in a second TCP data stream

sent in the TCP connection from thefirst node is received by the second node;

detecting the second idle time period based on the secondidle time period header; and

deactivating the TCP connection in responseto detecting the secondidle time period.

19. (Original) The method of claim 18 wherein the second idle time period headeris

based onthefirst idle time period header.

20. (Original) The method of claim 18 wherein deactivating includes at least one of

closing the TCP connection, sending a TCP packetincluding a reset indication to the first node,

and releasing a resource previously allocated for the TCP connection by the second node.

21. (Original) The method of claim 20 wherein the secondidle time period includes a

time period during which the second node has received acknowledgmentforall data in thefirst

TCP data stream sent in the TCP connection.

22. (Currently Amended) A system for detecting an idle TCP connection, the system

comprising:

an execution environment including an instruction processing unit cernfiguredte-precess,

wherein an instruction included in at least one of a net in-port component, an idle time period

option handler component, and an idle time period monitor component_is_executed by the

instruction processing unit;
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the net in-port component configured for receiving, by a first node from a second node, a

first transmission control protocol (TCP) packet in a TCP connection;

the idle time period option handler component configured for identifying a first idle time

period header, in the first packet, for detecting a first idle time period during which no TCP packet

including data in a first TCP data stream sent in the TCP connection from the second nodeis

received bythefirst node;

the idle time period monitor component configured for detecting thefirst idle time period

based onthefirst idle time period header; and

the connection state component configured for deactivating the TCP connection in

responseto detecting thefirst idle time period.

23. (Currently Amended) A system for detecting an idle TCP connection, the system

comprising:

an execution environmentincluding an instruction processing unit scenfiguredte-preeess,

wherein an instruction included in at least one of an idle time period policy component, a packet

generator component, and a net out-port component_is executed by the instruction processing

uni i

the idle time period policy componentconfigured for receiving, by a second node,first idle

information for detecting when a TCP connectionisidle;

the packet generator componentconfigured for generating a TCP packetincludingafirst

idle time period header based onthefirst idle information; and

the net out-port componentconfigured for sending the TCP packet in the TCP connection

to the first node for detecting a first idle time period during which no TCP packetincluding data in

a first data stream sent in the TCP connection from the second nodeis received bythefirst node.

24. (Currently Amended) A non-transitory computer readable_storage medium

embodying a computer program, executable by a machine, for detecting an idle TCP connection,

the computer program comprising executable instructionsfor:
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receiving, by a first node from a second node,a first transmission control protocol (TCP)

packet in a TCP connection;

identifying a first idle time period header,in the first packet, for detecting a first idle time

period during which no TCP packetincluding data in a first TCP data stream sent in the TCP

connection from the second nodeis received by the first node;

detecting thefirst idle time period based onthefirst idle time period header; and

deactivating the TCP connection in responseto detecting the first idle time period.

25. (Currently Amended) A non-transitory computer readable_storage medium

embodying a computer program, executable by a machine, for detecting an idle TCP connection,

the computer program comprising executable instructionsfor:

receiving, by a second node,first idle information for detecting when a TCP connection is

idle;

generating a TCP packetincludingafirst idle time period header based onthefirst idle

information; and

sending the TCP packet in the TCP connection to the first node for detectingafirst idle

time period during which no TCP packetincluding data in a first data stream sent in the TCP

connection from the second nodeis received bythefirst node.

Page 82 of 202



Page 83 of 202

Application No. 12/714,063 Docket No. 0110
Paperfiled September 18, 2012 Page 10 of 13
Reply to Office Action mailed 06/21/2012

REMARKS:

Status Summa

Claims 1-25 are pending in the present application, of which claims 1, 15, and 22-25 are

presented in independent form. Claims 1, 4,-7, 12, 14-16, 18, 19, and 22-25 stand rejected.

Claims 2, 3, 8-11, 13, 17, 20, and 21 are presently objected to as being dependent upon a

rejected base claim, but would be allowable if rewritten in independent form including all of

the limitations of the base claim and anyintervening claims.

No new claims are added by this response. Claims 12 and 22-25 are currently amended.

Amendments to the Specification

As currently amended paragraph 0076 recites “field 822” rather than “location”. The

amendment is supported at least by Fig. 8 and the use of the term “field” in the remainder of

paragraph 0076itself.

With respect to paragraph 0131 of the specification, as currently amended paragraph

0131 recites “a computer readable_ storage medium”rather than “a computer readable medium”.

This amendments are supported by at least the original paragraph 0131, which includes the

inventor's own definition of “computer readable medium’ which specifically recites that a

“computer readable medium’is for storing executable instructions. As amended, paragraph 0131

no longerrecites “infrared” as type of computer readable storage medium giventhat the recitation

is unnecessary given the remainderofthe recited forms.

The remainder of the amendments to the specifications correct punctuation, grammar,

and spelling errors discovered in the applicants review of the present application after receiving

the presentoffice action.

Amendments to the Claims

Claim 12 as currently amended is supported by at least original claim 12, as the

amendment merelyclarifies the claim.

With respect to currently amended claims 22 and 23, the first element of each original

claim 22 and 23 recited an “instruction processing unit configured to process an instruction”.
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Applicant is aware that “configured to” language may beinterpreted as meansplus function. The

respective amendments to claim 22 and 23 are intendedto clarify that a means plus function

interpretation is unintended. The current amendments eachrecite “... an instruction included in at

least one ofa ...is executed by the instruction processing unit’, rather than merely reciting that the

IPU is configured to process such an instruction.

Claims 24 and 25 as currently amendedrecite “non-transitory computer readable storage

medium” rather than “computer readable medium” as in the original claims. The respective

amendments to claims 24 and 25 clarify that “computer readable medium” encompassesonly

non-transitory storage media. The amendment is supported by at least paragraph 0131 in the

original specification of the present application and as amended above.

Claim Objections

Claim 23 stands objected to becauseof the following informalities: improper punctuation

in the last line. Claim 23 as currently amended includes an appropriate correction.

The applicant respectfully requests that the objection to claim 23 be withdrawn.

Claim Rejection(s) - 35 U.S.C.§112

The Examiner has rejected claims 12 under 35 U.S.C. 112, second paragraph, as

providing insufficient antecedent basis for the limitation “identifying to the second node metadata”.

Punctuation has been included in currently amended claim 12 to clarify the intended reading.

Claim 12 as currently amended now recites “identifying, to the second node, metadata”.

For at least the above reasons,the applicant requests that the rejection to claim 12 under

35 U.S.C. §112 paragraph 2 be withdrawn.

Double Patenting

Claims 1, 4-7, 14- 16, 18, 19, and 22 - 25 stand provisionally rejected on the ground of

non-statutory obviousness-type double patenting as being unpatentable over claims 11 - 15, 17,

18, and 20 of co-pending Application No. 12/714,454. The Examiner notes that, although the

conflicting claims are not identical, they are not patentably distinct from each other becauseof the
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mappingidentified in the present action. The applicant hasfiled a terminal disclaimer along with

the present response to obviate the double patenting rejection over Application No. 12/714,454,

now patent 8,219,606.

Nevertheless, the Applicant respectfully disagrees, in order to preserve any rights that

would otherwise might be lost. The Applicant is unable to respond to the rejection as the current

action merely maps claims numbers between the present disclosure and Application No.

12/714,454. The Applicant respectfully notes that MPEP 804II.B requires that

Any obviousness-type double patenting rejection should makeclear:

(A) The differences between the inventions defined by the conflicting claims - a claim in

the patent comparedto a claim in the application; and

(B) The reasons why a person of ordinary skill m the art would conclude that the invention

defined in the claim at issue >is anticipated by, or< would have been an obvious variation

of >,< the invention defined in a claim in the patent.

For at least the filing of the terminal disclaimer, the applicant requests that the double

patenting rejection for claims 1, 4- 7, 14 - 16, 18, 19, and 22 - 25 be withdrawn and believesthat

claims 1, 4- 7, 14 - 16, 18, 19, and 22 — 25 are allowable. As such, claims 2, 3, 8-11, 13, 17, 20,

and 21 being dependent upon now allowable claims are also thus allowable. The Applicant

requests that the objections to claims 2, 3, 8-11, 13, 17, 20, and 21 be reconsidered and

withdrawn.

CONCLUSION

In view of the above,it is respectfully submitted that the present application is now in

proper condition for allowance, and an early notice to such effect is earnestly solicited. The

Examiner is respectfully requested to telephone the undersigned inventor at the below-listed

numberif, after reviewing the above Remarks, the Examiner believes outstanding matters remain

that may be resolved without the issuance of a subsequentOfficial Action.

Page 85 of 202



Page 86 of 202

Application No. 12/714,063 Docket No. 0110
Paperfiled September 18, 2012 Page 13 of 13
Reply to Office Action mailed 06/21/2012

DEPOSIT ACCOUNT

The Commissioner is hereby authorized to charge any additional fees, or credit any

overpayment, associated with the filing of this paper to Deposit Account No. 50-5171

Respectfully submitted,

{Robert Paul Morris/

Robert Paul Morris

Inventor

Date: September 18, 2012

CustomerNo: 92924

712 Latta St.

Raleigh, North Carolina 27607
919.828.1792

paul.morris@nc.rr.com
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Electronic Patent Application Fee Transmittal

Application Number: 12714063 

Filing Date: 26-Feb-2010

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR
Title of Invention: DETECTING AN IDLE TCP CONNECTION

First Named Inventor/Applicant Name: Robert Paul Morris

Utility under 35 USC 111(a) Filing Fees

Sub-Total in

USD(S$)

ee
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Application Number: 12714063 

International Application Number:

Confirmation Number: 5929

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR
Title of Invention: DETECTING AN IDLE TCP CONNECTION

es
a

Receipt Date: 18-SEP-2012 

Filing Date: 26-FEB-2010

Application Type: Utility under 35 USC 111(a)

Paymentinformation:

Payment Type Credit Card

RAM confirmation Number 9694

 
 

Deposit Account 505171 

Authorized User MORRIS, ROBERT PAUL

The Director of the USPTOis hereby authorized to charge indicated fees and credit any overpaymentas follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Documentsupply fees)
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Charge any Additional Fees required under 37 C.F.R.

Charge any Additional Fees required under 37 C.F.R.

File Listing:

Section 1.20 (Post Issuance fees)

Section 1.21 (Miscellaneous fees and charges)

 

Document

Number DocumentDescription

Terminal DisclaimerFiled

Information:

Fee Worksheet (SBO6)

Information:

File Size(Bytes)/
File Name Message Digest Part /.zip| (if appl.)

0110-SBO025- 373748
TerminalDisclaimer-

PriorPatent.pdf
3583f63c97 1563096b48c4ca50077ed 0335

158528

0110-FeeWrkSheet-sb0006.pdf 90d3Uab316371 ade6b[49b6 18234fal253
a66d5

220463

0110-NF-OA-Response.pdf b96f3b 1507250636203 750559a7099 1bog
a504d

Multipart Description/PDFfiles in .zip description

Amendment/Req. Reconsideration-After Non-Final Reject

Specification
 

Claims

Applicant Arguments/Remarks Made in an Amendment

Information:

Fee Worksheet (SB06) fee-info.pdf 7779868OFS 39eC9d 9-0? RebNN7 3491 FO
80d6

Information:

 
TotalFiles Size (in bytes) 782581 

Page 90 of 202



Page 91 of 202

This AcknowledgementReceipt evidences receipt on the noted date by the USPTOof the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfor a Filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownon this
AcknowledgementReceiptwill establish the filing date of the application.

 

NationalStage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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PTO/SB/26 (08-11)
Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit displays a valid OMB control number.

TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING Docket Number (Optional)
REJECTION OVERA “PRIOR” PATENT 0110

In re Application of: Robert Paul Morris

Application No.: 12714063

Filed: 02/26/2010

For: Methods, Systems, and Computer Program Products for Detecting an Idle TCP Connection

The owner*, Robert Paul Morris , of 100 percentinterestin the instant application hereby disclaims,
except as provided below, the terminal part of the statutory term of any patent granted on the instant application which would extend beyond
the expiration date of the full statutory term of prior patent No. 8219606 as the term of said prior patent is presently shortened
by any terminal disclaimer. The owner hereby agrees that any patent so granted on the instant application shall be enforceable only for and
during such period that it and the prior patent are commonly owned. This agreement runs with any patent granted on the instant application
and is binding upon the grantee, its successors or assigns.

 

In making the above disclaimer, the owner doesnotdisclaim the terminal part of the term of any patent granted on the instant application that
would extend to the expiration date of the full statutory term of the prior patent, “as the term of said prior patent is presently shortened by any
terminal disclaimer," in the event that said prior patentlater:

expires for failure to pay a maintenance fee;
is held unenforceable;
is found invalid by a court of competent jurisdiction;
is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;
has all claims canceled by a reexamination certificate;
is reissued; or
is in any manner terminated prior to the expirationofits full statutory term as presently shortened by any terminal disclaimer.

Checkeither box 1 or 2 below,if appropriate.

1. [| For submissions on behalf of a business/organization (e.g., corporation, partnership, university, government agency,
etc.), the undersigned is empowered to act on behalf of the business/organization.

| hereby declare thatall statements made herein of my own knowledgeare true and thatall statements made on information and
belief are believed to be true; and further that these statements were made with the knowledgethatwillful false statements and the like so
madeare punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful false
statements mayjeopardizethe validity of the application or any patent issued thereon.

2. C] The undersigned is an attorney or agent of record. Reg. No.

/Robert Paul Morris/ 09/18/2012

Signature Date

 

Robert Paul Morris

Typed or printed name

 

919-828-1792

Telephone Number

 

Terminal disclaimer fee under 37 CFR 1.20(d) included.

WARNING: Information on this form may become public. Credit card information should not
be included onthis form. Provide credit card information and authorization on PTO-2038.

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for makingthis certification. See MPEP § 324.

 
This collection of information is required by 37 CFR 1.321. The information is required to obtain or retain a benefit by the public whichistofile (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sentto the Chief Information Officer, U.S. Patent
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTOTHIS
ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and selectoption 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.
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The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these recordsis required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Memberof
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Memberwith respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may bedisclosed, as a routine use,to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agencyfor purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs,under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be madein accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (/.e., GSA or Commerce)directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record wasfiled in an application which
became abandonedorin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency,if the USPTO becomes awareofa violation or potential
violation of law or regulation.
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 12714063

APPLICATION AS FILED — PART I OTHER THAN

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY

NUMBERFILED NUMBER EXTRA RATE($)

)

Jsuweerniueo|=
BASIC FEE
(37 CFR 1.16(a), (b), or (c)) —

(37 CFR 1.16(k), (i), or (m)) —
EXAMINATION FEE N/A(37 CFR 1.16(0), (p), or (q))(

ecgs||(37 CFR 1.16(i)) minus 20 =
INDEPENDENTCLAIMS
(37 CFR 1.16(h)) minus 3. =

If the specification and drawings exceed 100
APPLICATION SIZE sheets of paper, the application size fee due
FEE is $310 ($155 for small entity) for each
(37 CFR 1.16(s)) additional 50 sheets or fraction thereof. See

35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).

SEARCH FEE

N/A

i

MULTIPLE DEPENDENTCLAIM PRESENT(37 CFR1.16(j))

* If the difference in column 1 is less than zero, enter “0” in column 2.

APPLICATION AS AMENDED - PARTII

Oo OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY SMALL ENTITY

CLAIMS HIGHEST
REMAINING NUMBER ADDI- RATE($) ADDI-

AFTER PREVIOUSLY TIONAL TIONAL
AMENDMENT PAID FOR FEE($) FEE($)

Total * Minus|**

Independent * Mi ae

Application Size Fee (37 CFR 1.16(s))

|e
FIRST PRESENTATION OF MULTIPLE DEPENDENTCLAIM=(37 CFR 1.16(j)) N/A

TOTAL
ADD'L FEE

<
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Zz
Lu
=
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Zz
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=
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(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST

REMAINING NUMBER RATE($) ADDI-
AFTER PREVIOUSLY TIONAL TIONAL

AMENDMENT PAID FOR FEE ($) FEE($)
Total

(37 CFR 1.16(i))

Independent * Minus oe(37 CFR 1.16(h))

Application Size Fee (37 CFR 1.16(s))

IAMENDMENTB
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))

TOTAL
ADD’L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write “O” in column3.
** If the “Highest Number Previously Paid For” IN THIS SPACEis less than 20, enter “20”.

= If the “Highest Number Previously Paid For’ IN THIS SPACEisless than 3, enter “3”.
The “Highest Number Previously Paid For’ (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending upon the individual case. Any comments
on the amountoftime you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTOTHIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 
if you need assistance in completing the form, call 1-800-PTO-9199 and select option 2
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuantto

Privacy Act Statement

the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonmentof the application or
expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom ofInformation Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records
from this system of records may be disclosed to the Departmentof Justice to determine
whetherdisclosure of these records is required by the Freedom of Information Act.
A record from this system of records maybe disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures
to opposing counselin the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Memberof
Congress submitting a requestinvolving an individual, to whom the record pertains, when
the individual has requested assistance from the Memberwith respect to the subject matter
of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having needfor the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records maybe disclosed, as a routine use, to the International Bureau of
the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agencyfor purposesof National Security review (35 U.S.C. 181) and for review pursuantto
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the
Administrator, General Services,or his/her designee, during an inspection of records
conducted by GSA aspart of that agency’s responsibility to recommend improvements in
records managementpractices and programs, underauthority of 44 U.S.C. 2904 and 2906.
Suchdisclosure shall be made in accordance with the GSA regulations governing
inspection of recordsfor this purpose, and anyotherrelevant(i.e., GSA or Commerce)
directive. Such disclosure shall not be used to make determinations aboutindividuals.

A record from this system of records maybe disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of
37 CFR 1.14, as a routine use, to the public if the record wasfiled in an application which
became abandoned orin which the proceedings were terminated and which application is
referenced byeither a published application, an application open to public inspection or an
issued patent.
A record from this system of records maybe disclosed, as a routine use, to a Federal,
State, or local law enforcement agency, if the USPTO becomes awareofa violation or
potential violation of law or regulation.
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PATENT APPLICATION FEE DETERMINATION RECORD|4pplication or Dacket Number Filing Date
Substitute for Form PTO-875 12/714,063 02/26/2010|LI] Tobe mailed

APPLICATION AS FILED — PART| OTHER THAN

(Column 1) SMALL ENTITY

37 CFR 1.16(a), (b), or (c¢

LJ] seARCHFEE NA37 CFR 1.16(k), (i), or (mi)

[1 EXAMINATION FEE NA37 CFR 1.16(0), (9), or (g
TOTAL CLAIMS /
37 CFR 1.16(i minus 20 =

INDEPENDENT CLAIMS .
37 CER 1.16(h minus 3 =

If the specification and drawings exceed 100

[UAPPLICATION SIZE FEE sheets of paper, the application size fee due
(G7 CFR 1 .16(s)) is $250 ($125 for small entity) for each, additional 50 sheets or fraction thereof. See

35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).

[|] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())
* If the difference in column 1 is less than zero, enter “O” in column 2.

APPLICATION AS AMENDED -— PARTII
OTHER THAN

(Column 1) (Column 2) (Column 3) SMALL ENTITY
CLAIMS HIGHEST

REVANING p NUMBER ADDITIONALAMENDMENT

L] Application Size Fee (37 GFR 1.16(s))

C] FIRST PRESENTATION OF MULTIPLE DEPENDENTCLAIM (37 CFR 1.16(j))
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(Column 1)
CLAIMS HIGHEST

REMAINING NUMBER ADDITIONAL ADDITIONAL
AFTER PREVIOUSLY FEE ($) FEE ($)

AMENDMENT PAID FOR

1.16(i

37 GFR 1.16(h

[_] Application Size Fee (37 CFR 1.16

CO FIRST PRESENTATION OF MULTIPLE DEPENDENTCLAIM (37 CFR 1.16(j))
AMENDMENT
* If the entry in column 1 is less than the entry in column 2, write “O” in column 3. Legal Instrument Examiner:

If the “Highest Number Previously Paid For” IN THIS SPACEis less than 20, enter “20”. /NINA RATANAVONG/ ,
*** If the “Highest Number Previously Paid For’ IN THIS SPACEis less than 3, enter “3”.
The “Highest Number Previously Paid For’ (Total or Independent) is the highest numberfound in the appropriate box in column 1.

 
This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public whichisto file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending uponthe individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and TrademarkOffice, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

Page 96 of 202



Page 97 of 202

UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

 
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

12/714,063 02/26/2010 Robert Paul Morris 0110 5929

Oot ™ a PNR
EXAMINEROo0T ee

Robert Paul Morris COULTER, KENNETH R
712 Latta Street

Raleigh, NC 27607
2445

NOTIFICATION DATE DELIVERY MODE

06/21/2012 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The timeperiodforreply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

paulmorris @ ne.rr.com
rpmorris @ yahoo.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

 12/714,063 MORRIS, ROBERT PAUL

Office Action Summary Examiner Art Unit
Kenneth R. Coulter 2445

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLYIS SET TO EXPIRE 3 MONTH(S) OR THIRTY(80) DAYS,

WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timelyfiled
after SIX (8) MONTHS from the mailing date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three monthsafter the mailing date of this communication, evenif timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s)filed on 26 February 2010.
2a)L This action is FINAL. 2b) This action is non-final.
3)L Anelection was madebythe applicant in responseto a restriction requirementset forth during the interview on

; the restriction requirement and election have been incorporated into this action.

4)L] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordancewith the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

5)X] Claim(s) 1-25 is/are pending in the application.

5a) Of the aboveclaim(s) is/are withdrawn from consideration.

6)L] Claim(s)___is/are allowed.
7)X] Claim(s

) (

) (

 
) 1,4-7,12, 14-16, 18,19 and 22-25 is/are rejected.

8)Claim(s) 2,3,8-11,13,17,20 and 21 is/are objected to.
9)\L] Claim(s) are subjectto restriction and/or election requirement.

Application Papers

10) The specification is objected to by the Examiner.
11)B The drawing(s) filed on 26 February 2010 is/are: a) accepted or b)L] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

12)C] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

13) Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)LIAll b)L1 Some * c)Z] Noneof:

1.1] Certified copies of the priority documents have been received.
2.L] Certified copies of the priority documents have been received in Application No.
3.L] Copiesof the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

  
Attachment(s)

1) xX Notice of References Cited (PTO-892) 4) CT Interview Summary (PTO-41 3)
2) LJ Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date._
3) BX] Information Disclosure Statement(s) (PTO/SB/08) 5) L] Notice ofInformal Patent Application

Paper No(s)/Mail Date 2/26/2010. 6) oO Other:
U.S. Patent and Trademark Office

PTOL-326 (Rev. 03-11) Office Action Summary Part of Paper No./Mail Date 20120615
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Application/Control Number: 12/714,063 Page 2
Art Unit: 2445

DETAILED ACTION

Claim Objections

Claim 23 is objected to because of the following informalities: improper

punctuationin the last line of claim 23 of claim 23.

Appropriate correction is required.

Claim Rejections - 35 USC § 112

The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regardsashis invention.

Claim 12 recites the limitation "the second node metadata"in line 3. There is

insufficient antecedent basis for this limitation in the claim.

Double Patenting

Claims 1, 4-7, 14-16, 18, 19, and 22 — 25 are provisionally rejected on the

ground of nonstatutory obviousness-type double patenting as being unpatentable over

claims 11 — 15, 17, 18, and 20 of copending Application No. 12/714,454. Although the

conflicting claims are notidentical, they are not patentably distinct from each other

becauseof the mapping below.

Claim 1 of the present Application maps to claim 11 of ‘454.
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Application/Control Number: 12/714,063 Page 3
Art Unit: 2445

Claim 4 of the present Application mapsto claim 13 of ‘454.

Claim 5 of the present Application mapsto claim 15 of ‘454.

Claim 6 of the present Application maps to claim 12 of ‘454.

Claim 7 of the present Application mapsto claim 14 of ‘454.

Claim 14 of the present Application maps to claim 18 of ‘454.

Claim 15 of the present Application maps to claim 11 of ‘454.

Claim 16 of the present Application mapsto claim 13 of ‘454.

Claim 18 of the present Application mapsto claim 17 of ‘454.

Claim 19 of the present Application mapsto claim 17 of ‘454.

Claim 22 of the present Application mapsto claim 20 of ‘454.

Claim 23 of the present Application mapsto claim 20 of ‘454.

Claim 24 of the present Application maps to claim 11 of ‘454.

Claim 25 of the present Application mapsto claim 13 of ‘454.

This is a provisional oobviousness-type double patenting rejection because the

conflicting claims have notin fact been patented.
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Application/Control Number: 12/714,063 Page 4
Art Unit: 2445

Allowable Subject Matter

Claims 2, 3, 8-11, 13, 17, 20, and 21 are objected to as being dependent upon

a rejected base claim, but would be allowableif rewritten in independent form including

all of the limitations of the base claim and anyintervening claims.

Anyinquiry concerning this communication or earlier communications from the

examiner should be directed to Kenneth R. Coulter whose telephone numberis

(571)272-3879. The examiner can normally be reached on M - F, 7:30 am - 4 pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Lynn Feild can be reached on 571 272-2092. The fax phone numberfor the

organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, seehttp://pair-direct.uspto.gov. Should

you have questions on accessto the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO CustomerService Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.
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Kenneth R Coulter

/Kenneth R Coulter/

Primary Examiner, Art Unit 2445

/KRC/
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U.S. PATENT DOCUMENTS

09-2011 Morris, Robert Paul 709/201

Page 1 of 1 

 
FOREIGN PATENT DOCUMENTS

Document Number Date tga
Country Code-Number-Kind Gode MM-YYYY Country Name Classification

 
NON-PATENT DOCUMENTS

Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)

 
*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US orforeign.
U.S. Patent and Trademark Office

PTOQ-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20120615

Page 103 of 202



Page 104 of 202

deactivate TCP connection idle header - Google Scholar Page 1 of 2

+You Search Images Maps Play YouTube News Gmail More~ Sign in 

Scholar

| Articles
Legal documents

Any time
Since 2012
Since 2011
Since 2008

Custom range...

Recent additions

 | include patents
/_] include citations

. deactivate TCP connection idle header

About 4,440 results (0.18 sec) My Ci

HTwL] TCP extensions for high performance
V Jacobson, R Braden... - 1992 - rsync.tools.ietf.org
... Off for low-speed paths, or allow a user orinstallation managerto disable them ... been idle,tr
TCP may Jacobson, Braden, & Borman [Page 22} RFC 1323 TCP Extensionsfor ... Performance
May 1992 update a clock or timestamp value associated with the connection wheneverTS...
Cited by 1385 - Related articles - Cached - All 34 versions

TCP/IP offload device with reduced sequential processing
DD Starr, CM Philbrick - US Patent 6,996,070, 2006 - Google Patents
.. In contrast to a sequential processor technique, the combinatorial logic gen- erates a
flush detect signal from the TCP state variables and header values without performing
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Cited by 77 - Related articles - All 4 versions
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... Until it bug is resolved, it may be necessary to disable persistent connectionsfor clients... is
complementary to our approach where we pace packets instead of slow-starting after an idle
connection. ... that oc- cur due to interactions between specific implementa- tions of TCP and P
Cited by 106 - Related articles - BL Direct - All 27 versions

intr} TCP extensions for high performance
D Borman, R Braden... - Request for Comments ( ..., 1992 - wizard.ae.krakow.pl
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Cited by 73 - Related articles - View as HTML - All 2 versions

took) Probing TCP implementations
DE Comer... - 1993 - usenix.org
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HF Nielsen, J Gettys, A Baird-Smith... - ACM SIGCOMM..., 1997 - dl_acr.org
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full, or when there is no more requests coming in on that connection,or beforeit...
Cited by 305 - Related articies - BL Direct - All 47 versions

METHODS,SYSTEMS,AND COMPUTER PROGRAM PRODUCTS FOR SHAR
INFORMATION FOR DETECTING AN IDLE TCP CONNECTION

RP Morris - US Patent App. 12/744,454, 2010 - Goagle Patents
.. idle Send the TCP packetin the TCP connection to the second node to 206 provide the meta
for the first idle time period to the second node 208 Detectthe first idle time period based on the
first idle information |/ Deactivate the TCP connection in responseto ...
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including data in a 30 first TCP data stream sent in the TCP connection from the second Deacti:
the TCP ... The method also includes deactivating the TCP connection in response...
All 2 versions

por] USING CONSISTENCY CHECKS TO PREVENT MALICIOUS TUNNELING
A Singh, O Nordstr6m, ALM Dos Santos- ... , Network, and Information ..., 2003 - Citeseer

+ a monolithic kernel the machine would have to be rebootedinto a different kernel to disable th
tcp ... model implemented in the kernel benefits from the fact that there is no wayto turn off this
functionality by ... completely eliminate misuse of idle fields in TCP/IP and ICMP messages. ...
Related articles - View as HTML- All 9 versions
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TCPT Stamp... - 198.133.219.239
... enabled on the host, sessions may be dropped because system administrators sometimesdis.
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soon) The case for persistent-connection HTTP
JC Mogul - 1995 - di.acm.org
... the server would use one of the other mechanisms, either sending a “Content-length” header
be- fore the data, or transmitting a special delimiter after the data. While a client is actively using
a server, normally neither end would close the TCP connection. Idle TCP connec-tions...

Cited by 327 - Related articles - Library Search - BL Direct - All 36 versions

tHTmL] TOP extensions for highperformance
V Jacobson, R Braden... - 1992 - rsync.tools.ietf.org
». retransmission timeout calculation can tolerate aliasing when the sampling frequency is "close'
to the ... the TCP may Jacobson, Braden, & Borman [Page 22] RFC 1323 TCP Extensionsfor...
1992 update a clock or timestamp value associated with the connection wheneverTS...
Cited by 1385 - Related articles - Cached ~ All 34 versions

 

What TCP/IP protocol headers can tell us about the web
FD Smith, FH Campos. K Jeffay... - ... Performance Evaluation Review, 2001 - di.acm.org
» Close to 70% of the consecutive top-level page references go to an IP addressthatis different
from the address used for the previous top ... We identify periods in which the client either has no
established TCP con- nections or where no established connection hasan...

Cited by 215 - Related articles - BL Direct - All 31 versions

Freeze-TCP: A true end-to-end TCP enhancement mechanism for mobile envirot

T Goff, J Moronski, DSPhatak... ~ ... 2000. Nineteenth Annual! ..., 2000 - ieeexplore.ieee.arg
«. Note that Freeze-TCP is only usefulif a disconnection occurs while data is being ... posed to w
the receiveris idle for some time and then gets disconnected), whichis ... Meantime the receive
has already reconnected, but the connection remains idle until the sender transmitsits ...
Cited by 467 - Related articles - BL Direct - All 27 versions

inTwL) Point-to-point tunneling protocol (pptp)
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Cited by 234 - Related articles - Cached- All 4 versions
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J Nagle - 1984 - cabernet.toals ietf.org
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connection. ... though, should be regarded as groundsfor action by a gateway to disconnect a
If IP / TCP networks are to be operated under heavy load, TCP implementa- tions must ...
Cited by 468 - Related articles - Cached ~ All 37 versions

M-TCP: TCP for mobile cellular networks

K Brown... - ACM SIGCOMM Computer Communication Review, 1997 - dl.acm.org
..C DCDCDC = Connected Period O - Disconnected Period Figure 1: Serial timeouts at the
TCP sender. ... We have found that the standard split connection approach, which uses TCP on
both halves of the connection, does, in fact, respond poorly to lengthy disconnections....
Cited by 542 - Related articles - BL Direct - All 36 versions

An analysis of TCP reset behaviour on the internet
M Arlitt... - ACM SIGCOMM Computer Communication .... 2005 - di.acm.org
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tHTmL) ISO Transport Service on top of the TCP Version: 3
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The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon paymentof the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephoneat (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the
dates of receipt of correspondencefiled in the Office, may also be accessedvia the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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- 4 Attorney Docket Number|0110
Application Data Sheet 37 CFR 1.76 —

. . METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR DETECTING ANIDLE TCP
Title of Invention CONNECTION

The application data sheetis part of the provisional or nonprovisional application for whichit is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

 
Secrecy Order 37 CFR 5.2

[_] Portions orall of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paperfilers only. Applications that fall under Secrecy Order may not be filed electronically.)

 

  
Applicant Information:

Applicant 1

Applicant Authority @ Inventor|(Legal Representative under 35 U.S.C. 117 (Party ofInterest under 35 U.S.C. 118

Robert Paul Morris

ResidenceInformation (Select One) (@) US Residency ©) NonUS Residency () Active US Military Service

Mailing Address of Applicant:

Address 1 712 Latta Street

Address 2

City Raleigh | State/Province | NC

 

 

 

   
Postal Code Country!

 
All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button. Add 

CorrespondenceInformation: 

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[|] An Address is being provided for the correspondenceInformation of this application.

Customer Number 92924 
Application Information: 

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR DETECTING ANIDLE
Title of the Invention TCP CONNECTION

  
 

Attorney Docket Number] 0110 Small Entity Status Claimed

Application Type Nonprovisional

Subject Matter Utility

 
Suggested Technology Center(if any) 

Total Number of Drawing Sheets{if any) 8 | Suggested Figure for Publication {if any) | 
EFS Web 2.2.2
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Attorney Docket Number|0110

 

Application Data Sheet 37 CFR 1.76

 . : METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR DETECTING AN IDLE TCP
Title of Invention CONNECTION

Publication Information:

[|Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. | hereby request that the attached application not be published under 35 U.S.
C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the subject of
an application filed in another country, or under a multilateral international agreement, that requires publication at
eighteen monthsafterfiling.
 
Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet coes not constitute a powerof attorney in the application {see 37 CFR 1.32).
Enter either Customer Number or complete the Representative Name section below. If both sections
are completed the Customer Numberwill be used for the Representative Information during processing. 
Please Select One: () Customer Number ©) USPatentPractitioner ©) Limited Recognition (37 CFR 11.9)
Customer Number 92924

 

 

Domestic Benefit/National Stage Information:
This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate National Stage
entry from a PCT application. Provicing this information in the application data sheet constitutes the specific reference required by
35 U.S.C. 119{e) or 120, and 37 CFR 1.78{a)(2) or CFR 1.78(a}(4}, and need not otherwise be madepart of the specification. 

Prior Application Status

Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)  
 

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

 
Foreign Priority Information:

This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119{b)
and 37 CFR 1.55(a).

Application Number Parent Filing Date (YYYY-MM-DD} Priority Claimed

@) Yes ©) No

Add

 

    
Additional Foreign Priority Data may be generated within this form by selecting the
Add button.
 
Assignee Information: 

Providing this information in the application data sheet does not substitute for compliance with any requirementof part 3 of Title 37
of the CFR to have an assignmentrecordedin the Office. 

Assignee1 

EFS Web 2.2.2
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Attorney Docket Number|0110

 

Application Data Sheet 37 CFR 1.76

 METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR DETECTING AN IDLE TCP
Title of Invention CONNECTION

If the Assignee is an Organization check here.

 

 

Prefix Given Name Middle Name Family Name Suffix  
Mailing Address Information:

Address 2

Email Address

Additional Assignee Data may be generated within this form by selecting the Add
button.

 
Signature:

A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18. Please see 37
CFR 1.4(d) for the form of the signature. |Signature [Robert Paul Morris/ Date (YYYY-MM-DD)| 2010-02-26
First Name|Robert Last Name|Morris Registration Number 

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountof time you require to
complete this form and/or suggestions for reducing this burden, should be sentto the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

EFS Web 2.2.2
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Privacy Act Statement

 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552)
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed,as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negetiations.

A record in this system of records may be disclosed, as a routine use, to a Memberof Congress submitting a request involving an
individual, te whem the record pertains, when the individual has requested assistance from the Memberwith respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related te an International Application filed under the Patent Cooperation Treaty in this system of records maybe disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA aspart of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any otherrelevant(i.e., GSA or Commerce)directive. Such
disclosure shall not be used to make determinations aboutindividuals.

Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuan
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject tc the limitations of 37
CFR 1.14, as a routine use, to the public if the record wasfiled in an application which became abandoned orin which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency,if the
USPTO becomesaware of a violation or potential violation of law or regulation.

 

EFS Web 2.2.2
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DECLARATION(37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET(37 CFR 1.76)  
 
 

 
 

  
   
  
  

  
  

  
  

  
  

  
  
  
  
  
  
  

 
 

 
 

Title of
Invention METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR

DETECTING AN IDLE TCP CONNECTION

As the below named inventor(s), |Ave declare that: 
This declaration is directed to:

The attached application, or

[| Application No. filed on
 

a As amended on (if applicable);

\iwe believe that we am/are the original and first inventor(s) of the subject matter which is claimed and for which a patentis
sought;

we have reviewed and understand the contents of the above-identified application, including the claims, as amended by any
amendmentspecifically referred to above;

iwe acknowledge the duty to disclose to the United States Patent and Trademark Office all information known to me/us to be
material to patentability as defined in 37 CFR 1.56, including for continuation-in-part applications, material information which
became available between the filing date of the prior application and the national or PCT International filing date of the
continuation-in-part application.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card
numbers (other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by
the USPTO to support a petition or an application. If this type of personal information is included in documents submitted to the
USPTO, petitioners/applicants should consider redacting such personal information from the documents before submitting them
to the USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication
of the application (unless a non-publication request in compliance with 37 CFR 1.213(a) is madein the application) or issuance
of a patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposesare not retained in the applicationfile and therefore are not publicly available.

 
 
 

All statements made herein of my/our own knowledge are true, all statements made herein on information and belief are
believed to be true, and further that these statements were made with the knowledge that willful false statements and the like
are punishable by fine or imprisonment, or both, under 18 U.S.C. 1001, and may jeopardize the validity of the application or any
patent issuing thereon.

FULL NAME OF INVENTOR(S) 

  

 
 

 

 
 

inventor one: Robert Paul Morris Date: 2010/02/26

A) fF . Zi BeSignature: Lidge LE LC.MEpaspo Citizen of _US
Inventor two: Date:   

 

  
 

Signature: Citizen of: 

 {1 Additional inventors or a legal representative are being named on additional form(s) attached hereto.
This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public whichis to file (and
by the USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
comptete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending uponthe individual case. Any
comments on the amountof time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Hf you need assistance in completing the form,calf 1-800-PTO-9199 andselect option 2.
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Electronic Patent Application Fee Transmittal

Application Number: 12714063 

Filing Date: 26-Feb-2010

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR
Title of Invention: DETECTING AN IDLE TCP CONNECTION

a

Utility under 35 USC 111(a) Filing Fees

Sub-Total in

USD(S$)
Description Fee Code Quantity

Basic Filing:

Miscellaneous-Filing:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

 

 

Extension-of-Time:
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Miscellaneous:

Total in USD ($)
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Electronic AcknowledgementReceipt

Application Number: 12714063 

International Application Number:

Confirmation Number: 5929

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR
Title of Invention: DETECTING AN IDLE TCP CONNECTION

es
a

Receipt Date: 08-FEB-2011 

Filing Date: 26-FEB-2010

Application Type: Utility under 35 USC 111(a

Paymentinformation:

Payment Type Credit Card

RAM confirmation Number

 
 

Deposit Account 

Authorized User

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (ifappl.)
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1364653

Application Data Sheet 0110-ADS.pdf 5e058eedcl4e1aa936709dfbd 944843ec3e|
Qae31

Information:

Oath or Declarationfiled 0110-Declaration.pdf 987addc7{2224c17978083fef9b1 Oe8cb 165]
96

Information:

Fee Worksheet (PTO-875) fee-info.pdf 1N6ad6ac7f1 5Nec793bABNd3228eC? 71 cca
basa9

Information:

TotalFiles Size (in bytes) 1485516 

This AcknowledgementReceipt evidences receipt on the noted date by the USPTOof the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown onthis
AcknowledgementReceiptwill establish the filing date of the application.

NationalStage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditionsof 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptanceof the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

 

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address:COMMISSIONER FOR PATENTSP.O. Box 1450

Alexandria, Virgnia 22313-1450www.uspto.gov

12/714,063 02/26/2010 Robert Paul Morris 0110
CONFIRMATION NO.5929

 
92924 NOTICE

Robert Paul Morris

712 Latta Street AAC
Raleigh, NC 27607 0000000405

8/89

Date Mailed: 03/11/2010

NOTICE OF INFORMAL APPLICATION

This application is considered to be informal since it does not comply with the regulations for the reason(s)
indicated below. The period within to correct the informalities noted below and avoid abandonmentis setin the
accompanying Office action.

Items Required To Avoid Processing Delays:

The item(s) indicated below are also required and should be submitted with any reply to this notice to avoid
further processing delays.

A new oath or declaration, identifying this application number,or, if appropriate, an application data
sheet(37 CFR 1.76), is required. The oath or declaration does not comply with 37 CFR 1.63in thatit:

«does notidentify the residence (e.g., city and either state or foreign country) of each inventor.
«does notidentify the complete mailing or post office address of each inventor.

page 1 of 1
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address:COMMISSIONER FOR PATENTSP.O. Box 1450

Alexandria, Virgnia 22313-1450www.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371 (c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSIND CLAIMS

922 0110 25 612/714,063 02/26/2010 2447

 
 
     

CONFIRMATIONNO.5929

92924 FILING RECEIPT
Robert Paul Morris

712 Latta Street NT000.0400.)000
Raleigh, NC 27607

Date Mailed: 03/11/2010

Receipt is acknowledgedof this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER,FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presentedonthis receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copyofthis Filing Receipt with the
changesnoted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any correctionsto this Filing Receipt with your reply to the Notice. When the USPTO processesthe reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Robert Paul Morris, Residence Not Provided;

Powerof Attorney: None

Domestic Priority data as claimed by applicant

Foreign Applications

If Required, Foreign Filing License Granted: 03/09/2010

The country code and numberof your priority application, to be used for filing abroad under the Paris Convention,
is US 12/714,063

Projected Publication Date: 09/01/2011

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **

page 1 of 3
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Title

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR DETECTING AN IDLE
TGP CONNECTION

Preliminary Class

709

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughoutthe territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider thefiling of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-membercountry. The PCT process simplifies thefiling
of patent applications on the sameinvention in membercountries, but does not result in a grant of "an international
patent” and doesnoteliminate the need of applicantsto file additional documents and fees in countries where patent
protection is desired.

Almost every country hasits own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordancewith its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patentrights are not lost prematurely.

Applicants also are advised that in the case of inventions madein the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. Thefiling of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidanceasto the status of applicant's licensefor foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesforfiling foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, orit
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Avww.stopfakes.gov. Part of a Department of Commerceinitiative,
this website includes self-help "toolkits" giving innovators guidance on how to protectintellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Governmenthotline at 1-866-999-HALT(1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED"followed by a date appears on this form. Such licenses are issuedin all applications where

page 2 of 3

Page 126 of 202



Page 127 of 202

the conditions for issuance of a license have been met, regardless of whetheror not a license may be required as
set forth in 37 CFR 5.15. The scope andlimitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This licenseis to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s)filed under 37 CFR 1.53(d). This
license is not retroactive.

The grantof a license does not in any waylessenthe responsibility of a licensee for the security of the subject matter
as imposed by any Governmentcontract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Departmentof
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted atthis time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOTappearonthis form. Applicant maystill petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from thefiling date of the application. If 6 months has lapsed
from thefiling date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee mayforeign file the application pursuant to 37 CFR 5.15(b).

page 3 of 3
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Doc code: IDS PTO/SB/08a (01-10)
ve . . . Approved for use through 07/31/2012. OMB 0651-0031

Doc description: Information Disclosure Statement {IDS)Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit contains a valid OMB control number.

Application Number

Filing Date 2010-02-26
INFORMATION DISCLOSURE

STATEMENTBY APPLICANT An Unit
( Not for submission under 37 CFR 1.99)

Examiner Name 

Attorney Docket Number

 
 

 

U.S.PATENTS 

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

Nameof Patentee or Applicant
Issue Date of cited Document

If you wish to add additional U.S. Patent citation information pleaseclick the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

 

 

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

. Publication Kind|Publication Nameof Patentee or Applicant
setae Cite No :Initial Number of cited Document

 

20090252072 2009-10-08 Helena  
If you wish to add additional U.S. Published Application citation information please click the Add button,

FOREIGN PATENT DOCUMENTS

Nameof Patentee or Pages,Columns,Lines
Examiner] Cite|Foreign Document Kind|Publication where Relevant
Initial* Code4) Date Applicantof cited Passages or RelevantDocument :

Figures Appear   
 

If you wish to add additional Foreign Patent Documentcitation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include nameof the author (in CAPITAL LETTERS},title of the article (when appropriate},title of the item
(book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s),
publisher, city and/or country where published.

Examiner] Cite

Initials*
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Application Number

Filing Date 2010-02-26
SEMAN,RYMeeCART

attorsubwtecionunder87 GPR95)

( Not for submission under 37 CFR 1.99)

 

 
Postel, John (ed.), Editor; "Transmission Control Protocol - DARPA Internet Protocol Specification", RFC 793, USC/
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ABSTRACT

Methods and systemsare described for detecting an idle TCP connection. In one

aspect, a packet in a TCP connection is received byafirst node. The first node

identifies in the packet a headerfor detecting a time period during whichthefirst node

receives no data included in a data stream sent in the connection from a second node.

The first node detects the time period based on the header and deactivates the

connection, in response. In another aspect, information is received by a second node

for detecting an idle TCP connection. The second node creates a packet including a

header based onthe information. The second node sendsthe packetin the connection

to a first node for detecting a time period during whichthefirst node receives no data in

a data stream sent in the connection from the second node.
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| CLAIM:

1. .Amethod for detecting an idle TCP connection, the method comprising:

receiving, by a first node from a second node, a first transmission control

protocol (TCP) packet in a TCP connection;

identifying a first idle time period header,in the first packet, for detectingafirst

idle time period during which no TCP packetincluding data in a first TCP data stream

sent in the TCP connection from the second nodeis received bythefirst node;

detecting thefirst idle time period based on thefirst idle time period header; and

deactivating the TCP connection in responseto detecting thefirst idle time

period.

2. |The method of claim 1 wherein the TCP connectionis identified byafirst

connection endpoint and a second connection endpoint, and thefirst node includesat

least one ofthefirst connection endpoint anda first proxy endpoint representing thefirst

connection endpoint.

3. The method of claim 1 wherein thefirst idle time period headeridentifies,

for detecting the first idle time period, at least one of a duration of time, a generatorfor

determining a duration of time, and an input for determining a duration oftime.

4. The method of claim 1 further comprising modifying at least one of a TCP

keep-alive option, a TCP user timeout, a retransmission timeout, an acknowledgment

timeout, and anothertimeout associated with the TCP connection, in response to

identifying the first idle time period header.
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5. |The method of claim 1 wherein detecting the first idle time period includes

detecting a time period, in thefirst idle time period, during which thefirst node has

received acknowledgmentforall data in a second TCP data stream sent in the TCP

connection to the second node.

6. |The method of claim 1 wherein thefirst idle time period header is based

on a previous idle time period headeridentified in a previous TCP packetin the TCP

connection sent by thefirst node to the second nodepriorto the receiving ofthefirst

TCP packet.

7. |The method of claim 1 further comprising:

detecting a timeout based on a duration of time identified by thefirst idle

information header; and

sending, in responseto detecting the timeout, a TCP keep-alive packetin the

TCP connection to the second node.

8. |The method of claim 7 further comprising:

detecting an acknowledgment timeout associated with sending the TCP keep-

alive packet; and

detecting the first idle time period based on detecting the acknowledgment

timeout.

9. The method of claim 1 wherein detecting the first idle time period

comprises:
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receiving an empty TCP packetincluding no datain the first TCP data stream

after detecting a beginning of a potential first idle time period;

in responseto receiving the empty TCP packet, detecting a beginning of a next

potentialfirst idle time period.

10. The method of claim 9 wherein detecting the beginning of the next

potentialfirst idle time period is performed in response to determining the empty TCP

packet matchesa specified condition.

11. The method of claim 1 further comprising:

receiving the first TCP packet after receiving a previous TCP packetincluding a

previous idle time period headerfor detecting a previousidle time period; and

detecting, in responseto receiving the first TCP packet, thefirst idle time period

rather than detecting the previous idle time period.

12. The method of claim 1 further comprising sending a second TCP packetin

the TCP connection to the second nodeincluding an informational idle time period

headeridentifying to the second node metadataforthefirst idle time period.

13. The method of claim 1 further comprising sending in the TCP connection a

second TCP packet including a secondidle time period headerfor detecting a second

idle time period during which no TCP packetincluding data in a second TCP data

stream sent in the TCP connection from thefirst node is received by the second node.

14. The method of claim 1 wherein deactivating includes at least one of

closing the TCP connection, sending bythefirst node a TCP packetincluding a reset
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indication, and releasing a resource previously allocated for the TCP connection by the

first node.

15. A method for detecting an idle TCP connection, the method comprising:

receiving, by a second node, first idle information for detecting wnen a TCP

connectionis idle;

generating a TCP packet includingafirst idle time period header based on the

first idle information; and

sending the TCP packet in the TCP connectionto thefirst node for detecting a

first idle time period during which no TCPpacketincluding data in a first data stream

sent in the TCP connection from the second nodeis received bythefirst node.

16. The method of claim 15 further comprising modifying based on thefirst

idle information at least one of a keep-alive option, a TCP user timeout, a

retransmission timeout, an acknowledgmenttimeout, and anothertimeout associated

with the TCP connection.

17. The method of claim 16 further comprising:

detecting a keep-alive timeout based on the modified keep-alive option;

generating, in response to detecting the keep-alive timeout, a second TCP

packetincluding a secondidle time period headerfor resetting the detecting ofthe first

idle time period; and

sending the second TCP packetin the TCP connectionto the first node.

18. The method of claim 15 further comprising:
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receiving in the TCP connection from thefirst node a second TCP packet;

identifying in the second TCP packet a secondidle time period headerfor

detecting a second idle time period during which no TCP packet including data in a

second TCP data stream sent in the TCP connection from the first node is received by

the second node;

detecting the second idle time period based on the secondidle time period

header; and

deactivating the TCP connection in response to detecting the secondidle time

period.

19. The method of claim 18 wherein the second idle time period headeris

based onthefirst idle time period header.

20. The method of claim 18 wherein deactivating includes at least one of

closing the TCP connection, sending a TCP packetincluding a reset indication to the

first node, and releasing a resource previously allocated for the TCP connection by the

second node.

21. The method of claim 20 wherein the secondidle time period includes a

time period during which the second node has received acknowledgmentforall data in

the first TCP data stream sent in the TCP connection.

22. Asystem for detecting an idle TCP connection, the system comprising:
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an execution environment including an instruction processing unit configured to

processaninstruction included in at least one of a net in-port component,an idle time

period option handler component, and an idle time period monitor component;

the net in-port componentconfigured for receiving, by a first node from a

second node, a first transmission control protocol (TCP) packet in a TCP connection;

the idle time period option handler component configured for identifyingafirst

idle time period header,in the first packet, for detecting a first idle time period during

which no TCP packetincluding data in a first TCP data stream sent in the TCP

connection from the second nodeis receivedby thefirst node;

the idle time period monitor componentconfigured for detecting thefirst idle

time period based on thefirst idle time period header; and

the connection state componentconfigured for deactivating the TCP connection

in responseto detecting thefirst idle time period.

23. Asystem for detecting an idle TCP connection, the system comprising:

an execution environmentincluding an instruction processing unit configured to

processaninstruction included in at least one of an idle time period policy component, a

packet generator component, and a net out-port component;

the idle time period policy component configured for receiving, by a second

node, first idle information for detecting when a TCP connectionisidle;

the packet generator componentconfigured for generating a TCP packet

includingafirst idle time period header based on thefirst idle information; and
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the net out-port componentconfigured for sending the TCP packetin the TCP

connection to the first node for detecting a first idle time period during which no TCP

packet including datain a first data stream sent in the TCP connection from the second

nodeis received bythefirst node;

24. Acomputer readable medium embodying a computer program, executable

by a machine,for detecting an idle TCP connection, the computer program comprising

executable instructionsfor:

receiving, by a first node from a second node, a first transmission control

protocol (TCP) packet in a TCP connection;

identifying a first idle time period header,in the first packet, for detectingafirst

idle time period during which no TCP packetincluding data in a first TCP data stream

sent in the TCP connection from the second nodeis received bythefirst node;

detecting thefirst idle time period based on thefirst idle time period header; and

deactivating the TCP connection in responseto detecting thefirst idle time

period.

25. Acomputer readable medium embodying a computer program, executable

by a machine,for detecting an idle TCP connection, the computer program comprising

executable instructionsfor:

receiving, by a second node, first idle information for detecting when a TCP

connectionis idle;
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generating a TCP packet includingafirst idle time period header based on the

first idle information; and

sending the TCP packet in the TCP connectionto thefirst node for detecting a

first idle time period during which no TCP packetincluding data in a first data stream

sent in the TCP connection from the second nodeis receivedbythefirst node.
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METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR DETECTING
AN IDLE TCP CONNECTION

BACKGROUND

[0001] Various implementations of the transmission control protocol (TCP) in network

nodes support a number of options that are not negotiated or even communicated

between or among any of the nodes. Some of these options are included in the

specification of the TCP while others are not. For example, the TCP keep-alive option is

supported by a number of implementations of the TCP.It is not, however, part of the

TCP specification as described in "Request for Comments" (RFC) document RFC 793

edited by John Postel, titled "Transmission Control Protocol, DARPA Internet Program

Internet Protocol Specification" (September 1981), which is incorporated here in its

entirety by reference. One, both, or neither node including an endpoint in a TCP

connection may support a keep-alive option for the connection. Each node supports or

does not support keep-alive for a TCP connection based on each node’s requirements

without consideration for the other node in the TCP connection.

[0002] With respect to the keep-alive option, some argue that it is unnecessary and

that it can waste network bandwidth. Someof thesecritics point out that a keep-alive

packet can bring down a TCP connection. Further, since nodes including endpoints in a

TCP connection do not cooperate in supporting the keep-alive option, the nodes may
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operate in opposition to one another and/or may waste resources by duplicating

function, according to critics of the keep-alive option.

[0003] Proponents of the keep-alive option claim there is a benefit to detecting a dead

peer/partner endpoint sooner. A node providing TCP keep-alive can also indirectly

detect when a network is so congested that two nodes with endpoints in a TCP

connection are effectively disconnected. Proponents argue that keep-alive can keep an

inactive TCP connection open. For example, some network nodes suchasfirewalls are

configured to close TCP connections determined to be idle or inactive in order to

recover resources. Keep-alive can prevent this. This is good from the perspective of the

node sending keep-alive packets, but the keep-alive packets might causethe firewall to

waste resources and possibly block or terminate TCP connectionswith other nodes.

[0004] TCP keep-alive and the debate of its benefits and faults have been around for

decades. To date no mechanism to allow two TCP connection endpoints to cooperate in

supporting the keep-alive option has been proposed or implemented. The broaderissue

of enabling cooperation and negotiation between nodes in a TCP connection in

detecting and managing idle, underactive, and/or dead TCP connections remains

unaddressed.

[0005] Accordingly, there exists a need for methods, systems, and computer program

products for detecting an idle TCP connection.

SUMMARY
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[0006] The following presents a simplified summary of the disclosure in order to

provide a basic understanding to the reader. This summary is not an extensive overview

of the disclosure and it does not identify key/critical elements of the invention or

delineate the scope of the invention. Its sole purpose is to present some concepts

disclosed herein in a simplified form as a prelude to the more detailed description that is

presented later.

[0007] Methods and systems are described for detecting an idle TCP connection. In

one aspect, a method includes receiving, by a first node from a second node, a first

transmission control protocol (TCP) packet in a TCP connection. The method further

includes identifying a first idle time period header, in the first packet, for detecting a first

idle time period during which no TCP packet including data in a first TCP data stream

sent in the TCP connection from the second node is received by the first node. The

methodstill further includes detecting the first idle time period based on thefirst idle

time period header. The method also includes deactivating the TCP connection in

responseto detecting the first idle time period.

[0008] Further, a system for detecting an idle TCP connection is described. The

system includes an execution environment including an instruction-processing unit

configured to processan instruction included in at least one of a net in-port component,

an idle time period option handler component, an idle time period monitor component,

and a connection state component. The system includes the net in-port component

configured for receiving, by a first node from a second node,a first transmission control
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protocol (TCP) packet in a TCP connection. The system further includes the idle time

period option handler component configured for identifying a first idle time period

header, in the first packet, for detecting a first idle time period during which no TCP

packet including data in a first TCP data stream sent in the TCP connection from the

second nodeis received bythefirst node. The system still further includes the idle time

period monitor component configured for detecting the first idle time period based on

the first idle time period header. The system also includes the connection state

componentconfigured for deactivating the TCP connection in response to detecting the

first idle time period.

[0009] In another aspect, a method for detecting an idle TCP connection is described

that includes receiving, by a second node,first idle information for detecting when a

TCP connection is idle. The method further includes generating a TCP packet including

a first idle time period header basedonthefirst idle information. The methodstill further

includes sending the TCP packet in the TCP connectionto the first node for detecting a

first idle time period during which no TCP packet including data in a first data stream

sent in the TCP connection from the second nodeis received bythefirst node.

[0010] Still further, a system for detecting an idle TCP connection is described. The

system includes an execution environment including an instruction processing unit

configured to process an instruction included in at least one of an idle time period policy

component, a packet generator component, and a net out-port component. The system

described includes the idle time period policy component configured for receiving, by a
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second node, first idle information for detecting wnen a TCP connectionis idle. The

system includes the packet generator component configured for generating a TCP

packetincluding a first idle time period header based onthefirst idle information. The

system still further includes the net out-port component configured for sending the TCP

packetin the TCP connectionto the first node for detectingafirst idle time period during

which no TCP packet including data in a first data stream sent in the TCP connection

from the second nodeis received bythefirst node.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Objects and advantagesof the presentinvention will become apparent to those

skilled in the art upon reading this description in conjunction with the accompanying

drawings, in which like reference numerals have been used to designate like or

analogous elements, andin which:

[0012] Fig. 1 is a block diagram illustrating an exemplary hardware device included in

and/or otherwise providing an execution environment in which the subject matter may

be implemented;

[0013] Fig. 2 is a flow diagram illustrating a method for detecting an idle TCP

connection according to an aspect of the subject matter described herein;

[0014] Fig. 3 is a flow diagram illustrating a method for detecting an idle TCP

connection according to another aspectof the subject matter described herein;
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[0015] Fig. 4 is a block a diagram illustrating an arrangement of components for

detecting an idle TCP connection according to a further aspect of the subject matter

described herein;

[0016] Fig. 5 is a block diagram illustrating an arrangement of components for

detecting an idle TCP connection accordingto still another aspect of the subject matter

described herein;

[0017] Fig. 6 is a network diagram illustrating an exemplary system for detecting an

idle TCP connection according to an aspectof the subject matter described herein;

[0018] Fig. 7 is a message flow diagram illustrating an exemplary data and execution

flow for detecting an idle TCP connection according to an aspect of the subject matter

described herein; and

[0019] Fig. 8 is a diagram illustrating a structure for a packet transmitted via a network

according to an aspect of the subject matter described herein.

DETAILED DESCRIPTION

[0020] An exemplary device included in an execution environment that may be

configured according to the subject matter is illustrated in Fig. 1. An execution

environmentincludes an arrangementof hardwareand, optionally, software that may be

further configured to include an arrangement of components for performing a method of

the subject matter described herein.
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[0021] An execution environmentincludes and/or is otherwise provided by one or more

devices. An execution environment may include a virtual execution environment

including software components operating in a host execution environment. Exemplary

devices included in or otherwise providing suitable execution environments for

configuring according to the subject matter include personal computers, notebook

computers, tablet computers, servers, hand-held and other mobile devices,

multiprocessor devices, distributed devices, consumer electronic devices, and/or

network-enabled devices. Those skilled in the art will understand that the components

illustrated in Fig. 1 are exemplary and mayvary by particular execution environment.

[0022] Fig. 1 illustrates hardware device 100 included in execution environment 102

which includes instruction-processing unit (IPU) 104, such as one or more

microprocessors; physical IPU memory 106 including storage locations identified by

addresses in a physical memory address space of IPU 104; persistent secondary

storage 108, such as one or more hard drives and/or flash storage media; input device

adapter 110, such as key or keypad hardware, keyboard adapter, and/or mouse

adapter; output device adapter 112, such as a display or audio adapter for presenting

information to a user; a networkinterface,illustrated by networkinterface adapter 114,

for communicating via a network such as a LAN and/or WAN; and a communication

mechanism that couples elements 104-114, illustrated as bus 116. Elements 104-114

may be operatively coupled by various means. Bus 116 may comprise any type of bus
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architecture, including a memory bus, a peripheral bus, a local bus, and/or a switching

fabric.

[0023] IPU 104 is an instruction execution machine, apparatus, or device. Exemplary

IPUs include one or more microprocessors, digital signal processors (DSP), graphics

processing units (GPU), application-specific integrated circuits (ASIC), and/or field

programmable gate arrays (FPGA).

[0024] IPU 104 may access machine code instructions and data via one or more

memory address spaces in addition to the physical memory address space. A memory

address space includes addressesidentifying locations in an IPU memory. IPU 104 may

have more than one IPU memory. Thus, IPU 104 may have more than one memory

address space. IPU 104 may access a location in an IPU memory by processing an

address identifying the location. The processed address may be in an operand of a

machine code instruction and/or may be identified in a register or other portion of IPU

104.

[0025] Fig. 1 illustrates virtual IPU memory 118 spanning at least part of physical IPU

memory 106 and at least part of persistent secondary storage 108. Virtual memory

addresses in a memory address space may be mapped to physical memory addresses

identifying locations in physical IPU memory 106. An address space for identifying

locations in a virtual IPU memoryis referred to as a virtual memory address space; its

addresses arereferred to as virtual memory addresses; and its IPU memory is known

as a virtual IPU memory orvirtual memory. The term IPU memory mayrefer to physical

8
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IPU memory 106 and/or virtual IPU memory 118 depending on the context in which the

term is used.

[0026] Various types of memory technologies maybeincluded in physical IPU memory

106. Exemplary memory technologies include static random access memory (SRAM)

and/or dynamic RAM (DRAM) including variants such as dual data rate synchronous

DRAM (DDR SDRAM), error correcting code synchronous DRAM (ECC SDRAM),

and/or RAMBUS DRAM (RDRAM). Physical IPU memory 106 may include volatile

memoryasillustrated in the previous sentence and/or may include nonvolatile memory

such as nonvolatile flash RAM (NVRAM) and/or read-only memory (ROM).

[0027] Persistent secondary storage 108 may include one or more flash memory

storage devices, one or more hard disk drives, one or more magnetic disk drives, and/or

one or more optical disk drives. Persistent secondary storage may include removable

media. The drives and their associated computer-readable storage media provide

volatile and/or nonvolatile storage for computer readable instructions, data structures,

program components, and other data for execution environment 102.

[0028] Execution environment 102 may include software components stored in

persistent secondary storage 108, in remote storage accessible via a network, and/orin

an IPU memory.Fig. 1 illustrates execution environment 102 including operating system

120, one or more applications 122, other program code and/or data components

illustrated by other libraries and subsystems 124.
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[0029] Execution environment 102 may receive user-provided information via one or

more input devices illustrated by input device 128. Input device 128 provides input

information to other components in execution environment 102 via input device adapter

110. Execution environment 102 may include an input device adapter for a keyboard, a

touch screen, a microphone, a joystick, a television receiver, a video camera, a still

camera, a document scanner, a fax, a phone, a modem, a network adapter, and/or a

pointing device, to name a few exemplary input devices.

[0030] Input device 128 included in execution environment 102 may be included in

device 100 as Fig. 1 illustrates or may be external (not shown) to device 100. Execution

environment 102 may include one or more internal and/or external input devices.

External input devices may be connected to device 100 via corresponding

communication interfaces such asa serial port, a parallel port, and/or a universal serial

bus (USB) port. Input device adapter 110 receives input and provides a representation

to bus 116 to be received by IPU 104, physical IPU memory 106, and/or other

components included in execution environment 102.

[0031] Output device 130 in Fig. 1 exemplifies one or more output devices that may be

included in and/or may be external to and operatively coupled to device 100. For

example, output device 130 is illustrated connected to bus 116 via output device

adapter 112. Output device 130 may be a display device. Exemplary display devices

include liquid crystal displays (LCDs), light emitting diode (LED) displays, and

projectors. Output device 130 presents output of execution environment 102 to one or

10
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more users. In some embodiments, an output device is a device such as a phone, a

joystick, and/or a touch screen. In addition to various types of display devices,

exemplary output devices include printers, speakers, tactile output devices such as

motion producing devices, and other output devices producing sensory information

detectable by a user.

[0032] A device included in or otherwise providing an execution environment may

operate in a networked environment communicating with one or more devices (not

shown) via one or more network interfaces. The terms “communication interface” and

“network interface” are used interchangeably. Fig. 1 illustrates network interface adapter

114 as a network interface included in execution environment 102 to operatively couple

device 100 to a network. The terms “network node” and “node”in this document both

refer to a device having a networkinterface operatively coupled to a network.

[0033] Exemplary network interfaces include wireless network adapters and wired

network adapters. Exemplary wireless networks include a BLUETOOTH network, a

wireless 802.11 network, and/or a wireless telephony network (e.g., a cellular, PCS,

CDMA, and/or GSM network). Exemplary wired networks include various types of LANs,

wide area networks (WANs), and personal area networks (PANs). Exemplary network

adapters for wired networks include Ethernet adapters, Token-ring adapters, FDDI

adapters, asynchronous transfer mode (ATM) adapters, and modemsof various types.

Exemplary networksalso include intranets and internets such as the Internet.

11
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[0034] Fig. 2 is a flow diagram illustrating a first method for detecting an idle TCP

connection according to an exemplary aspect of the subject matter described herein.

Fig. 3 is a flow diagram illustrating a second method for detecting an idle TCP

connection according to an exemplary aspect of the subject matter described herein.

Fig. 4a is a block diagram illustrating a system for detecting an idle TCP connection

according to the first method in Fig. 2. Fig. 4b is a block diagram illustrating a system for

detecting an idle TCP connection according to the second method in Fig. 3. It is

expected that many, if not most, systems configured to perform one of the methods

illustrated in Fig. 2 and Fig. 3 will also be configured to perform the other method.

[0035] A system for detecting an idle TCP connection according to the method

illustrated in Fig. 2 includes an execution environment, such as execution environment

102 in Fig. 1, including an instruction-processing unit, such as IPU 104, configured to

processaninstruction included in at least one of an idle time period policy component

452, a packet generator component 454, and a net out-port component456illustrated in

Fig. 4a.

[0036] A system for detecting an idle TCP connection according to the method

illustrated in Fig. 3 includes an execution environment, such as execution environment

102 in Fig. 1, including an instruction-processing unit, such as IPU 104, configured to

process an instruction included in at least one of a net in-port component 462, an idle

time period option handler component 464, an idle time period monitor component 466,

and a connection state component 468illustrated in Fig. 4b.

12
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[0037] Components illustrated in Fig. 4a may be adapted for performing the method

illustrated in Fig. 2 in a number of execution environments. Componentsillustrated in

Fig. 40 may be adapted for performing the method illustrated in Fig. 3 in a numberof

execution environments. Fig. 5 is a block diagram illustrating adaptations and/or

analogs of the components of Fig. 4a and Fig. 4b in exemplary execution environment

502 including or otherwise provided by one or more nodes. The method depicted in Fig.

2 and the method depicted in Fig. 3 may be carried out by someorall of the exemplary

components and/ortheir analogs.

[0038] The componentsillustrated in Fig. 4 and Fig. 5 maybe included in or otherwise

may be combined with someorall of the components of Fig. 1 to create a variety of

arrangements of components according to the subject matter described herein.

[0039] Fig. 6 illustrates first node 602 and second node 604 as exemplary devices

included in and/or otherwise adapted for providing a suitable execution environment,

such as execution environment 502 illustrated in Fig. 5, for an adaptation of the

arrangement of components in Fig. 4a and an adaptation of the arrangement of

componentsin Fig. 4b. Asillustrated in Fig. 6, first node 602 and second node 604 are

operatively coupled to network 606 via respective network interfaces enabling first node

602 and second node 604 to communicate. Fig. 7 is a message flow diagram illustrating

an exemplary exchange of messages within and between first node 602 and second

node 604 according to the subject matter described herein.

13
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[0040] As stated, the various adaptations of the arrangements of componentsin Fig.

4a and in Fig. 4b described herein are not exhaustive.

[0041] In Fig. 5, execution environment 502 illustrates a network application 504

operating in a node configured to communicate with one or more other nodes via the

TCP supported by TCP layer component 506. For example, first node 602 may be

included in and/or provide execution environment 502. Network application 504 may be

a first application configured to communicate with an application operating in second

node 604 via network 606. Second node 604 maybeincluded in and/or provide another

instance of execution environment 502. The operation of both first node 602 and second

node 604 are described with respect to execution environment 502. For ease of

illustration, both first node 602 and second node 604 are configured with an adaptation

of the arrangementin Fig 4a and the arrangementin Fig. 4b. As such, the description of

components and corresponding operations with respect to execution environment 502

in Fig. 5 is applicable to both first node 602 and second node 604in Fig. 6.

[0042] In Fig. 5, network interface card (NIC) 508 is an exemplification of a network

interface illustrated in Fig. 1 by network interface adapter 114. NIC 508 includes a

physical layer component 510 operatively coupling execution environment 502 to one or

more physical media for carrying communication signals. The media may be wired,

such as an Ethernet LAN operating over CAT 6 cabling, or may be wireless such as an

802.11n LAN. Other exemplary physical layer protocols and corresponding media are

identified above.

14

Page 168 of 202



Page 169 of 202

[0043] NIC 508 mayalso include a portion of link layer component 512. Link layer

component 512 may provide for communication between two nodesin a point-to-point

communication and/or two nodesin a local area network (LAN). Exemplary link layers

and, thus, their protocols have been described above including FDDI, ATM, and

Ethernet. A portion of link layer component 512 is external to NIC 508. The external

portion may be realized as a device driver for NIC 508.

[0044] Link layer component 512 may receive data formatted as one or moreinternet

protocol (IP) packets from internet protocol (IP) layer component 514. Link layer

component 512 packages data from IP layer component 514 according to the particular

link layer protocol supported. Analogously, link layer component 512 interprets data,

received as signals transmitted by the physical media operatively coupled to physical

layer component 510, according to a particular link layer protocol supported. Link layer

component 512 maystrip off link layer specific data and transfer the payload oflink

layer transmissionsto IP layer component 514.

[0045] IP layer component 514 illustrated in Fig. 5 is configured to communicate with

one or more remote nodes over a LAN and/or a network of networks such asanintranet

or the Internet. IP layer component 514 may receive data formatted as TCP packets

from TCP layer component 506. IP layer component 514 packages data from TCP layer

component 506into IP packets for transmission across a network. The network may be

and/or may include an internet. Analogously, IP layer component 514 interprets data,

received from link layer component 512 as IP protocol data and detects IP packets in

15
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the received data. IP layer component 514 maystrip off IP layer specific data and

transfer the payload of one or more IP packets to TCP layer component 506.

[0046] In Fig. 5, IP layer component 514 is operatively coupled to TCP layer

component 506. TCP layer component 506 is configured to provide a TCP connection

over network 606 for sending and/or receiving packets included in the TCP connection

between two nodesin network 606, exemplified by first node 602 and second node 604.

[0047] In a TCP connection including first node 602 and second node 604,first node

602 may include a first TCP connection endpoint and second node 604 may include a

second TCP connection endpoint. The first and second TCP connection endpoints

identify the TCP connection. The TCP connection may have otheridentifiers, in addition

to the included endpoints.

[0048] Components of execution environment 502, in an aspect, may interoperate with

TCP layer component 506 directly. In another aspect, one or more components, such

as network application 504, may interoperate with TCP layer component 506 indirectly.

Network application 504 may exchange data with TCP layer component 506 via sockets

component 518 and/or an analog of sockets component 518. Alternatively or

additionally, network application 504 may communicate with a remote node via an

application protocol layerillustrated by application protocol layer component 520. Many

application protocols currently exist and new application protocols will be developed.

Exemplary application layer protocols include hypertext transfer protocol (HTTP), file

transfer protocol (FTP), and extensible messaging and presenceprotocol (XMPP).

16
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[0049] TCP layer component 506 in Fig. 5 may receive data from any of various

sources for transmitting in corresponding TCP connections to various corresponding

identified TCP connection endpoints in one or more network nodes.Fig. 5 illustrates an

interface component for receiving data to transmit in a TCP connection as application

in-port (app in-port) component 522. Fig. 5 illustrates TCP layer component 506

includes packet generator component 554 configured to package data received by

application in-port component 522 for transmitting in one or more TCP packets. The one

or more TCP packets are provided to IP layer component 514 via net out-port

component 556 exemplifying an output interface component.

[0050] Analogously, TCP layer component 506interprets data received from IP layer

component 514 via net in-port component 562. The data is interpreted as TCP data and

TCP packets are detected in the received data by net in-port component 562 and/or

packet handler component 516. Fig. 5 illustrates TCP layer component 506 includes

packet handler component516 to strip off and/or otherwise process TCPlayerspecific

data. Packet handler component 516 interoperates with application out-port (app out-

port) component 524 to transfer data in the TCP packetincluded in a TCP data stream

to sockets component 518, application protocol 520, network application 504, and/or

other components as described above associated with the local endpoint of the TCP

connection. Detailed information on the operation of TCPis included in RFC 793.

[0051] With reference to the method illustrated in Fig. 2, block 202 illustrates the

method includes receiving, by a second node, first idle information for detecting when a

17
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TCP connection is idle. Accordingly, a system for detecting an idle TCP connection

includes meansfor receiving, by a second node, first idle information for detecting when

a TCP connection is idle. For example, Fig. 4a illustrates, idle time period policy

component 452 is configured for receiving, by a second node, first idle information for

detecting when a TCP connectionisidle.

[0052] Fig. 5 illustrates idle time period (ITP) policy component 552 as an adaptation of

and/or analog of ITP policy component 452 in Fig. 4a. One or more ITP policy

components 552 operate in execution environment 502. Message 702 in Fig. 7

illustrates a communication including and/or otherwise identifying idle information

received by ITP policy component 552. Message 702 maytake various formsin various

aspects. Exemplary forms for message 702 include a function/method invocation, a

message passed via a message queue, data transmitted via a pipe, a message

received via a network, and/or a communication via a shared location in IPU memory

and/or secondary storage.

[0053] Idle information may be received from a configuration storage location for TCP

layer component 506 in IPU memory and/or in secondary storage. The configuredidle

information may be maintained and/or otherwise managed by settings service

component 526 configured to maintain and/or manage various options or settings for

TCP layer component 506 and/or one or more TCP connections.

[0054] In an aspect, network application 504 provides idle information to ITP policy

component 552 via settings service component 526 interoperating with sockets
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component 518. Sockets component 518 and/or TCP layer component 506 may support

TCP options applicable globally for some or all TCP connections and/or may support

TCP options on a per connection basis. Per connection TCP options may override

global TCP options if global options are also supported. In another aspect, idle

information may be received from and/or otherwise received based on information

received from network application 504 directly, from network application 504 via

application protocol layer 520, and/or from network application 504 via sockets

component 518.

[0055] Application protocol layer 520 may provide idle information to ITP policy

component 552 via settings service component 526 and, optionally, via sockets

component 518. Idle information provided by application protocol layer 520 may be

based on information received from network application 504, based on a particular

configuration of application protocol layer 520, and/or received from a user and/or

administrator of one or both of network application 504 and application protocol layer

520.

[0056] Idle information received, determined, and/or otherwise identified may include

and/or identify a duration of time for detecting an idle time period. The duration may be

specified according to various measures of time including seconds, minutes, hours,

and/or days.

[0057] Alternatively or additionally, idle information may include and/or identify a

generator for determining a duration of time for detecting an idle time period. An
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exemplary generator may include a formula, an expression, a function, a policy, and/or

other mechanism for generating and/or otherwise determining a duration of time.

[0058] In an aspect, one or more algorithms for generating a duration of time for

detecting an idle time period may be associated with one or more corresponding

identifiers. The algorithm identifiers may be standardized within a group of nodes

including first node 602 and second node 604. The received idle information may

include and/or reference an algorithm identifier. First node 602 and second node 604

may each maintain one or more associations identifying an algorithm identifier and

identifying a duration generator such as a function and/or a class configured to perform

the identified algorithm.

[0059] A duration generator may determine a duration of time for detecting an idle time

period based on one or more attributes accessible to one or both first node 602 and

second node 604. Exemplary attributes include a measure of network latency, a

measure of network congestion, the availability of a particular resource, a user specified

attrioute, a security attribute, an energy usage attribute, a user attribute such as role of

the user, and/or a measure of bandwidth supported by NIC 508 and/or a physical

network medium operatively coupled to NIC 508.

[0060] Alternatively or additionally, idle information may include a parameter such as

one or more of the attributes identified in the previous paragraph for use in a duration

generator for determining a duration of time for measuring and/or otherwise detecting

an idle time period.
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[0061] A TCP connection may be identified by its endpoints. First node 602 and/or

second node 604 may include an endpoint of the TCP connection. Alternatively or

additionally, either or both first node 602 or second node 604 mayinclude a proxy

endpoint representing an endpoint in a TCP connection. Nodes, that provide a network

addresstranslation (NAT) service, are exemplary nodesincluding proxy endpoints.

[0062] In Fig. 5, connection state component 568 may maintain state information for

one or more TCP connection endpoints and/or proxy endpoints of corresponding TCP

connections included in an instance of an execution environment, such as execution

environment 502, included in and/or provided byfirst node 602 or second node 604.

[0063] A node including a TCP connection endpoint is referred to as a host. Hosts are

typically user devices and/or servers that typically operate at the edge of a network.

While endpoints of most TCP connections are not typically included in network nodes

for relaying, routing, and/or otherwise forwarding TCP packet data within a network

such as routing nodes and switching nodes. Such network nodes may include one or

more connection endpoints for one or more respective TCP connections. It should be

understood that the term “host” refers to a role played by a device in a network. First

node 602 and/or second node 604 mayplay the role of a host in a TCP connection

and/or may be proxy nodes.

[0064] A nodeis referred to as being in or included in a TCP connection when the

node includes an endpoint of the connection and/or includes a proxy endpoint for a
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connection endpoint. A proxy endpoint and an endpoint in a TCP connection maybein

the same nodeorin different nodes.

[0065] First node 602 and/or second node 604 mayplay a role of a proxy nodefor a

nodeincluding a TCP connection endpoint. First node 602 and/or second node 604 may

include a proxy endpoint representing an endpoint in a TCP connection. A proxy node

relays TCP packet data between a host, including a TCP connection endpoint, and

another host including a corresponding connection endpoint represented by a proxy

endpoint included in the proxy node. Exemplary proxy nodes, in addition to including

routing and/or switching capabilities, may include a bridge, a hub, a repeater, a

gateway, andafirewall.

[0066] In an aspect, a TCP keep-alive option, a TCP user timeout, a retransmission

timeout, an acknowledgment timeout, and/or another timeout associated with a TCP

connection may be modified based on thefirst idle information.

[0067] For example, in Fig. 5, ITP policy component 552 operating in second node 604

may modify an attribute of a TCP keep-alive option provided by one or more keep-alive

components that may include settings service component 526. Modifying a keep-alive

attribute may include creating the attribute, deleting the attribute, and/or modifying the

attribute. An attribute of a keep-alive option may be user and/or application configurable

in an aspect of TCP layer component 506. ITP policy component 552 may interoperate

with settings service component 526, connection state component 568, and/or a keep-

alive option handler component (not shown)to detect the existence and state of one or
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more keep-alive attributes in determining whether a keep-alive option is active and/orin

identifying its current state.

[0068] In response to identifying the idle information, ITP policy component 552 may

activate, disable, and/or modify the state of the keep-alive option via interoperation with

one or more of settings service component 526, connection state component 568,

and/or a keep-alive option handler. Thus, in response to identifying the idle information,

ITP policy component 552 may prevent and/oralter the time a keep-alive packet is sent

by second node 604to first node 602.

[0069] Alternatively or additionally, ITP policy component 552 operating in second

node 604 may modify an attribute associated with an acknowledgment timeout

configured for TCP layer component 506. Modifying an acknowledgment timeout

attribute may include creating the attribute, deleting the attribute, and/or modifying the

attribute. ITP policy component 552 may interoperate with settings service component

526, connection state component 568, and/or an acknowledgment option handler

component (not shown) to detect the existence and state of one or more packet

acknowledgmentattributes. In response to identifying the idle information, ITP policy

component 552 may modify the state of the packet acknowledgment option. Thus, in

response to identifying the idle information, ITP policy component 552 may prevent

and/oralter the time an acknowledgmentis sent in a packet in a TCP connection.

[0070] Returning to Fig. 2, block 204illustrates the method further includes generating

a TCP packetincludinga first idle time period header based on thefirst idle information.
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Accordingly, a system for detecting an idle TCP connection includes means for

generating a TCP packetincludingafirst idle time period header based onthefirst idle

information. For example, Fig. 4a illustrates, packet generator component 454 is

configured for generating a TCP packet includingafirst idle time period header based

on the first idle information.

[0071] Fig. 5 illustrates packet generator component 554 as an adaptation of and/or

analog of packet generator component 454 in Fig. 4a. One or more packet generator

components 554 operate in execution environment 502.

[0072] Packet generator component 554 in Fig. 5 mayreceiveidle information and/or

information based on the received idle information from ITP policy component 552.

Whether and when packet generator component 554 receives information for including

an idle time period (ITP) header in a TCP packet may depend onacurrentstate of the

associated TCP connection. In Fig. 5, ITP policy component 552 may interoperate with

connection state component 568 to determine whether and whento provide information

to packet generator component 554 for including an ITP header in a TCP packet.

[0073] In an aspect, an ITP header may be included in a packet exchanged during

setup of a TCP connection. RFC 793 describes a “three-way handshake” for

establishing a TCP connection. Other message exchanges may be used in setting up a

TCP connection as thoseskilled in the art will understand. Such other exchanges are

not currently supported by the TCP as described in RFC 793. The specified “three-way

handshake’ and other patterns of message exchangefor setting up a TCP connection
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include packets that are considered to be in the TCP connection for purposes of this

disclosure. Including an ITP header may be restricted to packets exchanged in

connection setup, excluded from packets exchanged during connection establishment,

or allowed in one or more packets exchanged during connection establishments and in

packets exchangedafter connection setup.

[0074] In an aspect, when connection state component 568 and/or ITP policy

component 552 determine an ITP header should be included in a TCP packet based on

received idle information, packet generator component 554 mayinclude the ITP header

in a next TCP packet to send to first node 602 in response to data received via

application in-port component 522. In another aspect, packet generator component 554

may send the ITP header in a TCP packetin the TCP connection with no data included

in the TCP data stream sent by second node 604to first node 602. Such a packetis

referred to as an empty TCP packet for purposesof this disclosure. Packet generator

component 554 may send the empty TCP packet when TCP layer component 506 has

no for data from an application in second node 604 to send in the TCP data stream to

first node 602.

[0075] Packet generator component 554 may generate a packet and may include a

headeridentified as an ITP headerin accordance with specifications for including TCP

option headers in a TCP packet. See RFC 793 for more details. Fig. 8 illustrates a

format or structure for a TCP packet 802 as described in RFC 793. Each “+” character

in Fig. 8 indicates a bit-boundary. TCP packet 802 specifies a location and format for
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including a source port 804 portion including an identifier for an endpoint of the TCP

connection in a sending node and a destination port 806 including an identifier for a

corresponding endpoint of the TCP connection in a receiving node. IP packet 810

illustrates a format for an IP packet header for an IP packet including TCP packet data.

Source address 812 specifies a location and format in an IP header for including a

network address identifying a network interface of the sending node, and destination

address 814 identifying a network interface for the receiving node. A network address

and a port numberidentify a connection endpoint in a network. Two endpoints identify a

TCP connection.

[0076] Fig. 8 also illustrates a format for an exemplary ITP header 820. A KIND

location is specified for including an identifier indicating the option is an ITP header.

Identifiers for option headers are currently under the control of the Internet Assigned

Numbers Authority (IANA). Length field 824 identifies a length of an ITP header. An ITP

data field 826 is specified for including ITP headerinformation for detecting an idle time

period as described herein. ITP data field 826, in Fig., 8 may include and/or otherwise

identify for detecting an idle time period a duration of time, a duration generator for

determining a duration of time, and a parameterfor use in a duration generator.

[0077] Those skilled in the art will recognize given this disclosure that an ITP header

may haveother suitable formats and may be included in a TCP packetin structures and

locations other than those specified for TCP options in RFC 793. An equivalent or
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analog of an ITP header may be included in a footer of a protocol packet in an

extension and/or variant of the current TCP.

[0078] Message 704in Fig. 7 illustrates an invocation and/or other access to packet

generator component 554 for generating a TCP packet including an ITP header based

on the received idle information.

[0079] Returning to Fig. 2, block 206 illustrates the method further includes sending

the TCP packet in the TCP connection to the first node for detecting a first idle time

period during which no TCPpacketincluding data in a first data stream sent in the TCP

connection from the second nodeis received bythefirst node. Accordingly, a system for

detecting an idle TCP connection further includes means for sending the TCP packetin

the TCP connection to the first node for detecting a first idle time period during which no

TCP packet including data in a first data stream sent in the TCP connection from the

second nodeis received bythefirst node. For example, Fig. 4a illustrates, net out-port

component 456 is configured for sending the TCP packet in the TCP connection to the

first node for detectingafirst idle time period during which no TCP packetincluding data

in a first data stream sent in the TCP connection from the second node is received by

the first node.

[0080] Fig. 5 illustrates net out-port component 556 as an adaptation of and/or analog

of net out-port component 456 in Fig. 4a. One or more net out-port components 556

operate in execution environment 502. Net out-port component 556 is illustrated

operatively coupled to packet generator component 554. Net out-port component 556
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may receive TCP packet data from packet generator component 554 and interoperate

with IP layer component 514 to send the TCP packet in one or more IP packets via

network 606 to first node 602. Message 706.1 in Fig. 7 illustrates a TCP packet

including an ITP header sent by second node 604 andreceived byfirst node 602.

[0081] In one aspect, an ITP header may be sent instead of sending one or more TCP

keep-alive packets. A receiver of a packet including an ITP header, such asfirst node

602, may keep a TCP connection alive based on information in the ITP header. For

example, in several aspects, one or both of the nodes in a TCP connection need not

send a keep-alive packet during a time period with a duration less than the duration of

an idle time period.

[0082] In another aspect, a sender of a packet including an ITP header mayestablish

a timeoutattribute, analogous to a keep-alive timeout, based on the duration ofthe idle

time period. For example, a sender may monitor a time period during which no non-

empty packets are sent or received. A keep-alive option handler and/or keep-alive

component(not shown) operating in second node 604 mayset a keep-alive timer with a

duration that will result in the timer expiring before an idle time period can occur. In

response to detecting a keep-alive timeout, which may be indicated by the expiration of

the keep-alive timer, the keep-alive option handler and/or keep-alive policy component

may provide information to packet generator component 554 to generate a second TCP

packetincluding a second ITP header. Content of the second ITP header may be based

onthefirst information received, data received from first node 602, information received
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from a network application that may be from a user, and/or on any information

accessible to TCP layer component 506 in execution environment 502 in second node

604. The TCP packet generated by packet generator component 554is provided to IP

layer component 514 to send to first node 602 via network 606. In response to receiving

the message,first node 602 may reset and/or otherwise restart detection of the idle time

period. Thus, a second ITP header may be sent in a second TCP packet from second

node 604 to first node 602 to restart detection of the first idle time period. Alternatively,

first node 602 may reset andinitiate detection of an idle time period with a different

duration than the previous idle time period, based on the second ITP header.

[0083] In a further aspect, second node 604 mayreceive second information via, for

example, settings service component 526, for resetting and/or otherwise restarting

detection of an idle time period by first node 602. The second information may be

received based on input from a user of network application 504 operating in second

node 604 and/or may otherwise be identified by network application 504, sockets

component 518, and/or application protocol layer 520. Second node 604 may generate

a second TCP packetincluding a second ITP header based on the received secondidle

information as described above. Second node 604 may send the second TCPpacketto

first node 602 allowing first node 602 to detect an idle time period for the TCP

connection based on the second ITP header.

[0084] In a further aspect, second node 604 mayreceive via network 606 from first

node 602 a TCP packet in the TCP connection including an ITP header. Message 706.2

29

Page 183 of 202



Page 184 of 202

in Fig. 7 illustrates a TCP packet sent by first node 602. ITP option handler component

564 may identify the ITP headerreceived from first node 602. The identified ITP header

may be for detecting by second node 604 anidle time period during which no TCP

packet in the TCP connection is received, by second node 604, that includes data in a

second TCP data stream from first node 602. The idle time period may be detected by

ITP monitor component 566 in second node 604. In responseto detecting the idle time

period, connection state component 568 may be invoked to deactivate the TCP

connection. The ITP header received in the TCP packet from first node 602 may be

based on thefirst ITP headerin the first TCP packet sent in the TCP connection by

second node 604 to first node 602.

[0085] In an aspect, detection of the idle time period detected by second node 604

may include detecting a time period in the idle time period during whichall data sent via

the TCP connection in the TCP data stream from second node 604to first node 602 has

been acknowledged in one or TCP packets received by second node 604.

[0086] Deactivating the TCP connection may include closing the TCP connection,

sending a TCP packetto first node 602 including a reset indication, and releasing a

resource previously allocated for the TCP connection by second node 604.

[0087] With respect to the methodillustrated in Fig. 3, block 302 illustrates the method

includes receiving, by a first node from a second node, a first transmission control

protocol (TCP) packet in a TCP connection. Accordingly, a system for detecting an idle

TCP connection includes means for receiving, by a first node from a second node, a
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first transmission control protocol (TCP) packet in a TCP connection. For example,Fig.

4b illustrates, net in-port component 462 is configured for receiving, by a first node from

a second node,a first transmission control protocol (TCP) packet in a TCP connection.

[0088] Fig. 5 illustrates net in-port component 562 as an adaptation of and/or analog of

net in-port component 462 in Fig. 4b. One or more net in-port components 562 operate

in execution environment 502.

[0089] As described above, net in-port component 562 in Fig. 5 may operate in an

instance of execution environment 502 in and/or including first node 602. The TCP

packet, illustrated by message 706.1 in Fig. 7, may be received by net in-port

component 562 in first node 602. The TCP packet mayinclude data in a first TCP data

stream sent by second node 604 to first node 602 to deliver to an application

interoperating with TCP layer component 506 in first node 602 such as network

application 504. Alternatively, the TCP packet may be an empty TCP packet. In an

aspect described above, the received TCP packet may be a packetincluded in setting

up the TCP connection.

[0090] Returning to Fig. 3, block 304 illustrates the method further includes identifying

a first idle time period header, in the first packet, for detectingafirst idle time period

during which no TCP packet including data in a first TCP data stream sent in the TCP

connection from the second nodeis receivedbythefirst node. Accordingly, a system for

detecting an idle TCP connection includes meansfor identifying a first idle time period

header, in the first packet, for detecting a first idle time period during which no TCP
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packet including data in a first TCP data stream sent in the TCP connection from the

second nodeis received by the first node. For example, Fig. 4b illustrates, idle time

period option handler component 464 is configured for identifying a first idle time period

header, in the first packet, for detecting a first idle time period during which no TCP

packet including data in a first TCP data stream sent in the TCP connection from the

second nodeis receivedbythefirst node.

[0091] Fig. 5 illustrates idle time period option handler component 564 as an

adaptation of and/or analogofidle time period option handler component 464 in Fig. 4b.

One or more idle time period option handler components 564 operate in execution

environment 502.

[0092] In Fig. 5, ITP option handler component 564 is operatively coupled to packet

handler component 516. The TCP packet, including the ITP header sent by second

node 604, may be received and identified as a TCP packet by net in-port component

562. Asillustrated in Fig. 5, net in-port component 562 and/or an analog of net in-port

component 562 may provide the received packet to packet handler component 516.

Packet handler component 516 may detect various portions of the TCP packet

according to its structure,illustrated in Fig. 8. Alternatively, packet handler component

516 may provide some orall of the packet to various components in TCP layer

component506to identify portions of the packet according to the TCP specification and

according to a particular implementation.
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[0093] The ITP header sent by second node 604 maybe received by and/or otherwise

identified by ITP option handler component 564. Message 708 in Fig. 7 exemplifies

activation of ITP option handler component 564 for detecting the ITP header in the TCP

packet received byfirst node 602 from second node 604.

[0094] In various aspects, ITP option handler component 564 operating in first node

602 may detect and/or otherwise determine for detecting the idle time period a duration

of time, a duration generator, and/or a parameter for a duration generator. The first ITP

header may identify, for detecting the first idle time period, a duration of time, a

generator for determining a duration of time, and/or an input for determining a duration

of time.

[0095] In an aspect, ITP option handler component 564 may modify one or more

attributes of a keep-alive option, a TCP user timeout, a retransmission timeout, an

acknowledgmenttimeout, and any other timeout associated with the TCP connection, in

responseto identifying the ITP header. The modifying may be based on the contentof

the ITP header.

[0096] For example, ITP option handler component 564 may interoperate with settings

service component 526, connection state component 568, and/or a keep-alive policy

component (not shown) to detect the existence and state of one or more keep-alive

attributes in determining the state of the keep-alive option and/or whether the keep-

alive option is active.
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[0097] In responseto identifying the ITP header, ITP option handler component 564

may activate, disable, and/or modify the state of the keep-alive option via interoperation

with one or more of a keep-alive policy component (not shown), settings service

component 526, and/or connection state component 568. Thus, in response to

identifying the idle information, ITP option handler component 564 may prevent and/or

alter the time a keep-alive packetis sent by first node 602 to second node 604.

[0098] Alternatively or additionally, ITP option handler component 564 may modify an

attribute associated with a packet acknowledgment option provided by TCP layer

component 506 in first node 602. Modifying a packet acknowledgmentattribute may

include creating the attribute, deleting the attribute, and/or modifying the attribute. ITP

option handler component 564 may interoperate with settings service component 526,

connection state component 568, and/or an acknowledgment policy component (not

shown) to detect the existence and state of one or more packet acknowledgment

attrioutes. In responseto identifying the idle information, ITP option handler component

564 may modify the state of the packet acknowledgment option. Thus, in response to

identifying the idle information, ITP option handler component 564 may prevent and/or

alter the time an acknowledgmentis sent in a packet byfirst node 602 to second node

604 in the TCP connection.

[0099] Returning to Fig. 3, block 306 illustrates the method yet further includes

detecting the first idle time period based on the first idle time period header.

Accordingly, a system for detecting an idle TCP connection includes means for
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detecting the first idle time period based on the first idle time period header. For

example, Fig. 4b illustrates, the idle time period monitor component 466 is configured

for detecting the first idle time period based on thefirst idle time period header.

[0100] Fig. 5 illustrates idle time period monitor component 566 as an adaptation of

and/or analog of idle time period monitor component 466 in Fig. 4b. One or moreidle

time period monitor components 566 operate in execution environment 502.

[0101] In an aspect, ITP option handler component 564 mayprovide information based

on the identified ITP header to ITP policy component 552. ITP policy component 552

may store a value representing a duration of time in a configuration storage location.

Alternatively, or additionally, ITP policy component 552 mayinvoke a duration generator

to determine a duration of time for detecting the idle time period. The duration generator

may be preconfigured for the TCP connection and/or may be identified based on the

ITP headerin the received TCP packet. As described, the invoked generator may be

invoked with a parameter included in and/or otherwise identified based on the ITP

header.

[0102] ITP policy component 552 mayinteroperate with ITP monitor component 566 to

identify the duration for detecting the idle time period. ITP monitor component 566, in

various aspects, may receive information including and/or otherwise identifying a

duration of time, a duration generator, and/or a parameter for a duration generator. ITP

monitor component 566 mayinitiate and/or restart a process for detecting an idle time
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period. In an aspect, ITP monitor component 566 detects and/or otherwise identifies a

beginning of a potential idle time period based on one or more specified events.

[0103] In an aspect, detecting the first idle time period by ITP monitor component 566

may include detecting a time period in the idle time period during whichfirst node 602

has received acknowledgmentfor all data sent via the TCP connection in the TCP data

stream by first node 602 to second node 604. Further, the first idle time period may

include a time period during which first node 602 has sent one or more TCP packets to

second node 604 to acknowledgeall data received in a TCP data stream in the TCP

connection from second node 604to first node 602. Detecting the first idle time period

by ITP monitor component 566 mayinclude detecting that all received data has been

acknowledged and/orthat all sent data has been acknowledged.

[0104] In one aspect, lack acknowledgment for an empty packet does not delay

detection of an idle time period, while in another aspect detection is not initiated while

an empty packet remains unacknowledged. ITP policy component 552 may include a

policy with a rule indicating that an idle time period cannot begin while a TCP packet

sent by first node 602 remains unacknowledged by second node 604. ITP policy

component 552 may prevent ITP monitor component 566 from initiating detection of an

idle time period while unacknowledged data exists. In a further aspect, a time duration

may be associated and/or included in the policy identifying a limit to a period of waiting

to receive acknowledgment of TCP packetdata sentbyfirst node 602.
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[0105] An ITP headerreceived in a TCP packetin the TCP connection by a node from

a remote node may be based on a previous ITP header identified in a TCP packet

previously sent in the TCP connection by the node to the remote node. For example,

the first ITP headeridentified in the first TCP packet received byfirst node 602 may be

based on an ITP header included a TCP packet in the TCP connection sent byfirst

node 602 to second node 604prior to receiving the first TCP packet by first node 602.

The exchange of ITP headers may include a negotiation betweenfirst node 602 and

second node 604.

[0106] A duration of time may be identified and/or otherwise determined based on the

ITP headeridentified in the TCP packet in the TCP connection received via the network.

A timer may be set according to the identified duration. Detecting the first idle time

period may include and/or otherwise may be based on detecting the timer expiration.

ITP monitor component 566 may set a timer configured to expire in a time duration

identified based on the ITP headeridentified in the TCP packet received from second

node 604. The identified duration may be longer, shorter, or equal to a duration of the

idle time period. ITP monitor component 566 may use multiple timers. ITP monitor

component 566 may recalculate and/or otherwise generate a new idle duration based

on the ITP header at one or more times during detection of the idle time period. Thatis,

the idle time period may be static and/or may be dynamic, changing based on_attribute

information accessible before and/or during the detection process and/or based on one

or more duration generators.
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[0107] Message 710.1 illustrates a call and/or other communication between ITP

monitor component 566 and a timer componentto set a timer included in detecting an

idle time period. Prior to setting the timer, first node 602 and second node 602 may be

active in exchanging TCP packetsasillustrated by messages including message 706.2

through message 706.n. Those skilled in the art will recognize that detection of an idle

time period may not include explicitly and/or directly accessing a timer by ITP monitor

component 566. ITP monitor component 566 may monitor other events as a proxy or

indirect mechanism forinitiating detection and detecting an idle time period.

[0108] ITP monitor component 566 may detect one or more events configured to

indicate an idle time period has occurred. For example, expiration of a timer or multiple

associated timers may be interpreted by ITP monitor component 566 as marking an

occurrence of the idle time period. Message 710.2 illustrates ITP monitor component

566 receiving information identifying expiration of a timer for detecting the idle time

period.

[0109] In a further aspect, in response to detecting the expiration of a timer set as

described above, a TCP keep-alive packet may be sent by the node detecting the

timeout to determine whether the TCP connection is active and/or to keep the TCP

connection active. When the keep-alive packet is sent, an acknowledgmenttimer may

be sent. If a timeout of the acknowledgment timer is detected indicating no TCP packet

has been received acknowledging the keep-alive packet, thefirst idle time period may

38

Page 192 of 202



Page 193 of 202

be detected in response to and/or otherwise based on detecting the timeout of the

acknowledgmenttimer.

[0110] In Fig. 5, ITP policy component 552 in first node 602 may provide a duration

identified based on the ITP header to ITP monitor component 566 or to a keep-alive

monitor component (not shown). ITP monitor component 566 may configure a keep-

alive timer to expire based onthe identified duration. In response to detecting expiration

of the keep-alive timer, ITP monitor component 566 may invoke packet generator

component 554 to generate a TCP keep-alive packet. First node 602 may send the TCP

packet to second node 604. The TCP keep-alive packet may be sent to prevent

detection of an idle time period by second node 604 and/or may otherwise be sentto

detect by first node 602 whether the TCP connectionis active.

[0111] First node 602 may set an acknowledgmenttimer associated with sending the

packet. If the acknowledgment timer expires before a TCP packet is received from

second node 604 acknowledging the packet sent, ITP monitor component 566 may

detect the idle time period in response to and/or otherwise based on expiration of the

acknowledgmenttimer.

[0112] Receiving a packet from second node 604 included in the TCP connectionis an

event that, in various aspects, may directly and/or indirectly indicate the beginning of a

potential idle time period. A potential idle time period may begin at some specified point

during and/or after processing a received TCP packet. In one aspect, an empty TCP

packet may bereceived while a potential idle time period is being monitored. Thatis, a
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beginning of the potential idle time period has been detected. In response to receiving

the empty TCP packet, monitoring of the current potential time period may be aborted.

Further, in response to receiving the empty TCP packet, a beginning of a next potential

idle time period may be detected.

[0113] In Fig. 5, ITP policy component 552 and ITP monitor component 566 may

operate to reset and/orinitiate detection of an idle time period in response to receiving

an empty TCP packet. First node 602 may receive an empty packet. In response, ITP

monitor component 566 may receive an event and/or other indication to reset detection

of an idle time period. Resetting the detecting process may be based on whetheror not

a received empty TCP packet matches a specified condition. ITP option handler

component 564 may be configured to determine whether a received empty TCP packet

matches the condition. If ITP option handler component 564 determines the empty

packet matches the condition, ITP monitor component 566 may beinstructed to reset

and/or restart detection of the first idle time period including detecting the beginning of a

next potential time period.

[0114] The condition may match received TCP packets including ITP headers and/or

other TCP option headers. A condition may match a port number and/orotherfield in a

received TCP packet. A condition may further be based on a network addressin an IP

headerincluding the TCP packet.

[0115] First node 602 mayreceive the first TCP packet including the first ITP header

after receiving a previous TCP packet including a previous ITP header. The previous
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ITP header may haveidentified one or more durations for detecting a previous idle time

period. In response to receiving the current ITP header, ITP monitor component 566

may be instructed and/or otherwise reconfigured to detect the first idle time period

based on thefirst idle time header rather than detect the previous idle time period

detected based on the previous ITP header.

[0116] ITP policy component 552 and/or ITP monitor component 566 may access

information not included in the TCP packet received from second node 604 including

the ITP header. The other information includes local idle information included in the

implementation of TCP layer component 506, provided by a user such as an

administrator, provided by another component included in first node 602, and/or

received from a remote node other than second node 604. For example, local idle

information may identify local preferences and/or requirements for detecting an idle time

period. ITP policy component 552in first node 602 may accessthe local idle information

and invoke and/or otherwise communicate with ITP monitor component 566. ITP

monitor component 566 may detect an idle time period based on the ITP header and

the local idle information.

[0117] In a further aspect, ITP policy component 552 in first node 602 mayinteroperate

with packet generator component 554 to send a TCP packet, in the TCP connection,

including an informational ITP header from first node 602 to second node 604

identifying an idle duration for the idle time period to be detected byfirst node 602.
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[0118] Alternatively or additionally, first node 602 may send a TCP packetin the TCP

connection to second node 604 including an instructional ITP header for detecting,

based on the second ITP header, by second node 604 a second idle time period. The

second ITP header may be based on thefirst ITP header.

[0119] The informational and instructional ITP headers may be the same header or

different headers. The informational and instructional ITP headers may be sent in the

same or different TCP packets. A duration identified in and/or based on the

informational ITP header may be the sameora different duration identified in and/or

based on the instructional ITP header.

[0120] In some aspects, first node 602 and second node 604 may continue to

exchange ITP headers. Information in the exchanged ITP headers may be based on

ITP headers received in the TCP connection and/or on data accessible locally to one or

both of the nodes. In some aspects, the exchange may be a negotiation while in other

aspects the exchange maysimply be informational.

[0121] Returning to Fig. 3, block 308 illustrates the method additionally includes

deactivating the TCP connection in response to detecting the first idle time period.

Accordingly, a system for detecting an idle TCP connection includes means for

deactivating the TCP connection in response to detecting the first idle time period. For

example, Fig. 4b illustrates, the connection state component 468 is configured for

deactivating the TCP connection in responseto detecting the first idle time period.
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[0122] Fig. 5 illustrates connection state component 568 as an adaptation of and/or

analog of connection state component 468 in Fig. 4b. One or more connection state

components 568 operate in execution environment 502.

[0123] When ITP monitor component 566in first node 602 detects an idle time period,

ITP monitor component 566 may provide an indication to connection state component

568. The indication may indicate that the idle time period for the TCP connection has

been detected and/or otherwise mayinstruct connection state component 568 and/or

other components in TCP layer component 506 to deactivate the TCP connection.

Message 712 in Fig. 7 illustrates a communication to deactivate the TCP connection in

responseto detecting the idle time period.

[0124] Deactivating the TCP connection may include closing the TCP connection. A

TCP connection may be closed using a three-way handshake packet exchange

described in RFC 793. Deactivating the TCP connection may include sending a TCP

packet by the detecting node to reset the TCP connection. According to RFC 793, first

node 602 may send a TCP packetincluding a reset (RST) bit set to “1” to indicate a

connection reset. Deactivating the TCP connection may include, alternatively or

additionally, releasing a resource allocated for maintaining and/or activating the TCP

connection.

[0125] As described herein an ITP headerfor detecting an idle time period for a TCP

connection may serve a numberof purposes. First node 602 in a TCP connection may

via an ITP headerinform and/or otherwise identify to second node 604in the connection
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one or more durations for detecting an idle time period. If second node 604 detects the

idle time period for the TCP connection, second node 604 may treat the TCP

connection as broken, dead, and/or otherwise inactive.

[0126] In another aspect, first node 602 may send an ITP header, received by second

node 604, identifying to second node 604 a time periodfirst node 602 will monitor andif

detected will treat the associated TCP connection as dead, broken, closed, and/or

otherwise inactive.

[0127] In yet another aspect, a node receiving an ITP header may use the ITP header

to determine a keep-alive timeout duration, an acknowledgmenttimeout duration, and/or

some other timeout duration associated with the TCP connection including the packet

with the ITP header.

[0128] Given multiple purposes, one or more types of ITP headers may be supported

and/or an ITP header may be structured to support one or more of the described

services. An exchange of ITP headers may be informational and/or may be included in

negotiation between two nodes included in a TCP connection. When used in a

negotiation, an ITP header may be included in a negotiation protocol that has an

identifiable end during a portion of the existence of a TCP connection or may be

included in a negotiation that may remain ongoing throughout the existence of a TCP

connection. Thoseskilled in the art will recognize the list of services in this paragraph is

not exhaustive.
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[0129] It should be understood that the various componentsillustrated in the various

block diagrams represent logical components that are configured to perform the

functionality described herein and may be implemented in software, hardware, or a

combination of the two. Moreover, some orall of these logical components may be

combined, some may be omitted altogether, and additional components may be added

while still achieving the functionality described herein. Thus, the subject matter

described herein may be embodied in manydifferent variations, and all such variations

are contemplated to be within the scope of whatis claimed.

[0130] To facilitate an understanding of the subject matter described above, many

aspects are described in terms of sequences of actions that may be performed by

elements of a computer system. For example, it will be recognized that the various

actions may be performed by specialized circuits or circuitry (e.g., discrete logic gates

interconnected to perform a specialized function), by program instructions being

executed by one or moreinstruction processing units, or by a combination of both. The

description herein of any sequence of actions is not intended to imply that the specific

order described for performing that sequence mustbe followed.

[0131] Moreover, the methods described herein may be embodied in executable

instructions stored in a computer readable medium for use by or in connection with an

instruction execution machine, system, apparatus, or device, such as a computer-based

or processor-containing machine, system, apparatus, or device. As used herein, a

"computer readable medium" mayinclude one or more of any suitable media for storing
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the executable instructions of a computer program in one or more of an electronic,

magnetic, optical, electromagnetic, and infrared form, such that the instruction execution

machine, system, apparatus, or device may read (or fetch) the instructions from the

computer readable medium and execute the instructions for carrying out the described

methods. A non-exhaustive list of conventional exemplary computer readable media

includes a portable computer diskette; a random access memory (RAM); a read only

memory (ROM); an erasable programmable read only memory (EPROM or Flash

memory); optical storage devices, including a portable compact disc (CD), a portable

digital video disc (DVD), a high definition DVD (HD-DVD.TM.), a Blu-ray.TM. disc; and

the like.

[0132] Thus, the subject matter described herein may be embodied in many different

forms, and all such forms are contemplated to be within the scope of whatis claimed. It

will be understood that various details may be changed without departing from the

scope of the claimed subject matter. Furthermore, the foregoing description is for the

purpose ofillustration only, and not for the purpose of limitation, as the scope of

protection sought is defined by the claims as set forth hereinafter together with any

equivalents thereof entitled to.

[0133] All methods described herein may be performed in any order unless otherwise

indicated herein explicitly or by context. The use of the terms "a" and "an" and "the" and

similar referents in the context of the foregoing description and in the context of the

following claims are to be construed to include the singular and the plural, unless
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otherwise indicated herein explicitly or clearly contradicted by context. The foregoing

description is not to be interpreted as indicating any non-claimed element is essential to

the practice of the subject matter as claimed.
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