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BACKGROUND
[0004] Various implementations of the transmission control protocol (TCP) in

network nodes support a number of options that are not negotiated or even
communicated between or among any of the nodes. Some of these options are
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included in the specification of the TCP while others are not. For example,
the TCP keep-alive option is supported by a number of implementations of the
TCP. It is not, however, part of the TCP specification as described in "Request
for Comments" (RFC) document RFC 793 edited by John Postel, titled
"Transmission Control Protocol, DARPA Internet Program Internet Protocol
Specification" (September 1981), which is incorporated here in its entirety
by reference. One, both, or neither node including an endpoint in a TCP
connection may support a keep-alive option for the connection. Each node
supports or does not support keep-alive for a TCP connection based on each
node's requirements without consideration for the other node in the TCP
connection.

[0005] With respect to the keep-alive option, some argue that it is
unnecessary and that it can waste network bandwidth. Some of these critics
point out that a keep-alive packet can bring down a TCP connection. Further,
since nodes including endpoints in a TCP connection do not cooperate in
supporting the keep-alive option, the nodes may operate in opposition to one
another and/or may waste resources by duplicating function, according to
critics of the keep-alive option.

[0006] Proponents of the keep-alive option claim there is a benefit to
detecting a dead peer/partner endpoint sooner. A node providing TCP keep-alive
can also indirectly

detect when a network is so congested that two nodes with endpoints in a TCP
connection are effectively disconnected. Proponents argue that keep-alive can
keep an inactive TCP connection open. For example, some network nodes such
as firewalls are configured to close TCP connections determined to be idle
or inactive in order to recover resources. Keep-alive can prevent this. This
is good from the perspective of the node sending keep-alive packets, but the
keep-alive packets might cause the firewall to waste resources and possibly
block or terminate TCP connections with other nodes.

[0007] TCP keep-alive and the debate of its benefits and faults have been
around for decades. To date no mechanism to allow two TCP connection endpoints
to cooperate in supporting the keep-alive option has been proposed or
implemented. The broader issue of enabling cooperation and negotiation
between nodes in a TCP connection in detecting and managing idle, underactive,
and/or dead TCP connections remains unaddressed.

[0008] Accordingly, there exists a need for methods, systems, and computer
program products for sharing information for detecting an idle TCP connection.

SUMMARY

[0009] The following presents a simplified summary of the disclosure in order
to provide a basic understanding to the reader. This summary is not an
extensive overview of the disclosure and it does not identify key/critical
elements of the invention or delineate the scope of the invention. Its sole
purpose is to present some concepts

disclosed herein in a simplified form as a prelude to the more detailed
description that is presented later.
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[0010] Arn—eapparatusA computer-implemented method is provided, comprising:
causing access to be provided to a server computer including: a non-transitory
memory storing imstruetienssa network application, and one or more processors
in communication with the non-transitory memory, wherein the one or more
processors execute the instruetionsfor:—reeceiving by aSccondnod
froemnetwork application to operate in accordance with a first medesprotocol
including a transmission control protocol (TCP)-varientpacketinadvanceof;
causing a TCP—wa¥riant connection bkeingto be established+ with a client
computer, by: communicating a segment including at least one first synchronize
bit, communicating a first acknowledgement of the segment, and at least one
second synchronize bit, and communicating a second acknowledgement; causing
first data to be communicated from the server computer to the client computer
utilizing the TCP connection in accordance with the TCP protocol and a
hypertext transfer protocol (HTTP), for being presented to a user of the client
computer; causing the server computer to permit second data, from the user
of the client computer, to be received at the server computer from the client
computer utilizing the TCP connection in accordance with the TCP protocol and
the hypertext transfer protocol (HTTP); and causing access to be provided,
to the client computer, to code that causes the client computer to operate
in accordance with a second protocol that is separate from the TCP, in order
to establish a second protocol connection with another server computer, by:
receiving a packet, detecting an

idle time period parameter field in the TEP—ariant—packets, identifying
metadata in the idle time period

parameter field for an idle time period—that—is—detectable by the firstrnod
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to—keep—the FCP—variantconnee araetive;, where, after the idle time period
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is detected, the second protocol connection is deemed inactive, and creating
or modifying, by the seeend—medeclient computer and based on the metadata,
a timeout attribute associated with the F&P—rariantsecond protocol
connection.

[0011] Another apperatuscomputer-implemented method is provided comprising:
providing access to a server computer including: a non-transitory memory
storing imstruetionssa network application, and one or more processors 1in
communication with the non-transitory memory, wherein the one or more
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application to operate in accordance with a first protocol including a
transmission control protocol (TCP); causing a TCP connection to be
established with a client computer, by communicating a segment including at
least one first synchronize bit; communicating a first acknowledgement of the
segment, and at least one second synchronize bit; and communicating a second
acknowledgement; causing first data to be communicated from the server
computer to the client computer utilizing the TCP—wariant

connection aetiwvesin accordance with the TCP protocol and a hypertext
transfer protocol (HTTP), for being presented to a user of the client computer;
causing the server computer to permit second data, from the user of the client
computer, to be received at the server computer from the client computer
utilizing the TCP connection in accordance with the TCP protocol and the
hypertext transfer protocol (HTTP); and providing access to code that results
in the client computer operating in accordance with a second protocol that
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is separate from the TCP, in order to establish a second protocol connection
with another

server computer, by: identifying idle information for detecting an idle time
period, after which, the second protocol connection is subject to
deactivation, generating a FE&P-wvariantsecond protocol packet including an
idle time period parameter field identifying metadata for the idle time period
based on the idle informationy, and sending, from a—firstnede—+te—athe client
computer to the another server computer, the second rede;—the
TehP—variantprotocol packet—n—advane f—the FCP—variant—conncetion being
estabtished to provide the metadata for the idle time period to the seeend
nredeanother server computer, for use by the secendredeanother server computer
in creating or modifying, based on the metadata, a timeout attribute
associated with the FeP—rariantsecond protocol connection.

[0012] Yet another apparatuscomputer-implemented method is provided
comprising: providing access to a server computer including: a non-transitory
memory storing aretworkapptieatiensinstructions, and one or more processors
in communication with the non- transitory memory, wherein the one or more
processors execute the networkappticationinstructions such that £hea network
application is—eeonfigured—= perateoperates in accordance with a ﬁeﬁ—flrst
protocol including a transmission control protocol (TCP)-pretecet, the server
computer, when operating in accordance with the first protocol to set up a
TCP connection with a client computer, configured to: communicate a segment
including at least one first synchronize bit, communicate a first
acknowledgement of the segment, and at least one second synchronize bit, and
communicate a second acknowledgement; causing first data to be communicated
from the server computer to the client computer utilizing the TCP connection
in accordance with the TCP protocol and a hypertext transfer protocol (HTTP),
for being presented to a user of the client computer; causing the server
computer to permit second data, of the user of the client

computer, to be received at the server computer from the client computer

utilizing the TCP connection in accordance with the TCP protocol and the

hypertext transfer protocol (HTTP); and providing access to code that causes

the client computer to operate in accordance with a second protocol that is

different from the TCP and that operates above an Internet Protocol (IP) layer

and below a hypertext transfer protocol (HTTP) application layer, +he
K
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to+—reeeive;—by aseccondrnode—fromafirst—mnedein order to setup a second
protocol connection with another server computer, by: receiving, by the client

computer from the another server computer, a—smen—FEP packet—during—a—setup
of—aneon—TFCPeconneetion—identify, identifying metadata, that specifies a
number of seconds or minutes, in an idle time period parameter field in the
ror—FcP-packet+ for an idle time period thatisdeteetable by thefirs
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where,—as—a—resutt—of a detectionof the fdletime period;,—the rnon—TCE
connectionis—subijeettodeacktivatiensyduring which, no packet is communicated

that meets each of the following criteria: a) communicated via the second
protocol connection, and b) causes the second protocol connection to be kept
at least partially alive, and determining, by the client computer and

determines based on the metadata, a timeout attribute associated with the
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the—neon—TCP connection.

[0013] Still yet another apparatuscomputer-implemented method is provided
comprising: providing access to a server computer including: a non-transitory
memory storing asnetworkappltieatiensinstructions, and one or more processors
in communication with the non-transitory memory, wherein the one or more
processors execute the networkappitieationinstructions such that £hea network
application is—eenfigured—teo—operateoperates in accordance with a ron-first
protocol including a transmission control protocol (TCP) preteeet—that
operates above an Internet Protocol (IP) layer and below a hypertext transfer
protocol (HTTP) application layer, the apparatusserver computer, when
operating in accordance with the men—FcPfirst protocol to set up a TCP
connection with a client

computer, configured to: communicate a segment including at least one first
synchronize bit, communicate a first acknowledgement of the segment, and at
least one second synchronize bit, and communicate a second acknowledgement;
causing first data to be communicated from the server computer to the client
computer utilizing the TCP connection in accordance with the TCP protocol and
a hypertext transfer protocol (HTTP), for being presented to a user of the
client computer; causing the server computer to permit second data, of the
user of the client computer, to be received at the server computer from the
client computer utilizing the TCP connection in accordance with the TCP
protocol and the hypertext transfer protocol (HTTP); and providing access to
code that results in the client computer operating in accordance with a second
protocol, that is different from the TCP and operates above the IP layer and
below the HTTP application layer, in order to setup a second protocol
connection with another server computer, and to: receive idle information for
use in detecting an idle time period £hatduring which no signal is communicated
that meets each of the following criteria: a) communicated in the second
protocol connection, andb) results in aren—FcPthe second protocol connection
being subjeect—teodeactivatiensyat least partially kept alive, generate, based
on the idle information, a men—-FcPsecond protocol packet including an idle
time period parameter field identifying metadata that is specified in a number
of seconds or minutesy, and send, from e—firstnodetoasecondnodethe client
computer to another server computer and fer-estabtishingduring the H@H-?GPset
up of the second protocol connection, the mern—FcPsecond protocol packet to
provide the metadata to the seeend—roedeanother server computer, for use by
the seeend-rnedeanother server computer in determining a timeout attribute

associated with the ren—TFCPconnection; wherein the aopparatus—whenoperating
o O
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Areon—FEPsecond protocol connection.

[0014] Other methods and systems are also described for sharing information
for detecting an idle TCP connection. In one aspect, a method includes

receiving, by a second node from a first node, a first transmission control
protocol (TCP) packet in a TCP connection. The method further includes

detecting a first idle time period header, in the first packet, identifying
metadata for a first idle time period, detectable by the first node, during
which no TCP packet including data in a first TCP data stream sent in the TCP
connection by the second node is received by the first node. The method still
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