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NOTE: Where it is feasible, a syllabus (headnote) will be released, as is
being done in connection with this case, at the time the opinion is issued.
The syllabus constitutes no part of the opinion of the Court but has been
prepared by the Reporter of Decisions for the convenience of the reader.
See United States v. Detroit Timber & Lumber Co., 200 U. S. 321, 337.

SUPREME COURT OF THE UNITED STATES

Syllabus

DEPARTMENT OF HOMELAND SECURITY v.
MACLEAN

CERTIORARI TO THE UNITED STATES COURT OF APPEALS FOR
THE FEDERAL CIRCUIT

No. 13-894. Argued November 4, 2014—Decided January 21, 2015

In 2002, Congress enacted the Homeland Security Act, 116 Stat. 2135.
That Act provides that the Transportation Security Administration
(T'SA) “shall prescribe regulations prohibiting the disclosure of infor-
mation . .. if the Under Secretary decides that disclosur[e] would . . .
be detrimental to the security of transportation.” 49 U.S.C.
§114(r)(1)(C). Around the same time, the TSA promulgated regula-
tions prohibiting the unauthorized disclosure of “sensitive security in-
formation,” 67 Fed. Reg. 8351, which included “[s]pecific details of
aviation security measures . .. [such as] information concerning spe-
cific numbers of Federal Air Marshals, deployments or missions, and
the methods involved in such operations,” 49 CFR §1520.7().

In July 2003, the TSA briefed all federal air marshals—including
Robert J. MacLean—about a potential plot to hijack passenger
flights. A few days after the briefing, MacLean received from the
TSA a text message cancelling all overnight missions from Las Vegas
until early August. MacLean, who was stationed in Las Vegas, be-
lieved that cancelling those missions during a hijacking alert was
dangerous and illegal. He therefore contacted a reporter and told
him about the TSA’s decision to cancel the missions. After discover-
ing that MacLean was the source of the disclosure, the TSA fired him
for disclosing sensitive security information without authorization.

MacLean challenged his firing before the Merit Systems Protection
Board. He argued that his disclosure was whistleblowing activity
under 5 U. S. C. §2302(b)(8)(A), which protects employees who dis-
close information that reveals “any violation of any law, rule, or regu-
lation,” or “a substantial and specific danger to public health or safe-
ty.” The Board held that MacLean did not qualify for protection
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under that statute because his disclosure was “specifically prohibited
by law,” §2302(b)(8)(A)—namely, by 49 U. S. C. §114(r)(1). The Court
of Appeals for the Federal Circuit vacated the Board’s decision, hold-
ing that Section 114(r)(1) was not a prohibition.

Held: MacLean’s disclosure was not “specifically prohibited by law.”
Pp. 5-16.

(a) The Government argues that MacLean’s disclosure was “specifi-
cally prohibited by law” in two ways: first, by the TSA’s regulations
on sensitive security information, and second, by Section 114(r)(1) it-
self, which authorized the TSA to promulgate those regulations.
Pp. 5-14.

(1) MacLean’s disclosure was not prohibited by the TSA’s regula-
tions for purposes of Section 2302(b)(8)(A) because regulations do not
qualify as “law” under that statute. Throughout Section 2302, Con-
gress repeatedly used the phrase “law, rule, or regulation.” But Con-
gress did not use that phrase in the statutory language at issue here;
it used the word “law” standing alone. Congress’s choice to say “spe-
cifically prohibited by law,” instead of “specifically prohibited by law,
rule, or regulation” suggests that Congress meant to exclude rules
and regulations. In addition, Section 2302(b)(8)(A) creates a second
exception for disclosures “required by Executive order to be kept se-
cret in the interest of national defense or the conduct of foreign af-
fairs.” That the second exception is limited to actions by the Presi-
dent himself suggests that the first exception does not include action
taken by executive agencies. Finally, interpreting the word “law” to
include rules and regulations could defeat the purpose of the whistle-
blower statute. That interpretation would allow an agency to insu-
late itself from Section 2302(b)(8)(A) simply by promulgating a regu-
lation that “specifically prohibited” all whistleblowing.

The Government proposes two alternative interpretations, but nei-
ther is persuasive. First, the Government argues that the word “law”
includes all regulations that have the “force and effect of law.” The
Government bases this argument on the decision in Chrysler Corp. v.
Brown, 441 U. S. 281, where this Court held that legislative regula-
tions generally fall within the meaning of the word “law” unless there
is a “clear showing of contrary legislative intent.” Id., at 295-296.
But Congress’s use of the word “law,” in close connection with the
phrase “law, rule, or regulation,” provides the necessary “clear show-
ing” that “law” does not include regulations in this case. Second, the
Government argues that the word “law” includes at least those regu-
lations that were “promulgated pursuant to an express congressional
directive.” The Government, however, was unable to find a single ex-
ample of the word “law” being used in that way. Pp. 6-11.

(ii) Likewise, MacLean’s disclosure was not prohibited by Section
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114(r)(1). That statute does not prohibit anything; instead, it author-
izes the TSA to “prescribe regulations.” Thus, by its terms, Section
114(r)(1) did not prohibit the disclosure here. The Government re-
sponds that Section 114(r)(1) did prohibit MacLean’s disclosure by
imposing a “legislative mandate” on the TSA to promulgate regula-
tions to that effect. But the statute affords substantial discretion to
the TSA in deciding whether to prohibit any particular disclosure.
Thus, it is the TSA’s regulations—not the statute—that prohibited
MacLean’s disclosure, and those regulations do not qualify as “law”
under Section 2302(b)(8)(A). Pp. 11-14.

(b) The Government argues that providing whistleblower protec-
tion to individuals like MacLean would “gravely endanger public
safety” by making the confidentiality of sensitive security infor-
mation depend on the idiosyncratic judgment of each of the TSA’s
60,000 employees. Those concerns are legitimate, but they must be
addressed by Congress or the President, rather than by this Court.
Pp. 14-15.

714 F. 3d. 1301, affirmed.
ROBERTS, C. J., delivered the opinion of the Court, in which SCALIA,

THOMAS, GINSBURG, BREYER, ALITO, and KAGAN, JdJ., joined. So-
TOMAYOR, J., filed a dissenting opinion, in which KENNEDY, J., joined.
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NOTICE: This opinion is subject to formal revision before publication in the
preliminary print of the United States Reports. Readers are requested to
notify the Reporter of Decisions, Supreme Court of the United States, Wash-
ington, D. C. 20543, of any typographical or other formal errors, in order
that corrections may be made before the preliminary print goes to press.

SUPREME COURT OF THE UNITED STATES

No. 13-894

DEPARTMENT OF HOMELAND SECURITY,
PETITIONER v. ROBERT J. MACLEAN

ON WRIT OF CERTIORARI TO THE UNITED STATES COURT OF
APPEALS FOR THE FEDERAL CIRCUIT

[January 21, 2015]

CHIEF JUSTICE ROBERTS delivered the opinion of the
Court.

Federal law generally provides whistleblower protec-
tions to an employee who discloses information revealing
“any violation of any law, rule, or regulation,” or “a sub-
stantial and specific danger to public health or safety.” 5
U. S. C. §2302(b)(8)(A). An exception exists, however, for
disclosures that are “specifically prohibited by law.” Ibid.
Here, a federal air marshal publicly disclosed that the
Transportation Security Administration (TSA) had de-
cided to cut costs by removing air marshals from certain
long-distance flights. The question presented is whether
that disclosure was “specifically prohibited by law.”

I
A

In 2002, Congress enacted the Homeland Security Act,
116 Stat. 2135. As relevant here, that Act provides that
the TSA “shall prescribe regulations prohibiting the dis-
closure of information obtained or developed in carrying
out security ... if the Under Secretary decides that dis-
closing the information would ... be detrimental to the
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security of transportation.” 49 U. S. C. §114(r)(1)(C).

Around the same time, the TSA promulgated regula-
tions prohibiting the unauthorized disclosure of what it
called “sensitive security information.” See 67 Fed. Reg.
8351 (2002). The regulations described 18 categories of
sensitive security information, including “[s]pecific details
of aviation security measures ... [such as] information
concerning specific numbers of Federal Air Marshals,
deployments or missions, and the methods involved in
such operations.” 49 CFR §1520.7(G) (2002). Sensitive
security information is not classified, so the TSA can share
it with individuals who do not have a security clearance,
such as airport employees. Compare Exec. Order 13526,
§4.1, 3 CFR 298, 314-315 (2009 Comp.), with 49 CFR
§1520.11(c) (2013).

B

Robert J. MacLean became a federal air marshal for the
TSA in 2001. In that role, MacLean was assigned to pro-
tect passenger flights from potential hijackings. See 49
U. S. C. §44917(a).

On July 26, 2003, the Department of Homeland Security
(DHS) issued a confidential advisory about a potential
hijacking plot. The advisory said that members of the
terrorist group al Qaeda were planning to attack passen-
ger flights, and that they “considered suicide hijackings
and bombings as the most promising methods to destroy
aircraft in flight, as well as to strike ground targets.” App.
16. The advisory identified a number of potential targets,
including the United Kingdom, Italy, Australia, and the
east coast of the United States. Finally, the advisory
warned that at least one of the attacks “could be executed
by the end of the summer 2003.” Ibid.

The TSA soon summoned all air marshals (including
MacLean) for face-to-face briefings about the hijacking
plot. During MacLean’s briefing, a TSA official told him
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