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Analysis of Infringement of U.S. Patent No. 8,266,296 by United Parcel Service of America, Inc.  
and United Parcel Service, Inc. 

 (Based on Public Information Only) 
 

 Communication Interface Technologies, LLC (“CIT”) provides this preliminary and exemplary infringement analysis with respect 
infringement of U.S. Patent No. 8,266,296, entitled “Application-Layer Evaluation of Communications Received By a Mobile Device” (“the ’296 
patent”) by United Parcel Service of America, Inc. and United Parcel Service, Inc. (“UPS”).  The following chart illustrates an exemplary analysis 
regarding infringement by UPS’s commercial mobile device application(s) including the UPS Mobile App, UPS Go App, and UPS Access Point 
App, along with any hardware and/or software for provisioning that mobile device application (collectively, the “Accused Instrumentalities”).  Upon 
information and belief, the exemplary version herein and previous versions of the Accused Instrumentalities distributed prior to expiration of the 
patents-in-suit operated materially in the same manner. 
 
 The analysis set forth below is based only upon information from publically available resources regarding the Accused Instrumentalities, as 
UPS has not yet provided any non-public information.   
 
 Unless otherwise noted, CIT contends that UPS directly infringes the ’296 patent in violation of 35 U.S.C. § 271(a) by selling, offering to sell, 
making, using, and/or importing the Accused Instrumentalities.  The following exemplary analysis demonstrates that infringement.   
 
 Unless otherwise noted, CIT believes and contends that each element of each claim asserted herein is literally met through UPS’s provision of 
the Accused Instrumentalities.  However, to the extent that UPS attempts to allege that any asserted claim element is not literally met, CIT believes 
and contends that such elements are met under the doctrine of equivalents.  More specifically, in its investigation and analysis of the Accused 
Instrumentalities, CIT did not identify any substantial differences between the elements of the patent claims and the corresponding features of the 
Accused Instrumentalities, as set forth herein.  In each instance, the identified feature of the Accused Instrumentalities performs at least substantially 
the same function in substantially the same way to achieve substantially the same result as the corresponding claim element. 

 
CIT notes that the present claim chart and analysis are necessarily preliminary in that CIT has not obtained substantial discovery from UPS 

nor has UPS disclosed any detailed analysis for its non-infringement position, if any.  Further, CIT does not have the benefit of claim construction or 
expert discovery.  CIT reserves the right to supplement and/or amend the positions taken in this preliminary and exemplary infringement analysis, 
including with respect to literal infringement and infringement under the doctrine of equivalents, if and when warranted by further information 
obtained by CIT, including but not limited to information adduced through information exchanges between the parties, fact discovery, claim 
construction, expert discovery, and/or further analysis.  
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 Claim 1 UPS Downloadable App Service 

1 A method comprising:  
 

A method is specified for controlling a virtual session on a user device such as a smartphone or tablet. 
 
See https://play.google.com/store/apps/developer?id=UPS 
 

 
 

1a (i) receiving, at a control program 
executing on a mobile handset, 
a first communication initiated 

Wireless push notification messages are sent over Transport Layer Security (TLS) sessions.  Each Push 
message includes an encrypted push token as per Endnote #1.  The push token is sent in a Push 
Notification message over TLS sessions from the UPS Server backend to the UPS App (application 
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by a remote entity,  program, application layer program) running on a user’s smartphone (mobile handset) or tablet. 
 
In the UPS application, for example, a push notification contains information related to delivery services.  
 
See https://www.ups.com/us/en/help-center/sri/ups-my-choice-delivery-alerts.page 
 

 
 
As per Endnote #1, the remote server causes a push notification message to be sent to the mobile 
handset.  Part of this push notification message (first communication) will be forwarded to the UPS App 
running on the user’s smartphone or tablet device.    
 

1a (ii) wherein the first 
communication includes a set 
of information identifying an 
application layer program that 
is installed on the mobile 
handset, and  

See Endnote #1 for a discussion of how each Push Notification message coming into the UPS application 
includes an app-specific device token.  The app-specific device token is indicative of the UPS App 
running on the user’s smartphone or tablet.  Each incoming wireless push notification message contains 
an app-specific device token which is a set of information that identifies the push-service reception 
process portion of the UPS App.        

1a (iii) wherein initiation of the first 
communication by the remote 
entity was not in response to a 
request sent by the mobile 
handset; 

The message sent by the server is called a push message or a push notification.  Push notifications are 
call-out type messages, and as such, are not sent in response to pull requests sent by the mobile handset.  
See Endnote #1. 

1b the control program causing 
the mobile handset to evaluate 
the set of information included 
in the first communication; and  

The control program is connected to the phone’s OS that evaluates the first communication by looking at 
the app-specific device token.  This lets the system know which App on the device to activate or to send 
the new incoming information to.   
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See Endnote #1 for a discussion of how each Push Notification message coming into the UPS App 
includes an app-specific device token.   The app-specific device token is indicative of the UPS App 
running on the user’s smartphone or tablet.   When the push notification has been received by the UPS 
App, the UPS App provides user interface capabilities that allow the user to click application data 
information received in the push message payload.   When the user clicks this information, the UPS App 
evaluates this information and causes the UPS App to launch.    
 

1c (i) in response to determining, 
based on the evaluating, that 
the set of information 
identifies the application layer 
program, the control program 
causing the mobile handset to: 

Determining is performed, for example, when a user clicks on a banner notification icon or a notification 
icon in the notifications tray.  This determining is based on the evaluating, because the evaluating looks 
at the app-specific device token and identifies the incoming push notification message with the UPS 
application program on the handset. 

1c (ii) launch the application layer 
program; and 

Upon this determining, the user clicking of the notification icon in the banner or the notifications tray, 
the UPS App was launched during testing. 

1c (iii) reactivate, from an inactive 
state, a communication session 
between the mobile handset 
and the remote entity. 

The Server Application and the client-side App have already established a separate TLS connection for 
traditional client-server communications.  For example the UPS Application Server program uses a TLS 
session to communicate application data with the UPS App.    
 
Also in response to the user-clicking of the notification message and launching of the App, and possibly 
other user interface selections provided in response thereto, the TLS session between the UPS 
Application Server program and the UPS App is resumed.  
 
See Endnote#2 for a discussion of TLS session resumption.  See also, https://docs.microsoft.com/en-
us/windows/desktop/secauthn/tls-handshake-protocol. 
 
The remote server and the UPS application will resume their client-server TLS session so that the server 
and the remote unit can resume communications.  To do so the application program will invoke a 
protocol stack within the remote unit to communicate back to the server via the remote unit. 
 
TLS session use a full handshake sequence that is used to establish connection parameters, and an 
abbreviated handshake sequence that is used to resume the TLS session from an inactive or dormant state 
to an active state whereby new payload data can be sent via the virtual session once again. 
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