
Case 6:20-cv-00397-ADA   Document 1-1   Filed 05/14/20   Page 1 of 25Case 612°‘CV'00397'ADA D(””1111lllllllllfllllllllfllllll’llllflllllIlllilllillllllillfilll||||||||

(12) United States Patent
Phadke et al.

US009455961B2

US 9,455,961 B2

Sep. 27, 2016

(10) Patent No.:

(45) Date of Patent: 

(54) SYSTEM, METHOD AND APPARATUS FOR
SECURELY DISTRIBUTING CONTENT

(71) Applicant: paSafeShare LLC, Colts Neck, NJ
(US)

(72) Inventors: Madhav S Phadke, Colts Neck, NJ
(US); Kedar M Phadke, Colts Neck,
NJ (US)

(73) Assignee: PASAFESHARE LCC, Colts Neck, NJ
(US)

( * ) Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by 172 days.

(21) Appl. No.: 14/029,021

(22) Filed: Sep. 17, 2013

(65) Prior Publication Data

US 2014/0019758 A1 Jan. 16, 2014

Related US. Application Data

(63) Continuation-in-part of application No. 13/162,209,
filed on Jun. 16, 2011.

(60) Provisional application No. 61/702,292, filed on Sep.
18, 2012.

(51) Int. Cl.
H04L 29/06 (2006.01)
H04N 21/254 (2011.01)
H04N 21/4627 (2011.01)

(52) US. Cl.
CPC ...... H04L 63/0428 (2013.01); H04N 21/2541

(2013.01); H04N 21/4627 (2013.01); H04L
2463/04] (2013.01)

(58) Field of Classification Search
CPC ..... H04L 63/0428
USPC .......................................................... 713/1 68

See application file for complete search history.

 

 

 
 
 

91L)
1 ‘ Rename «m exams PD?1 (HA: mmdtum nr PDP "nk

(‘5?!
Remeve Ixmllefl
vwsram it"ended

 
 

(56) References Cited

U. S. PATENT DOCUMENTS

6,185,684 B1 2/2001 Pravetz et a1.
6,389,538 B1 * 5/2002 Gruse ..................... G06F 21/10

705/51
7,016,498 B2 * 3/2006 Peinado .................. G06F 21/10

380/277
7,174,373 B1 * 2/2007 Lausier ......................... 709/223
7,203,966 B2 * 4/2007 Abburi .................... G06F 21/10

380/201
7,272,723 B1 * 9/2007 Abbott et a1. ................ 713/185
7,296,296 B2 * 11/2007 Dunbar ................... G06F 21/10

380/201
7,383,205 B1 * 6/2008 Peinado .................. G06F 21/10

705/37

7,571,467 B1 * 8/2009 Priestley .............. G06Q 20/206
380/277

7,660,902 B2 * 2/2010 Graham et a1. ............... 709/229

(Continued)
OTHER PUBLICATIONS

Merriam-Webster, “processor”, 2014*

(Continued)

Primary Examiner 7 O. C. Vostal
(74) Attorney, Agent, or Firm iMeagher Emanuel Laks
Goldberg & Liao, LLP

(57) ABSTRACT

System, method and apparatus for securely distributing
content Via an encrypted file wherein a Publisher Key (PK)
associated with an authorized publisher enables presentation
of the content by the authorized user Via a Limited Capa-
bility Viewer (LCV), the LCV lacking the capability to
forward, print, copy or otherwise disseminate the content to
be presented. Various embodiments provided enhanced user
authentication or authorization, VPN functions, collabora-
tion techniques, automatic distribution of licenses, water-
marking of documents, rules pertaining to content transfer
between secure and insecure domains and combinations
thereof.

20 Claims, 11 Drawing Sheets

  

capehlrw vlewer

   
    
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Case 6:20-cv-00397-ADA   Document 1-1   Filed 05/14/20   Page 2 of 25Case 6:20-cv-00397-ADA Document 1—1 Filed 05/14/20 Page 2 of 25

US 9,455,961 B2
 

  

Page 2

(56) References Cited 2006/0259949 A1 * 11/2006 Schaefer et al. .................. 726/12007/0240203 A1* 10/2007 Beck ..................... G06F 19/322
US. PATENT DOCUMENTS 726/4

2008/0092181 A1* 4/2008 Britt ................................ 725/87

8,495,751 B2 >x< 7/2013 Joyce et 31. .................... 726/29 2008/0240447 A1* 10/2008 Zhu ..................... H04L 63/0853
8,627,485 B1* 1/2014 Phelan ............. H04N 21/26225 380/279

380/201 2008/0256368 A1* 10/2008 Ross ....................... G06F 21/10
2001/0051996 A1 * 12/2001 Cooper et a1. ................ 709/217 713/193
2002/0048369 A1 4/2002 Ginter et a1. 2009/0124375 A1 5/2009 Patel
2002/0059144 A1* 5/2002 Meffert ................... G06F 21/10 2009/0196426 A1* 8/2009 Walker ................. H04N 7/1675

705/51 380/278
2002/0101998 A1* 8/2002 Wong .................... H04L 9/0894 2010/0008500 A1* 1/2010 Lisanke .................. G06F 21/10

380/286 380/201
2002/0184517 A1 12/2002 Tadayon et 31. 2010/0017599 A1* 1/2010 Sellars ................... G06Q 20/02
2002/0198846 A1 * 12/2002 Lao ................................. 705/54 713/ 156
2003/0009423 A1 1/2003 Wang et 31. 2010/0161997 A1* 6/2010 Lee ........................... H04L 9/32
2003/0023564 A1 1/2003 Padhye et al. 713/189
2003/0079030 A1* 4/2003 Cocotis et a1. ............... 709/229 2012/0102317 A1 4/2012 Mathur 6t al~
2003/0135466 A1 7/2003 Wang et 31. 2012/0102329 A1 4/2012 Mlttal et a1.
2003/0200177 A1* 10/2003 Kugai ................ G06Q 20/3674 2012/0121236 A1* 5/2012 Jeong ~~~~~~~~~~~~~~~~~~~~~~~ H04N 9/87

705/51 386/259
2003/0202679 A1* 10/2003 Rodriguez ......... H04N 1/32144 2012/0317239 A1* 12/2012 Mulder et a1. ................ 709/219

382/100 2012/0321083 A1* 12/2012 Phadke ............... 04L 63/0428
2004/0193546 A1* 9/2004 Tokutani ................. G06F21/10 380/255

705/59

2005/0086501 A1* 4/2005 Woo ........................ G06F21/10 OTHER PUBLICATIONS
713/189 _ _ _ _ ”

zoos/0097359 A1* 5/2005 speare .................... G06F 21/10 DCL “DCI SpeClficatlon Errata Llstlng , 2006*
726/4 DCI, “Digital Cinema System Specification”, “Version 1.2”, 2012.*

2005/0177742 A1* 8/2005 Benson ................... G06F 21/ 10 Wang et a1., “A Digital Cinema Playback System Compliant with

* 713/189 the DCI Specification”, 2009*
2005/0198165 A1 9/2005 Reddel """""""""" 1104717037282 Simeonidou et a1., “Optical Network Services for Ultra High
2005/0204405 A1 * 9/2005 Wormington .......... G06Q 30/02 Defin‘tl‘ff‘ Plgltal Med” D‘smbunon 22008 ,,

726/27 Bloom, D1g1tal C1nema Content Securlty and the DCI , 2006*
2006/0080259 A1* 4/2006 Wajs ....................... G06F 21/10

705/51 * cited by examiner

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Case 6:20-cv-00397-ADA   Document 1-1   Filed 05/14/20   Page 3 of 25Case 6:20-cv-00397-ADA Document 1-1 Filed 05/14/20 Page 3 of 25

U.S. Patent

Fig.1

 
input

P.“mm.
U {DEL a":52 .n ;\Jx. I g

L , , :

’ J

Sep. 27, 2016

 

 E

:ngmt 1" Output ;
Enteriaceis} ]

Sheet 1 of 11

i UserDevice(UL})1DE§»1
 

Communications
lntefiaces €30 

 

C-:>m eat 0 wner

AME):iciaiion Engine PE

 

MW
Content Ccntmi Dam COD

- Publisher Keys L321
-~ Authorizatien Data fl...’

- Come-r12 Simsumer Licensefis) CC _. 
r...“

1 Server 3133:.

 

wark

€16,
a,

E“
i

1
E

US 9,455,961 B2

 

 

  
 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Case 6:20-cv-00397-ADA   Document 1-1   Filed 05/14/20   Page 4 of 25Case 6:20-cv-00397-ADA Document 1-1 Filed 05/14/20 Page 4 of 25

U.S. Patent Sep. 27, 2016 Sheet 2 of 11 US 9,455,961 B2

  
 
 

 

 

 

 
 

 

 
 

 

.15 2‘0 E

_ Data Fiie “m. .. R Receive :’ Seieet (lenient or

_ Streaming Media Link 2‘ URL Cement Link fer Puhiicaiien' iI 

E.2

 

 

 

22E)- 

  

 

 

Ceniem Owner informaiim‘:

i ~ Unique ED
i —Website

3 - Address
§ — Emaii

— Author Enfonnaiien

Lflepyright/‘Daia rights. info

 Determine Pubiésher Key
Associated wiih the conieni

 "mi230 

  Determine License Start and

Expire Dates {Times
 

249

‘ “ acrypaien Type Determine any oiher iieense-9 '.~.3rc_ ,_
. resentaiioi. E legram iype conszramts

— 5P Address Range
~- Aim-wed {fie-mains
- Other
 
Pam—pm...“

3 13:5,
 

- {3:18 or mere flies e: Einks

~- Specified Pubiésher Key
- Specified Stam'Expiry
- Tiefed keys {types
-v Other censsii‘eiriis.

Creaie Preteefied Basement

3' Package

‘W

  

 

 
 

285

— Emaii Send Pretecied Document

— FTP . Package'ioward autherized
, Sireaming media content (:orasumersl
_ Combinaiien presenéers
-» ()ihei‘
 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Case 6:20-cv-00397-ADA   Document 1-1   Filed 05/14/20   Page 5 of 25Case 6:20-cv-00397-ADA Document 1-1 Filed 05/14/20 Page 5 of 25

U.S. Patent

fl

we 3

— Guhiieher Key!
Tiered P‘Lit)Eisré‘er Key

E~i<.Lceraee start and

E expiry dates— Lice:wee terms and

5 types
~ Other

 
 
 

 

 

' 34c:
 

Store data file or

streaming media
wittm: encrypted
temp package on
lace? machine

Present date fiie or

inertia in pretreated
mode of ortginat

3 program or viewer
program“

Sep. 27, 2016

 

 

Sheet 3 of 11

 

£31.52

i — Receive and execute PD? E
datastructure or PDP tink

  
 
 

 

 
 , "1
,9
  
 

  Cempare existing ticenses 031(5))
t0 PEEP iicense requirements 
 

 
 

  Generate
Content

§ Ceneumer
License Request
Sgt—fife?
cement cawrter

  

  
  

  
 

 
 

 
 

   
Send CCLR to
content owner

     
Retrieve Simrteci

viewer
 

  
 
 

  

Wait for GEE.
from sentient

  

 

‘ Vi Deteiis

US 9,455,961 B2

~ Specified Publisher
Key
« {lenient Consumer 

E — Daymertt Beta?:3
E Delivery detaiis: '
E Tiers E

— Other ,

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


