
Case 6:20-cv-00397-ADA   Document 1-3   Filed 05/14/20   Page 1 of 25Case 6:20'CV'00397'ADA D"c“ml‘lllllllllfllllflllll11111111111111Ifllfillflllllllfllfilll||||||||

(12) United States Patent
Phadke et al.

US010095848B2

US 10,095,848 B2

*Oct. 9, 2018

(10) Patent No.:

(45) Date of Patent: 

(54)

(71)

(72)

(73)

(*)

(21)

(22)

(65)

(63)

(60)

(51)

SYSTEM, METHOD AND APPARATUS FOR
SECURELY DISTRIBUTING CONTENT

Applicant: paSafeShare LLC, Colts Neck, NJ
(US)

Inventors: Madhav S Phadke, Colts Neck, NJ
(US); Kedar M Phadke, Colts Neck,
NJ (US)

Assignee: PASAFESHARE LLC, Colts Neck, NJ
(US)

Notice: Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by 106 days.

This patent is subject to a terminal dis-
claimer.

Appl. No.: 15/276,265

Filed: Sep. 26, 2016

Prior Publication Data

US 2017/0024551 A1 Jan. 26, 2017

Related US. Application Data

Continuation-in-part of application No. 14/029,021,
filed on Sep. 17, 2013, now Pat. No. 9,455,961, which
is a continuation-in-part of application No.
13/162,209, filed on Jun. 16, 2011, now Pat. No.
9,615,116.

Provisional application No. 61/702,292, filed on Sep.
18, 2012.

Int. Cl.

G06F 21/16 (2013.01)
H04L 29/06 (2006.01)
H04N 21/254 (2011.01)
H04N 21/4627 (2011.01)

10,0.

1n put I Output
|nlertace(s)

“" .149
lnput g

Dcviwm 1;) Memory m
Programs 1_2_1

  lrr1rr 

  

  
  
   
 

 

  

 

 

r_.______._w 
Content Consumer

Data Storage 12;
Cu mum Owng!

 » Publisher Kay; m

..__._,_______ :96Presenm‘o" Pmczsgmfi :1 A7") .41--..” ;

Devicemfl ‘ J, interfacesm 6. g i
4

Come Wye! I
- Publication Engine 5g

g
- Licensing Engme 1;

— Presentation Moduie m
— License Requesl Module LRM

- Conienl Control Data CC
. Authorization Data 5Q

(52) us. Cl.
CPC .......... G06F 21/16 (2013.01); H04L 63/0428

(2013.01); H04N 21/2541 (2013.01); H04N
21/4627 (2013.01); H04L 2463/04] (2013.01)

(58) Field of Classification Search
CPC ....................................................... G06F 21/ 16

See application file for complete search history.

(56) References Cited

U. S. PATENT DOCUMENTS

6,185,684 B1 2/2001 Pravetz et a1.
6,389,538 B1 5/2002 Gruse et a1.
7,016,498 B2 * 3/2006 Peinado .................... H04L 9/00

380/277
7,174,373 B1 2/2007 Lausier
7,203,966 B2 4/2007 Abburi et a1.
7,272,723 B1 9/2007 Abbott et a1.

(Continued)

OTHER PUBLICATIONS

DCI, “DCI Specification Errata Listing”, 2006.

(Continued)

Primary Examiner 7 Kambiz Zand
Assistant Examiner 7 Thanh H Le

(74) Attorney, Agent, or Firm 7 Meagner Emanuel Laks
Goldberg & Liao, LLP

(57) ABSTRACT

System, method and apparatus for securely distributing
content Via an encrypted file wherein a Publisher Key (PK)
associated with an authorized publisher enables presentation
of the content by the authorized user Via a Limited Capa-
bility Viewer (LCV), the LCV lacking the capability to
forward, print, copy or otherwise disseminate the content to
be presented unless available advanced permissions are
granted to the authorized user.

19 Claims, 11 Drawing Sheets

Server 191

 

 
D
 

 
 

Come!“ Consumer   - Camel“ Consumer Lioensfls) 99L  
 

   

 
eunxenr Slorage m

“WWW

 
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Case 6:20-cv-00397-ADA   Document 1-3   Filed 05/14/20   Page 2 of 25Case 6:20-cv-00397-ADA Document 1—3 Filed 05/14/20 Page 2 of 25

US 10,095,848 B2
 

Page 2

(56) References Cited 2006/0080259 A1 4/2006 Wajs2006/0259949 A1 11/2006 Schaefer et al.
U.S. PATENT DOCUMENTS 2007/0240203 A1 10/2007 Beck

2008/0092181 A1 4/2008 Britt

7,296,296 B2 11/2007 Dunbar et al. 2008/0240447 A1* 10/2008 Zhu ........................... H04L 9/32
7,383,205 B1 6/2008 Peinado et al. 380/279
7,571,467 B1 8/2009 Priestley et 31. 2008/0256368 A1 10/2008 Ross et a1.
7,660,902 132 2/2010 Graham et 31. 2008/0294899 A1* 11/2008 Gazzetta ................... H04L 9/14
8,495,751 B2 7/2013 Joyce et al. 713/170
8,627,485 B1 1/2014 Phelan 2009/0124375 A1 5/2009 Patel

2001/0051996 A1 12/2001 Cooper et a1. 2009/0196426 A1 8/2009 Walker et a1.
2002/0048369 A1 4/2002 Ginter et a1. 2010/0008500 A1 1/2010 Lisanke et a1.
2002/0059144 A1 5/2002 Meffefi et 31, 2010/0017599 A1 1/2010 Sellars et a1.

2002/0101998 A1 8/2002 Wong et a1. 2010/0161997 A1 6/2010 Lee et a1.
2002/0184517 A1 12/2002 Tadayon et al. 2012/0102317 A1 4/2012 Mathur et al.
2002/0198846 A1 12/2002 Lao 2012/0102329 A1 4/2012 Mittal et al.

2003/0009423 A1 1/2003 Wang et al. 2012/0121236 A1 5/2012 Jeong et a1.
2003/0023564 A1 1/2003 Padhye eta1~ 2012/0317239 A1 12/2012 Mulder et a1.
2003/0079030 A1 4/2003 Cocotis etal. 2012/0321083 A1 12/2012 Phadke et a1.
2003/0135466 A1 7/2003 Wang et al.
2003/0200177 A1 10/2003 Kugai
2003/0202679 A1 10/2003 Rodriguez OTHER PUBLICATIONS2004/0193546 A1 9/2004 Tokutani et al.

2005/0086501 A1 4/2005 W00 et a1. DCI, “Digital Cinema System Specification” “Version 1.2”, 2012.

2005/0097359 A1* 5/2005 Speare et 3L Wang et a1., “A Digital Cinema Playback System Compliant with
2005/0134894 A1 6/2005 Littman .................... G06F 3/12 the DCI Specification”, 2009.

zoos/0177742 A1 8/2005 Benson et al. 358/1“ Simewidou .ei 31" “Qpficffl .Netlx’off semces for Ultra High
2005/0198165 A1 9/2005 Reddel et a1. Definition Digital Media Distribution , 2008.
zoos/0204405 A1 9/2005 Wormington et a1. Merriam—Webster, “processor”, 20142006/0048224 A1* 3/2006 Duncan ................... G06F 12/14

726/22 * cited by examiner

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Case 6:20-cv-00397-ADA   Document 1-3   Filed 05/14/20   Page 3 of 25Case 6:20-cv-00397-ADA Document 1-3 Filed 05/14/20 Page 3 of 25

U.S. Patent Oct. 9, 2018 Sheet 1 0f 11 US 10,095,848 B2

 

 
  

f Use; Device {UD} 1‘ R1

  
  

: “MMWWWW“ «WWW mm”?

WWW“WWW” ; Procesearfel E Sewer 19.3 i
Presen‘aiim i g : Communications WWW“:

‘ i m .ac «13;»
Sewage.) .912 i“ E i 3” 3 .8112. 90 ”1-155
WMWW..W.M§ E ‘ 5

kw... ; 2', Vi

‘nput «TA-w ; f 1 waWW-m‘
Devir;e{s)L: 1 N-‘D‘WOngQ

I 3 ;

‘WW‘M : : Progfams 302”},

 
 Qaniegsgymez

- Pubfécaiion Engine EE
. - Licensing Engérae LE

 
 
 

 
 

 
 

Comem Censumef

 
 

-- Presentation Moduie PM y;
0;:I_._._.._____,_..,,., e13/   

 
 

-- Puhiisher Keys ____1_\_
~ Aufihcfizafion Data AD

CmtemCmn mer
 

 
 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Case 6:20-cv-00397-ADA   Document 1-3   Filed 05/14/20   Page 4 of 25Case 6:20-cv-00397-ADA Document 1-3 Filed 05/14/20 Page 4 of 25

U.S. Patent Oct. 9, 2018 Sheet 2 0f 11 US 10,095,848 B2

Egg

F K; . 2

"3.15 m... 210 ‘E
 

  . Receive 1" Seieet Cement or
~ Dara Fiie .' Cement Link for Pubiiceiaon
»- Streaming Media Link r” URL
— Other

 
 

 

 
 

 
 

E 225..

; C(Jnieni Owner information
i — Unique iD

— Website

-- Acé-flrese
— Emaii

— Auiher informatierr "E

~ CopyrighifDaia rights- info E

»- Other 5 Determine License Start and j

 
238 

 
WW Expire Dates; I Times:
 

1iN J5 (.77
 

-~ Password Layer
- Encryption Type

_ Pressenietism Program ’iype
— iP Address Range
-- Aiipwed iiieiriains;

! — Other(PERMISSIONS LIMITAT NS)
\

255

  Determine any oiher iicense
correiraireie
  
  

 

m.m.......__._.mw1
 

— One or more flies er Rinks

- Specified Publisher Hey my
- Speerfied Siafirifixpiry

~ Tiered keys 1 types
~- Other (rimstrairiie
 

 

 
 

 
 

i213“
~ Emaii Send Pretecied Documeni

— FTP -.. Package reward authorized
cement cans-amen; !

presenters
-- Streaming media
- Combination

-- Other

L...

 
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Case 6:20-cv-00397-ADA   Document 1-3   Filed 05/14/20   Page 5 of 25Case 6:20-cv-00397-ADA Document 1-3 Filed 05/14/20 Page 5 of 25

U.S. Patent Oct. 9, 2018

  
 

33$}

HG 3

5213

v Receive and execute PD?
data structure er PUP fink

317$?”wwwwwwww
 

~ Pubéésher Key!
Tiered PubEésher Key
- License start and

expiry dates

.4
32:C
 

 
_ License terms and 2
types 3

, Other iiamememmm

Mummy................u

3‘ 34K}
 

§ Store dam fiie or

E streaming media
E within encrygzted
g temp gackage on
E Eocza! machirae

2
‘33"

  
i fifiQ

  

 
 

 

 
 

  

3.53%

Retrieve Eimifiefi

capahiiity viewer
pregram if
needed

Pmseat daia fife 05‘

media in pretested
mccfie of erégénai

pregmm Of viewer
progsam '  
 

CQR1PE{8 existing iicenses {CCL{$))
m PEP Eisense requirements

Sheet 3 of 11

  

 

 
  

Generate
Contem
Cmsumer

License Request
CCLR fer

 

  

 
 
 

 

Send. CCLR to
cement owner

Waifi for 8-2:.
{mm content
owner  
 
 
 

$9.0. C0,
Received ?

i

US 10,095,848 B2

...........................................3

ii: i3

- Specified Pubiisher :
Key ,
» Content Consume;

‘ Datails g
~ igawnem Uecus
— Beaver}: dezaiis
~ “{E‘ :5

(3 her
P RMISSIONS

("y

mw

 

 

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


