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APPLICATIONS INTERNATIONAL
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Appeal from the United States District Court for the
Eastern District of Texas in Nos. 6:11-cv-00563-RWS, 6:12-
cv-00855-RWS, Judge Robert Schroeder, II1.
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2 VIRNETX INC. v. APPLE INC.

JEFFREY A. LAMKEN, MoloLamken LLP, Washington,
DC, argued for all plaintiffs-appellees. Plaintiff-appellee
VirnetX Inc. also represented by JAMES A. BARTA, MICHAEL
GREGORY PATTILLO, JR., LUCAS M. WALKER, RAYINER
HASHEM; ALLISON MILEO GORSUCH, Chicago, IL; LAUREN F.
DAYTON, JENNIFER ELIZABETH FISCHELL, New York, NY;
BRADLEY WAYNE CALDWELL, JASON DODD CASSADY, JOHN
AUSTIN CURRY, Caldwell Cassady & Curry, Dallas, TX.

DoONALD SANTOS URRABAZO, Urrabazo Law, P.C., Los
Angeles, CA, for plaintiff-appellee Leidos, Inc.

WiLLiAM F. LEE, Wilmer Cutler Pickering Hale and
Dorr LLP, Boston, MA, argued for defendant-appellant.
Also represented by MARK CHRISTOPHER FLEMING, LAUREN
B. FLETCHER; THOMAS GREGORY SPRANKLING, Palo Alto,
CA; BRITTANY BLUEITT AMADI, Washington, DC.

Before LOURIE, MAYER, and TARANTO, Circuit Judges.
TARANTO, Circuit Judge.

VirnetX Inc. and Leidos, Inc. (together, VirnetX)
brought this case against Apple Inc., alleging that Apple
infringed four VirnetX patents. The district court entered
summary judgment for VirnetX on invalidity, determining
that Apple was precluded from pressing its proposed inva-
lidity challenges because of previous litigation between the
parties. A jury found for VirnetX on infringement and
awarded roughly $503 million as a reasonable royalty,
equal to a rate of $1.20 for each device whose sale by Apple
infringed. The district court denied Apple’s post-trial mo-
tion for judgment as a matter of law and entered a final
judgment for VirnetX.
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VIRNETX INC. v. APPLE INC. 3

Apple appeals. We affirm the district court’s determi-
nation that Apple is precluded by the prior litigation from
pressing its proposed invalidity challenges. We affirm the
judgment of infringement as to two of the patents but re-
verse as to two others. In light of our partial reversal on
infringement, we vacate the damages award and remand
for the district court to consider whether it can and should
enter a revised award without conducting a new trial and,
if not, to hold a new trial limited to damages.

I
A

VirnetX owns U.S. Patent Nos. 6,502,135, 7,418,504,
7,490,151, and 7,921,211, the patents asserted in this case.
Those patents are related to and claim improvements over
VirnetX’s U.S. Patent No. 7,010,604, which is not at issue
in this appeal. The 604 patent describes Virtual Private
Network (VPN) techniques for securely and privately
transmitting communications over public networks. In
particular, it describes a method in which a data packet is
sent through a randomized series of servers before reach-
ing its final destination. ’604 patent, col. 3, lines 3—12. An
intermediate server in the series may send the packet to its
final destination or to another randomly selected server,
subject to the constraint that each packet must stop at a
minimum number of intermediate servers before being
sent to its final destination. Id., col. 3, lines 29-37. The
recipient’s identity is thereby obscured, enhancing privacy.

The ’135, '151, ’504, and ’211 patents claim improve-
ments of existing VPN methods, such as the 604 patent’s
method. The parties group the 135 and ’151 patents to-
gether and the ’504 and 211 patents together.

The ’135 patent teaches a method of automatically es-
tablishing a VPN in response to a domain name inquiry.
’135 patent, col. 47, lines 20-32. Claim 1 is representative
of the asserted claims of the 135 patent:
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1. A method of transparently creating a virtual pri-
vate network (VPN) between a client computer and
a target computer, comprising the steps of:

(1) generating from the client computer a Do-
main Name Service (DNS) request that re-
quests an IP [internet protocol] address
corresponding to a domain name associated
with the target computer;

(2) determining whether the DNS request
transmitted in step (1) is requesting access to a
secure website; and

(3) in response to determining that the DNS re-
quest in step (2) is requesting access to a secure
target web site, automatically initiating the
VPN between the client computer and the tar-
get computer.

1d.; see also ’151 patent, col. 48, lines 18-29 (claim 13). The
’151 patent issued from a divisional of the '135 patent’s ap-
plication, so the two patents share a specification.
Whereas the 135 patent recites a method claim, the 151
patent recites a “computer readable medium” capable of ex-
ecuting a set of instructions. 151 patent, col. 48, lines 18—
29. Claim 13 is the only asserted claim of the ’151 patent:

13. A computer readable medium storing a domain
name server (DNS) module comprised of computer
readable instructions that, when executed, cause a
data processing device to perform the steps of:

(1) determining whether a DNS request sent by
a client corresponds to a secure server;

(11) when the DNS request does not correspond
to a secure server, forwarding the DNS request
to a DNS function that returns an IP address
of a nonsecure computer; and

Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

VIRNETX INC. v. APPLE INC. 5

(111) when the intercepted DNS request corre-
sponds to a secure server, automatically creat-
ing a secure channel between the client and the
secure server.

Id.

The ’504 patent and the 211 patent make up the sec-
ond group of patents at issue in this case. The 504 patent,
which i1ssued from a continuation-in-part of the 135 pa-
tent’s application, describes certain logistical aspects of a
secure communication link between computer nodes, in-
cluding a repository of names and network addresses. 504
patent, col. 55, lines 49-56. Claim 1 is representative of
the asserted claims of the ’504 patent:

1. A system for providing a domain name service
for establishing a secure communication link, the
system comprising:

A domain name service system configured to be
connected to a communication network, to
store a plurality of domain names and corre-
sponding network addresses, to receive a query
for a network address, and to comprise an indi-
cation that the domain name service system

supports establishing a secure communication
link.

Id.; see also’211 patent, col. 57, lines 38-46 (claim 36). The
’211 patent issued from a continuation of the ’504 patent’s
application, so the two patents share a specification.
Whereas the 504 patent recites a system claim, the 211
patent claims a “machine-readable medium” comprising in-
structions for establishing the system. ’211 patent, col. 57,
lines 38—46.

B

Apple designs and sells mobile devices. Over time, var-
1ous such devices have used different versions of Apple’s
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