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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

‘“ﬁ“%

Alexandria Division

UNITED STATES OF AMERICA Criminal No. 1:12CR3

Conspiracy to Commit
Racketeering

Infringement

Conspiracy to Commit
Money Laundering

17 U.S.C. § 506 -

Count One: 18 U.S.C. § 1962(d) -

Count Two: 18 U.S.C. § 371 -
Conspiracy to Commit Copyright

Count Three: 18 U.S.C. § 1956(h) -

Count Four: 18 U.S.C. §§ 2, 2319;

Criminal Copyright Infringement By
Distributing a Copyrighted Work
Being Prepared for Commercial
Distribution on a Computer Network

KIM DOTCOM, & Aiding and Abetting of Criminal
MEGAUPLOAD LIMITED, Copyright Infringement
VESTOR LIMITED,
FINN BATATO, Count Five: 18 U.S.C. §§ 2, 2319;
JULIUS BENCKO, 17 U.S.C. § 506 -
SVEN ECHTERNACH, Criminal Copyright Infringement By
MATHIAS ORTMANN, Electronic Means &
ANDRUS NOMM, and Aiding and Abetting of Criminal
BRAM VAN DER KOLK, Copyright Infringement

Defendants UNDER SEAL

\,./\.__/\_J\._/\._/\._/\._/\./\_I\,/\_/\_/\._/\_/\._/\_/\._J\_/\_I\_J\.,/\_/\_/\._J\_/\._/\._/\_J\_/\._/\._/

INDICTMENT

JANUARY 2012 TERM - at Alexandria, Virginia

THE GRAND JURY CHARGES THAT:
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GENERAL ALLEGATIONS

At all times relevant to this Indictment:

1. KIM DOTCOM, MEGAUPLOAD LIMITED, VESTOR LIMITED, FINN
BATATO, JULIUS BENCKO, SVEN ECHTERNACH, MATHIAS ORTMANN, ANDRUS
NOMM, and BRAM VAN DER KOLK, the defendants, and others known and unknown to the
Grand Jury, were members of the “Mega Conspiracy,” a worldwide criminal organization whose
members engaged in criminal copyright infringement and money laundering on a massive scale
with estimated harm to copyright holders well in excess of $500,000,000 and reported income in
excess of $175,000,000.

2. Megaupload.com is a commercial website and service operated by the Mega
Conspiracy that reproduces and distributes copies of popular copyrighted content over the
Internet without authorization. Since at least September 2005, Megaupload.com has been used
by the defendants and ot};er members and associates of the Mega Conspiracy to willfully
reproduce and distribute many millions of infringing copies of copyri ghted works, including
motion pictures, television programs, musical recordings, electronic books, images, video games,
and other computer software. Over the more than five years of its existence, the Mega

Conspiracy has aggressively expanded its operations into a large number of related Internet
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businesses, which are connected directly to, or at least financially dependent upon, the criminal
conduct associated with Megaupload.com.

3. Megaupload.com was at one point in its history estimated to be the 13th most
frequently visited website on the entire Internet. The site claims to have had more than one

billion visitors in its history, more than 180,000,000 registered users to date, an average of
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50 million daily visits, and to account for approximately four percent of the total traffic on
the Internet.

4. Megaupload.com’s income comes primarily from two sources: premium
subscriptions and online advertising. Premium subscriptions for Megaupload.com have been
available for online purchase for as little as a few dollars per day or as much as approximately
$260 for a lifetime. In exchange for payment, the Mega Conspiracy provides the fast
reproduction and distribution of infringing copies of copyrighted works from its computer
servers located around the world. Premium users of the site, a small percentage of the overall
user base, are able to download and upload files with few, if any, limitations. Subscription fees
collected during the existence of the Mega Conspiracy from premium users are estimated to be
more than $150 million. Online advertising on Megaupload.com and its associated websites,
which is heavily dependent on the popularity of copyright infringing content to attract website
visits, has further obtained more than $25 million for the Mega Conspiracy.

S. The financial proceeds of Megaupload.com have been primarily directed to four
sources. First, the Conspiracy has direéted the bulk of its revenues to the defendants, corporate
entities they control, other co-conspirators, and employees for their private financial gain.
Second, the Mega Conspiracy has spent millions of dollars developing and promoting
Megaupload.com and complementary Internet sites and services, such as Megavideo.com,
Megaclick.com, Megaporn.com, and a host of others (collectively the “Mega Sites”). Third, for
much of its operation, the Mega Conspiracy has offered an “Uploader Rewards” Program, which
promised premium subscribers transfers of cash and other financial incentives to upload popular
works, including copyrighted works, to computer servers under the Mega Conspiracy’s direct

control and for the Conspiracy’s ultimate financial benefit. The more popular content that was
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present on Mega Conspiracy servers would increase the number of visitors and premium users
that the Conspiracy could monetize. In total, the Mega Conspiracy directly paid uploaders
millions of dollars through online payments. Fourth, the Mega Conspiracy spends millions of
dollars per month on the infrastructure supporting their businesses, including the leasing of
computers, hosting éhmges, and In;cernet bandwidth. In contrast to legitimate Internet
distributors of copyrighted content, Megaupload.com does not make any significant payments to
the copyright owners of the many thousands of works that are willfully reproduced and
distributed on the Mega Sites each and every day.

6. Any Internet user .who goes to the Megaupload.com website can upload a
computer file. Once that user has selected a file on their computer and clicks the “upload”
button, Megaupload.com reproduces the file on at least one computer server it controls and
provides the uploading user with a unique Uniform. Respurce Locator (“URL”) link that allows
anyone with the link to download the file. For example, a link distributed on December 3, 2006
by defendant DOTCOM (www.megaupload.com/?d=BY15XE3V) links to a musical recording
by U.S. recording artist “50 Cent.” A single click on the link accesses a Megaupload.com
download page that allows any Internet user to download a copy of the file from a computer
server that is controlled by the Mega Conspiracy.

7. Megaupload.com advertises itself as a “cyberlocker,” which is a private data
storage provider. However, as part of the design of the service, the vast majority of
Megaupload.com users do not have significant capabilities to store private content long-term.
Unregistered anonymous users (referred to as “Non-Members” by the Conspiracy) are allowed to
upload and download content files, but any Non-Member-uploaded content that is not

downloaded within 21 days is permanently deleted. Similarly, registered free users (or
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“Members”) are allowed to upload and download content files, but each uploaded file must be .
downloaded every 90 days.in order to remain on the system. Only premium users have a
realistic chance of having any private long-term storage,' since their files are not regulaﬂy
deleted due to non-use. In contrast, when any typé of user on Megaupload.com uploads a copy
of a popular file that is repeatedly downloaded, including infringing copies of copyrighted works
available for download, that file remains on Mega Conspiracy-controlled computers and is
available for distribution by anyone who can locate an active link to the file.

8. Once a user clicks on a link, the user is generally brought to a download page for
the file. The download page contains online advertisements provided by the Conspiracy, which
means that every download on Megaupload.com provides a financial gain to the Conspiracy that
is directly tied to the download. The more popular the content, such as copies of well-known
copyrighted works, the more users that find their way to a Megaupload.com download page; the
access of these additional users, in turn, makes the Mega Conspiracy more money. Because only
a small percentage of Megaupload.com users pay for their use of the systems, Mega
Conspiracy’s business strategy for advertising requires maximizing the number of online
downloads (i.e., distributions of content), which is also inconsistent with the concept of
private storage.

9. In addition to displaying online advertisements, the download pages on
Megaupload.com are designed to increase premium subscriptions. All non-premium users are

encouraged to buy a premium subscription to decrease wait and download times, which can be at

! Even then, all users are warned in Megaupload.com’s “Frequently Asked Questions” and
Terms of Service that they should not keep the sole copy of any file on Megaupload.com and that
users bear all risk of data loss. The Mega Conspiracy’s duty to retain any data for even a
premium user explicitly ends when either the premium subscription runs out or Megaupload.com
decides, at its sole discretion and without any required notice, to stop operating.
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