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Plaintiffs, based on personal knowledge, and upon information and belief as to all other

matters, allege as follows:
INTRODUCTION!

1. In March 2019, Capital One was the subject of one of the largest data thefts in
history. The attacker, a former employee of Amazon Web Services, was caught and indicted. As
information came to light about the nature of the attack, a striking set of facts began to emerge—
not about the attacker, but about Capital One and Amazon. They had together, over several years,
orchestrated a massive migration of highly sensitive data to a public cloud under the cover of false
statements and Potemkin security software that Capital One and Amazon jointly created and jointly
marketed to customers, regulators, and to the public as a means of keeping the data safe. But it
was all a lie—and unbelievably, the precise conditions created by Defendants that gave rise to
the March data theft persist to this day.

2. This case is about a fraud by Capital One and Amazon—not the data theft that
revealed it. And at base, it is about millions of Capital One customers who entrusted their most
sensitive data—data that can be used by a thief to assume those customers’ economic identity—to
a bank and a cloud computing company based on a lie. Capital One and Amazon thoroughly
monetized (and continue to monetize) sensitive Capital One customer data, mining it for every
edge and insight about the behavior of Capital One’s customers. But in order to obtain that data
and the lucrative interest and fees those customers generated, Capital One promised customers that
their data was safe and protected. Both Capital One and Amazon assured people around the country
that this was the case. Those assurances have now been shown to be indisputably, willfully false

and misleading—and they continue to be false, as were the statements Defendants made together

! Terms not defined in this Introduction are defined in the body of the Complaint.
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over the years about the safety of Amazon’s AWS public cloud for storage and processing of
sensitive financial data.

3. As a result of these lies, Plaintiffs have paid billions of dollars in interest and fees
to Capital One that they never would have paid had they known the truth: Their sensitive personal
data was being pooled in a giant “data lake” on the world’s most notoriously insecure public cloud,
trawled by machine learning tools while at risk of theft via a well-known, unfixed Server Side
Request Forgery (“SSRF”) attack vector.

4. Defendants continue to aggregate and mine that data under the same perilous
conditions that existed eight months ago. Customer data—years of it—is even today being
aggregated and shared across hundreds of data mining systems, a simple SSRF attack away from
another massive theft. That unsafe aggregation of data is not a bug; it is a feature. It is how Capital
One makes money, and it is how Amazon sells its cloud computing services. Without years’ worth
of aggregated customer data, both companies would lose a competitive advantage.

5. Defendants know that there is no fix. They know that there is no setting they can
change, or automated software they can write, to eliminate the risks that they intentionally force
on their customers.

6. This fraud must stop. Plaintiffs seek damages and an injunction ordering the
removal of sensitive Capital One customer data from Amazon’s public cloud servers.

% % %

7. By the end of 2014, Capital One had collected an unprecedented amount of data
about its customers. That data could tell Capital One how risky its credit card users were to lend
to, how often they spent, what they spent on, and even where they went and what they cared about.

The problem, however, is that significant amounts of hardware and software infrastructure were
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