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FRANK FREED 

SUBIT & THOMAS LLP 
Suite 1200 Hoge Building, 705 Second Avenue 

Seattle, Washington 98104-1798 ~ (206) 682-6711 

 

CLASS ACTION COMPLAINT - 1 
 

 
 
 
 
 
 
 
 
 

IN THE SUPERIOR COURT OF THE STATE OF WASHINGTON 
IN AND FOR THE COUNTY OF KING 

 
ALAN HALL, individually and on behalf of all 
others similarly situated, 

Plaintiffs,  

v. 

SEA MAR COMMUNITY HEALTH 
CENTERS, 

Defendant. 

 
Cause No.  
 
CLASS ACTION COMPLAINT  
 

 
CLASS ACTION COMPLAINT 

Plaintiff Alan Hall, individually, and on behalf of all others similarly situated, brings this 

action against Defendant Sea Mar Community Health Centers (“SMCHC” or “Defendant”), a 

Washington corporation,” to obtain damages, restitution, and injunctive relief for the Class, as 

defined below, from Defendant. Plaintiff makes the following allegations upon information and 

belief, except as to his own actions, the investigation of his counsel, and the facts that are a matter 

of public record. 

NATURE OF THE ACTION 

1. SMCHC is a health-care provider that provides medical services to patients in the 

State of Washington.  

FILED
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CLASS ACTION COMPLAINT - 2 
 

2. Between the dates of December 2020 and March 2021, an unauthorized individual 

hacked SMCHC’s IT network and obtained unauthorized access to confidential files containing 

current and former patients’ Private Information (the “Data Breach”). 

3. For at least three months, the cybercriminals who hacked into SMCHC’s IT 

network had unfettered access to files containing information pertaining to SMCHC patients (like 

Plaintiff). 

4. Incredibly, the threat actor—known as the “Marketo gang”—stole 3 TB of sensitive 

data from SMCHC and thereafter posted it for sale on the “Marketo marketplace,” a marketplace 

where the cybercriminals sell their stolen data to the highest bidder on the dark web. 

5. Defendant only became aware of the hacking incident and Data Breach on June 24, 

2021, when the unauthorized actor informed Defendant that it had successfully copied the sensitive 

data from its digital environment. 

6. As a result of the Data Breach, Plaintiff and more than 650,000 Class Members 

suffered injury and ascertainable losses in the form of the present and imminent threat of fraud and 

identity theft, loss of the benefit of their bargain, out-of-pocket expenses and the value of their 

time reasonably incurred to remedy or mitigate the effects of the attack, and the loss of value of 

their personal information. 

7. In addition, Plaintiff’s and Class Members’ sensitive personal information—which 

was entrusted to Defendant—was compromised and unlawfully accessed due to the Data Breach.  

8. Information compromised in the Data Breach includes patient names, addresses, 

dates of birth, Social Security numbers, medical and clinical treatment information, insurance 

information, claims information and other protected health information as defined by the Health 

Case 2:22-cv-00184   Document 1-2   Filed 02/16/22   Page 3 of 49

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

 
FRANK FREED 

SUBIT & THOMAS LLP 
Suite 1200 Hoge Building, 705 Second Avenue 

Seattle, Washington 98104-1798 ~ (206) 682-6711 

 

CLASS ACTION COMPLAINT - 3 
 

Insurance Portability and Accountability Act of 1996 (“HIPAA”) that Defendant collected and 

maintained (collectively the “Private Information”). 

9. SMCHC did not notify patients’ that their Private Information was subject to 

unauthorized access in the Data Breach until October 2021, approximately ten (10) months after 

the cyberattack was launched and approximately four (4) months after the Data Breach discovered.  

10. The Data Breach was a direct result of Defendant’s failure to implement adequate 

and reasonable cyber-security procedures and protocols necessary to protect patients’ and 

employees’ Private Information. 

11. Plaintiff brings this class action lawsuit on behalf of those similarly situated to 

address Defendant’s inadequate safeguarding of Class Members’ Private Information that 

Defendant collected and maintained, and for failing to provide timely and adequate notice to 

Plaintiff and other Class Members that their information had been subject to the unauthorized 

access of an unknown third party. 

12. Defendant SMCHC maintained the Private Information in a reckless manner. In 

particular, the Private Information was maintained on Defendant’s computer network in a 

condition vulnerable to cyberattacks.  

13. Upon information and belief, the mechanism of the hacking and potential for 

improper disclosure of Plaintiff’s and Class Members’ Private Information was a known risk to 

Defendant, and thus Defendant was on notice that failing to take steps necessary to secure the 

Private Information from those risks left that property in a dangerous condition. 

14. Defendant disregarded the rights of Plaintiff and Class Members (defined below) 

by, inter alia, intentionally, willfully, recklessly, or negligently failing to take adequate and 
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CLASS ACTION COMPLAINT - 4 
 

reasonable measures to ensure its data systems were protected against unauthorized intrusions; 

failing to disclose that it did not have adequately robust computer systems and security practices 

to safeguard patient Private Information; failing to take standard and reasonably available steps to 

prevent the Data Breach; and failing to provide Plaintiff and Class Members prompt notice of the 

Data Breach. 

15. In addition, Defendant and its employees failed to properly monitor the computer 

network and systems that housed the Private Information. Had Defendant properly monitored its 

property, it would have discovered the intrusion sooner, as opposed to letting cyberthieves roam 

freely in Defendant’s IT network for four (4) months. 

16. Plaintiff’s and Class Members’ identities are now at risk because of Defendant’s 

negligent conduct since the Private Information that Defendant collected and maintained is now in 

the hands of data thieves.  

17. Armed with the Private Information accessed in the Data Breach, data thieves can 

commit a variety of crimes including, e.g., opening new financial accounts in Class Members’ 

names, taking out loans in Class Members’ names, using Class Members’ names to obtain medical 

services, using Class Members’ information to obtain government benefits, filing fraudulent tax 

returns using Class Members’ information, obtaining driver’s licenses in Class Members’ names 

but with another person’s photograph, and giving false information to police during an arrest. 

18. As a result of the Data Breach, Plaintiff and Class Members have been exposed to 

a present and imminent risk of fraud and identity theft. Plaintiff and Class Members must now and 

in the future closely monitor their financial accounts to guard against identity theft. 

19. Plaintiff and Class Members may also incur out of pocket costs for, e.g., purchasing 
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